
 

 

 

 
 

IT Notes 
 
 

How TCP ports 443, 80, and 5500 are used: 
 Ports 80 and 443 are ports designated to http and https traffic which is a 

protocol on top of TCP network communications. In general, web browsers 
use these ports to send requests to web servers. Web servers then reply and 
the traffic is routed back to the browser. The NotifEye web portal uses these 
two ports, primarily when someone types in the web address, the request is 
sent over port 80. We then redirect them to use https over port 443 to secure 
the communication between their browser and our servers. This ensures that 
any information passed back and forth is not able to be seen by anyone else 
on the network that may be trying to intercept data. 

 Port 5500 is similarly used by our gateways. The gateway will send a request 
to the server over port 5500. Then, the server responds back. 

 
Where IP address(s) should point to: 

 The only DNS Entry you need to worry about is 
monitoring.notifeyewireless.com  

 The gateways communicate to “sgw1.notifeyewireless.com”  
 
Additional gateway in the DMZ: 

 It is not required because the server never initiates communication to the 
gateway. Because the gateway always initiates the TCP communication, 
there is generally no need to change firewall settings or to put the gateway in 
the DMZ. 

 We have had a few installations that have had outbound ports blocked. In 
these cases, they would need to make an exception in the firewall to allow 
outbound traffic over port 5500. 

 
Additional notes that may help to troubleshoot the networking of NotifEye: 

 In general people don’t have issues getting to the web portal. 
 If there are issues getting the gateway to communicate, you can check 

outbound ports from a standard browser by visiting: http://portquiz.net:5500 
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