Requirement 6.1 t0 6.2
Security Patch Management Installation Policy and Procedures

6.1 to 6.2 Overview
In accordance with Payment Card Industry Data Security Standards (PCI DSS) requirements, [company
name) has established a formal policy and supporting procedures concerning security patch management.

This policy is to be implemented immediately. It will be evaluated on a(n) [annual, semi-annual, quarterly]

basis for ensuring its adequacy and relevancy regarding [company nam eeds and goals.

6.1 to 6.2 Policy

Security patch management (patch management) has become a critical eduein large part to

the exploitation of information technology systems fr and internal sources.
Consequently, all system components directly associated wi must be
securely hardened and configured with all necessa pdates for
preventing the exploitation or disruption of mis;

and Security Assessment Procedures, Version 3.

Similarly, all IT resources not directly ass vironment must also be
securely hardened and configured with all riate patches and system updatesin order

to prevent the exploitation or disruption of

In accordance with best pr
concerns will be highlighted th agement policy. They are as follows (NIST,
n.d.):

(3) primary methods of remediation are (1) installation of a software
configuration setting and (3) removal of affected software.

lities or methods of attack developed by malicious entities to exploit
vulnerabilities and entially cause harm to a computer system or network. Common examples

are scripts, uses and Trojan horses.

Failure to keep system components and other ITresources patched securely and on a consistent basis can
cause unwanted damage to all environments directly associated with the cardholder environment. This

includes butis not limited to the following:

o Network devices and all supporting hardware and protocols.
® Operating systems within the development and production environments.

e Applications within the development and production environments.




e Any other mission-critical resources within the cardholder data environment that require patches

and security updates for daily operations

Additionally, a Security Patch Management Program (SPMP) is to be implemented, which consists of the
following initiatives:

e A formalized Security Patch Management Program employee, complete with his/her roles and
responsibilities.

o Comprehensive inventory of all system components directly associated with the cardholder

environment.
o Comprehensive inventory of all other IT resources not dir associated with the cardholder
environment.
e Subscribing to industry-leading security sources, additional supp rces for vulnerability

e Procedures for establishing a risk ranking regarding secu . illinclude

® Procedures for the deployment, dis ] entation of patches and other related
security-hardening

® Procedures for veri of patches and other related security-

and imp eented a comprehensive program regarding security patch
es the categories and supporting activities listed below. These policy
directives will mpany name] for ensuring the Security Patch Management Program
(SPMP) initiatives are exe

within the cardholde

in a formal manner and on a consistent basis for all system components

vironment and all other IT resources.

Security Patch Management Program Employee

This individual will be responsible for coordinating, facilitating and undertaking all necessary activities
regarding security patch management policies and procedures. Additionally, this individual will have the
necessary information technology and security expertise to successfully execute all steps as required.
Specifically, this individual will have a strong working knowledge of vulnerability and patch management,
as well as system administration, intrusion detection and firewall management.




Table 6.1.a

Name

Jason Smith

Security Patch Management Program Employee

Title

Senior Network Engineer

Contact Information

smith@ company.com

Mike Larson

Backup Network Engineer

Mlarson@company.com

?

Comprehensive Inventory of All System Compone

Environment

The following table includes all system compone

environment.

applications and any other system components

Table 6.1.b

System Components

These system components are

Physical
Host Name i
Location

Owner of
System
Components

d with Cardholder

cardholder
ating systems,

Primary Usein
Cardholder Data
Environment

? ? ? ? ?
? ? ? ? ?
? ? ? ? ?




Comprehensive Inventory of all other IT Resources Not Directly Associated with Cardholder
Environment

The following table includes all other IT resources not directly associated with the cardholder
environment. These IT resources, however, are still considered critical to the daily operations of [company
name].

Table 6.1.c

Physical Owner of IT Primary Use within
Location Resources Organization

IT Resources

Industry-Leading ‘Supporting Resources
are utilized to ensure that [company name] maintains

ilities“and what respective patches, security upgrades and

Currently,
n.d.):

ibes to the following types of security sources and resources (NIST,

email alerts

e \endor mailing ists, newsletters and additional support channels for patches and security
e Third-party websites and email alerts

e Third-party mailing lists

® Online forums and discussion panels

o Conferences, seminars and trade shows

Listed below are the specific security resources and sources to which [company name] subscribes for
patch management, alerts, security and support as applicable:




Table 6.1.d

Online Resources for Patch Management, Alerts, Security and Support, As Applicable
Vendor/Provider

Website
and Type of System

Security

CISCO Advisory Alert

Board
AIX support

IBM AIX and alert
website
Windows

. Server Update

Microsoft

rvices

Critical Patch
Updates and
Security Alerts

Official
Patches for
Apache

?

illustrate how this section should be completed. For an in-depth listing of all vendors,
spective websites, please view Appendix D from the following URL:
. Additionally, please add any other vendors that you

Pleasen This is just a sampl

providers
use.

Risk Ranking for Se
A Risk Ranking matr
components and other associated IT resources will be given a risk ranking pertaining to the importance of

Patch Management
be established regarding security patch management. Specifically, system

security patch management activities to be undertaken.

In accordance with NIST SP 800-30, [company name] will adhere to the following definitions regarding
risks that are related to all system components within the cardholder environment and any other IT

resources.




e High: The threat source is highly motivated and sufficiently capable; controls to prevent the
vulnerability from being exercised are ineffective.

o Medium: The threat source is motivated and capable, but controls are in place that may impede
successful exercise of the vulnerability.

o Low: The threat source lacks motivation or capability, or controls are in place to prevent, or at

least significantly impede, the vulnerahility from heing exercised.

Table 6.1.E

Risk Ranking Table

. Priorit
. ) Response Mechanisms to Priority Level | Priority Level i
Critical Security Threats o . . Level 3
Initiate 1 (High) 2 (Medium) (Low)
w

Vendor Patches and security
updates defined as "high,” Please discuss your response
"critical" or "urgent" for all mechanisms for these types of

system components and other IT security threa

resources affected by threat

Vendor Patches and security
updates defined as "medium,”
"moderate" or "important" for mechanis

all system components and other
IT resources affected by threat

Vendor Patches and security
updates defined as "low," "non-
essential" or "non-urgent” for all

system components

industry-le g
(online forums, email
subscriptions to security for
etc.) regarding th

gn risk accordingly based on
eachindividual threat.

Additionally, the Security Patch Management Program employee will also be responsible for the following

critical activities:

e Being aware of all known threats or vulnerabilities that could significantly impact system
components within the cardholder data environment and any other IT resources. This requires
consistent oversightand management of all online resources used for security patch management
as previously described.




e Having a strong technical and business understanding of all critical systems within the
organization’s IT infrastructure, as well as knowing which systems are essential for day-to-day
operations

e Having response mechanisms and procedures in place to immediately report the scope of the
exploitation (systems affected), the impact to the IT infrastructure as a whole and which
remediation activities and plan of action initiatives are already available to the management in

the event of network exploitation.

Database of Remediation Activities that Need to be Applied
The database for remediation activities will consist of listingthereleva

rm Resource Locators (URL)
ed critical to the patch itself.
es ible for keeping the

for each patch and specific advice and any other comments d
Additionally, the Security Patch Management Program employee w

database accurate and relevant.

Table 6.1.f
System Components within
Cardholder Data Uniform Resource Locator (URL) for
. Notes/Comments
Environment and other IT Patch
Resources
Oracle _ i rd and listing for Oracle

products and their respective patches

Microsoft Online board and listing for Microsoft

products and their respective patches

?

?

?

Test Procedures
Security patch mana _ s must be observed to ensure the authenticity of the patch

For vendors provi atches, the authenticity of the downloaded patch will need to be verified.

This verificati ess will be determined as needed for patches and security upgrades.

e Avirus scanis to'be run on all patches before installation.

e Determine patch dependency or any other issues that may result in the installation of the patch.
Would the installation of the new patch disable another? Are other patches uninstalled when the

new patch is installed?

Procedures for the Distribution, Deployment and Implementation of Patches and other Related
Security-Hardening Procedures




All patches and security updates are to be pushed out in a formalized and secure manner, with all critical

patches installed within one (1) month of release from a vendor or other approved third party. This
includes using the following:

e Enterprise Patch Management software
e Secured email lists sent to authorized personnel

e Secure internal web source for retrieving patches sent out by the SPMP employee

[Listed above are three common examples of deploying patches. Please modify according to your specific environment.]

Procedures for Verifying Successful Implementation of Patch
Hardening Procedures
Itis the responsibility of the SPMP employee to verify the successful

other Related Security-

of all patches and
security upgrades to [company name]’s IT infrastructure. These activit onsist of, but are not

limited to, the following:

o \Verifying that the files have been changed to reflect the
updates as needed
e Verifying whether the recommended pat stalled properly by

reviewing patch logs

[Listed above are two common examples of verify ir entation of patches and security updates. Please
modify according to your specific en

6.1 to 6.2 Responsibilit
The [title of responsible party] is the aforementioned policy is kept current
as needed for purp Card Industry Data Security Standards (PCI DSS)

initiatives.




Requirement 8.7

Database Access & Configuration Settings Policy and Procedures

8.7 Overview
In accordance with Payment Card Industry Data Security Standards (PCI DSS) requirements, [company
name] has established a formal policy and supporting procedures concerning database access &

configuration settings. This policy is to be implemented immediately. It will.be evaluated on a(n) [annual,

semi-annual, quarterly] basis for ensuring its adequacy and relevancy r ng [company name]’s needs

and goals.

8.7 Policy

[Company name] will ensure that the Database Access policy adheres to the

following conditions for purposes of complying with the Pay
(PCI DSS) initiatives (PCI DSS Requirements and Sec

e Appropriately configure, and all necessary

configurations for system c authenticated prior to
access.
e Appropriately configure, exa . system settings and all necessary
configurations f / a3l user access to, user queries of, and

user actions on the database are through programmatic

onfirm system settings and all necessary

ensure that user direct access to or queries of
administrators.

n, and confirm system settings and all necessary

ents to ensure that application IDs can only be used by the

by individual users or other processes).

8.7 Procedures
[Company name] has dand implemented a comprehensive policy regarding database accessand
configuration, which passes the categories and supporting activities listed below. These policy
directives will be fully enforced by [company name] to ensure that the database authentication and
configuration initiatives are executed in a formal manner and on a consistent basis for all system
components within the cardholder data environment and all other IT resources deemed critical by

[company name].




DATABASE AUTHENTICATION PROCEDURES

Authentication procedures to databases allow users to perform a wide variety of work-related tasks such
as read and write privileges, the execution of queries, making structural changes to the database itself
and numerous other critical functions. As such, [Company name] utilizes the following authentication
procedures for verifying the identity of a user or tool that is requesting database access to use data,
resources or applications. Validating the authentication process to databases establishes a trust

relationship while also enabling accountability by linking access and actions to specific identities.

TABLE 8.7
DATABASE AUTHENTICATION METHODS

Database System MySQL5.5.8

DB001PROD, DB0O02PROD and DBO03PROD,

Ll residing on the internal host on separate, phys

Application or | DBO0O1PROD, DBOO2PROD an
platform for which | Service Platform (Saas), wh
Database Supports rESpECtiVE accounts.

Authentication by | Yes, authenticationto
the Operating | allowed, as various oper:
Systems authenti

the following manner: [please describe if this is
e database to use information they obtain to

Authentication by

o allowed, as & ifcess to databases when they performsearches or
the Application :

ueries withi

allowed in the following manner: [please descaribe network

Authentication b
y ase authentication, such as Kerberos, LDPA and remote network

the Network

L database is allowed in the following manner: [please describe direct
Authentication by

hentication procedures that are utilized, such as storing users’ passwords in the data
the Database

lowing for direct access.]

Authentication for
Database
Administrators
(DBA)

administrators authenticate in the following manner: [please describe how they
ticate, both with local and remote authentication.]

DATABASE ACCESS RIGHTS AND STORED PROCEDURES

Database access rights, and access rights to the related applications for which they support, are defined
ina manner that ensures all user access, user queries and user actions are done so through programmatic
methods such as stored procedures. Stored procedures allow greater flexibility in offering capabilities
such as conditional logic and also help to reduce bandwidth and execution time. As such, the following




access rights have been defined for the different classes of users along with a listing of general
programmatic methods/stored procedures that are in place for each class of users (i.e., end-users, system

administrators, database administrators [DBA]).

TABLE 8.7.B
DATABASE ACCESS RIGHTS AND STORED PROCEDURES

Programmatic Methods/Stored Procedures

General Access Rights and Privileges
for users

End-users are generally restricted to read-only
rights and specific queries of the database fi ral list of programmatic
their given role, which have been establish

Access Rights
for End-Users

stored

through programmatic methods and
procedures via SLQ Statements.

list of programmatic

Access Rights
cedures that System

for System with end-users, along wit
IV e e o rights to database conten

ministrators themselves, or have

mplemented for others to use.]

Access Rights ok se provide a general list of programmatic
for Database rights, allo ds and stored procedures that Database

Administrators JELAVRE
desired.

Administrators use themselves, or have
mplemented for others to use.]

DATABASE ADMINISTR
r the design, implementation, maintenance and repair

2ation. ich, DBAs are granted direct access to all databases and may
to facilitate proper operations of the databases and all supporting

systems. : tare not limited to the following:

transferring data

o replicating d
® maintaining se and ensuringits availability to users
e controlling privileges and permissions to database users

e monitoring database performance

e database backup and recovery

o database security




DATABASE APPLICATIONS AND RELATED APPLICATION IDs

For database applications and the related application IDs, application IDs can only be used by the
applications, not by individual users or other processes. As such, the following procedures are in place for
ensuring this function: [Please discuss what functions you have in place for ensuring this is being
implemented. For example, somebody other than the actual employee associated with the application(s)
calling the database should set the application IDs.]

DATABASE TOOLS

The following tools are utilized to facilitate all daily operational process procedures concerning the

administration of [Company name] databases.

TABLE 8.7.C

Tool

Series of graphical database m

Navicat database connections forlocal

Oracle command-line

SQL Plus from ascript

‘ SQL Workbench S " tool whose main focus
‘ Toad Datab i c base administrators

y Maintenance
responsible for ensuring that the aforementioned policy is kept current
e with the Payment Card Industry Data Security Standards (PCI DSS)




EMPLOYEE SEPARATION FORM

General Information for Terminated User

Type Of User (Circle one):

User Name and Contact Information

Employee Guest Vendor Other

Last Name First Name Middle Name Social Security Number, Intemal Employee ID Number, or other
type of Unique Identifier

Date of Termination Type of Termination (Circle one):

Voluntary

Involuntary

If user was involuntary terminated, please provide a brief overview as to the nati eason for this:

Physical Office Address Where User Resided

Street Address

Administrative Actions (Financual and Legal) to Initiate for Terminated User

ltem i General Notes and/or
Task or Action to be Performed Date Performed
Number Comments

'wages") that are owed to
ch must include any vacation,




Determine what deductions are necessary from final
amount owed to terminated user.

(b).

(c)-

(d).

Determine if company has any obligations to terminated
user regarding stock options or any other type of other
securities and/or instruments.

(b).

(c)-

(d).

Determine if any legal actions (i.e., civ
4, are pending or are being considered ag
user.

secret rights are

(c)-

(d).

Determine if any final expense reports are outstanding
and need to be paid toterminated user.

(b).




(c)-

(d).

Determine if any other Financial and Legal issues require
resolution regarding terminated user.

(b).

(c)-

(d).

Administrative Actions (Health and Benefits) to Initiate for Terminated User

General Notes and/or

Task or Action to be Performed | Date Performed
Comments

Coordinate COBRA benefits orother state eq
coverage as required by law and confirm that cov.

guaranteed for a minimum of

rollover, etc.

Notify all applicable Health and Benefits provides
regarding terminated user, this includes, but is not limited
to the following: (1). Medical. (2). Dental (3). Life. (4).

Disability.

(b).




(c)-

(d).

Determine if any other Health and Benefits issues require
resolution regarding terminated user.

(b).

(c)-

(d).

Administrative Actions (Internal Controls) to Initiate for Terminated User

General Notes and/or

Task or Action to be Performed | Date Performed
Comments

Determine if terminated user had any of the
financial privileges:

(a). Signature Auth

Access to company financial accot
accounts, brokerage accounts, in

Determine if any other Internal Controls and/or
operational issues require resolution regarding terminated

user.




(b).

().

(d).

(e).

).

Company Assets and Property Checklist

General Notes and/or

Asset | Property Serial Number Date of Return
' Comments

Computer (Laptop)

2. Printer, Scanner, Fax

3. Cell Phone, Pager

4, Portable Digital Assistant (PE

5. USB Drives, hard Drives,
6.

7.

3 cess Devices-Electron

9. Fu

10. Pictures

11 Uniforms

12. Parking Permits

13.

14.

15.




Comments or any Special Requests or Instructions:

Approval

Name and Title of Personnel approving Employee Separation form Notes/Comments

Date of Approval Signature




INCIDENT RESPONSE PLAN FORM

Incident Response Form

Date and Time of Notification:
Date and Time of Detection:
Name:

Title:

Phone:
Email:
Signature:

Summary of Incident
Type of Incident: Description of Inc

Names and Contact Information of Other Parties
Involved:

Incident Notification

Initial Response:

Evidence Collection

Communication

Lessons Learned




