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Kanguru Adds New FIPS 140-2, USB 3.0 Secure Flash
Drives to Defender Portfolio for Exceptional Data Security

Millis MA - July 15, 2015 - Kanguru announces the

addition of new SuperSpeed USB 3.0 technology to its e o
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Defender® secure flash drives, providing unsurpassed . @ SErenze  SAMe
security and convenience for data. With the new . *
Kanguru Defender 3000™, robust security meets high SUPERSPEED HARDWARE FIPS140-2 REMOTELY

USB3.0 ENCRYPTION CERTIFIED MANAGEABLE

transfer speeds to feature the best performance USB 3.0
secure flash drive for high security environments.

The Kanguru Defender 3000 asserts powerful features
to help organizations meet and exceed industry data
security standards and regulations:

FIPS 140-2 Certification, Level 3 (Cert #2401)
SuperSpeed USB 3.0 Interface

256 Bit AES Hardware Encryption (XTS Mode)
Remote Management Ready

Easy to Use

Windows, Mac and Linux Compatibility
Real-Time Onboard Anti-Virus Protection
Rugged Alloy Housing

Brute-Force Protection

Tamper Resistance

Waterproof

TAA Compliance

Vast Storage Capacities: (4GB — 128GB)
Ability to add a unique identifier to each device for Endpoint security
Customization: Engraving, Configuration, etc.

In addition, Kanguru has also released the Defender Elite300™ SuperSpeed USB 3.0 secure flash drive sporting a
handy physical write protect switch for quick and easy switching to and from “read-only” mode. This is extremely
useful in potentially vulnerable environments as it can protect the drive from being infected when plugged in with
“read-only” mode, even if a virus or malware may be present on a host computer. The Defender Elite300 flash drive
is currently in process for FIPS 140-2 Certification. (July 2015)

“The launch of the Defender 3000 and Defender Elite300 continues to demonstrate Kanguru’s position as
a global leader in the secure USB storage market,” says Nate Cote, Executive Vice President. “These drives
provide the most robust, yet practical, feature set that organizations really need to easily secure portable
data for an increasingly mobile user base.”

Security, Performance & Convenience

Both the Kanguru Defender 3000 as well as the Kanguru Defender Elite300 are designed with financial, healthcare,
and government environments in mind, with whom full compliance is usually required with high data security
policies. FIPS 140-2 Certification ensures organizations that the high-end 256 Bit AES Hardware Encryption, brute-
force protection and tamper-proof protection is fully qualified to meet even the most demanding data security
regulations. Now with SuperSpeed USB 3.0 technology, these new Defender drives also demonstrate high-
performance transfer rates with up to 260MB/sec Read and 120MB/sec Write speeds depending on capacity, making



https://kanguru.com/secure-storage/defender-3000-usb-3-secure-hardware-encrypted-flash-drive.shtml
https://kanguru.com/secure-storage/defender-elite300-usb-3-secure-hardware-encrypted-flash-drive.shtml
https://kanguru.com/info/fips-140-2-and-common-criteria-why-it-matters.shtml
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it the most convenient secure flash drive on the market. Also as Kanguru is the only global USB manufacturer to
achieve Common Criteria certification on certain flash drives, you can be confident Kanguru takes data security very
seriously.

Remotely Manageable

Additionally, the Kanguru Defender 3000 is remotely manageable, an optional feature available either through a
secure cloud interface or on a client’s self-hosted server. Kanguru Remote management Console (KRMC™) offers a
huge benefit to organizations, providing administrator management for a fleet of company flash drives. With KRMC,
organizations can:

Proactively enforce customized security policies on USB drives
Track and manage the whereabouts of USB drives

Disable or delete lost or stolen drives immediately

Restrict or grant online and offline permissions

Schedule password changes

And much more

Customization

Kanguru also offers full customization and engraving options for its USB drives as a handy way to add identity to
important data on secure flash drives. Include a company logo or physical serialization to track devices, implement an
electronic identifier to interface with endpoint security programs, or perhaps engrave a phone number to call if the
device is ever lost.

The Kanguru Defender 3000 secure flash drive is available worldwide through Kanguru’s network of authorized
channel partners. For more information, visit Where to Buy at kanguru.com.

Kanguru is a global leader in providing exceptional-quality hardware encrypted secure USB flash drives, hard drives,
solid state drives, portable USB storage devices, remote management applications, duplication equipment and more.
Kanguru is committed to offering the highest level secure products and services to enterprise, government, healthcare,
organizations and consumers worldwide with easy-to-use, certified IT products and data storage. For more
information on Kanguru, please visit kanguru.com.
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https://kanguru.com/remote-management/remote-management-suite.shtml
https://kanguru.com/info/customizing-your-kanguru-usb-device.shtml
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