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1. The mi[itary art of using 'mformaﬁon;

s

2. To deliloeva’ce[y mislead an opponent;

3. And influence their decision-making;

4. For a strategic purpose.
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“Possessing [knowledge of]| the wide

spectrum of enemy deception techniques

and methods considerably reduces the
Mllltary probability of being deceived yourself

UL LT LI because it will be easier to foresee similar

A Russian Journal of Military Theory plOYS [] ”

and Strategy
In This Issue -- Col. V.N. Karankevich (Ret), ‘How to L.earn How to
RSN Deccive the Enemy’, Military Thought, 15:4, (2006), p. 151
The Alrboens Foress In Russi's Aric Zene <emphasis added)

Fmploying Nenethal Toxlc Agants
MiERary Avition Pyypcthology In Rk

Over theHorton Radar Seathons




Information Environment
Joint Concept for Operating in the
Information Environment (JCOIE) * “The IE is comprised of and aggregates
numerous social, cultural, cognitive,
technical, and physical attributes that act
upon and impact knowledge, understanding,
beliefs, world views, and, ultimately, actions of
an individual, group, system, community, or
organization. The IE also includes technical
systems and their use of data.”

-- JCOIE, July 2018 (emphasis added).
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Understanding the facets of waskirovka
“suggests a need to not only stand well back
from the canvas, but to take apart the frame,
view the picture from behind, and to do

chemical analysis of the canvas and paints.”

-- Roger Beaumont, Maskirovka: Soviet Camouflage,
Concealment & Deception (1982) (emphasis added).



Impressionism Art

“The very first idea was to eliminate
y

\

the partition separating the artist’s
studio from everyday life and to

introduce the reality of the street.”
Edmond Duranty (1876)

Mastirovka
, The essence of camouflage, is to “eliminate the
> . boundary between them (objects) and to blend in
A - the objects against the background in terms
N e ..,," - of shape, illumination, and color.”
gy~ - Roger Beaumont (1982)
d
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* * What is Maskirovka? * *

Soviet Mi[i’cavy Encyc lopedia deﬁnes maskirovka as:

“The aggregate of measures to deceive the adversary regarding

the presence and disposi’cion of troops (forces), military
vehicles and installations (‘cargets), their status and condition,
combat readiness and actions, as well as command authovi‘ty

plans; category of operational (combat) support.”
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VARIOUS METHODS OF TACTICAL MASKIROVKA

2.) Horizontal camouflage net
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3'.) Trees tied together
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Three Ob jectives of Mas/kirovika

C ommander’s percepﬁon

]nﬁuence enemy

of situation;

Shape their mission
ob jectives and plannmg
procedwes :

And impair eﬁfecﬁve

decis 'Lon—mak'mg processes.

Shape adversary’'s
mission objectives and
planning procedures

Operational
= ™ | maskirovka
l e

\

/\

Influence adversary’s Support
{| ground-level Missi
A
assessment of e
Objective(s)

“battlefield.’

N

(<

Strategic

maskirovka

Impede adversary’s
strategic decision-
making processes







Dzk[nﬁﬁma tion

Activities to propagate false oY mis lead'mg informa‘cion

Operation Infektion (1983

Russia’s Seven Strateoic Elements of Disinformation — according to the NY7T
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" Reﬁexive Control — ]nformaﬂon Doppelgéinger .




Four ways to inﬂuence enemy commanders and poliﬁcal opponents to gain ‘control’,
according to Russian Major General (ret.) M. D. Tonov

1. Build a high— intens ity pressure environment
2. ]nj ect false informa’cion into the environment
. , .
3. Shape and mﬂuence the enemy’'s plannmg process Report On Tpe Invest;
. : stigati

4. Leverage surprise attacks to accelerate S él"l_gerferenceg In The'

. . o o . S1 [ )

enemy's timeline for decis Lon—makmg eitial Election
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Thought Experiment - Use on Civilian Audiences?
What Lf we applied the [ogic of this fow-s’ce}o method to the
Specia[ Counsel’s ﬁndings in the Mueller Report?

EE"as'hjngmn. D.c

March 2019

Source: [bid.
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The Magpies and the Cuckoos: A Education & Civic Outreach
Disinformation Fable

“A rising tide lifts all boats”

ER =P E)N

—— Leveraging Attribution

i meMspiesamdtecckooa @ Ffforts by social media platforms and the

Disinformation Fable

31 Trump Says US Troops Shouldn' government to publicly attribute the false
Be ‘Poli ' in Afghani S . .
e | information could help reduce the volume and
AA FONT SIZE + AINT TheUSIs U d to Mobili { 1aq b .
K i THels1a iepmed Mol impact of disinformation;

BY JESSICA
MALEKOS SMITH

* however; what’s the best accountability framework?

JULY 20, 2019 The magpies have a complex and vigorous society.

YXTSL'A%"""”S shen iy conalving clio0s come Quis custodiet ipsos custodes (who watches the
TOPICS
CoRET Late last year, the New York Times explored a ¢ WﬂtCher S D>

‘ 1 the Soviet Union’s 1983 effort to spread lies
about the origin of AIDS. The Times noted that C
1, like successful disinformation operanons earlier and
since, relied on seven elements:
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€he New York Times

Charting New Policy

Election Security

* DNI Coats recently announced creation of new government advisory
position —Election Threats Executive — to serve as top advisor to DNI
on election security threats

A voter casting his ballot in the midterm elections last year in Medina, N.D.

1r T

Hilary Swift for The New York Times

* Creating an Election Executive and Leadership Board to function as
“the principal vehicle for IC-wide coordination and focus on election

’ By David E. Sanger and Catie Edmondson
threats|.|” —The Washington Times

July 25, 2019 f v = A2 H (720
NGO

WASHINGTON — The Senate Intelligence Committee concluded
Thursday that election systems in all 50 states were targeted by

Unity of Effort in Cyber Operations

* Announcement of NSA’s New Cybersecurity Directorate — October 1, Russia in 2016, an effort more far-reaching than previously
2019, to protect National Security Systems and the Defense Industrial acknowledged and one largely undetected by the states and federal
Base officials at the time.

* “Defend Forward” — USCYBERCOM’s new Cyber Strategy 2018



Network Centric Warfare (NCW):
“IS]uccess in warfare is achieved not through
numerical and firepower superiority of forces but
through [1] information potential superiority
[Information war| and [2] the employment of
warfighting entities with a fundamentally new
network structure.” -- A.V. Raskin & V.S. Pelyak,
‘On Network-Centric Warftare’, Military Thought,
14:2, p. 87 (2005) (emphasis added).



“Light shines through glass, sometimes in a
surprising way....You haven’t seen the light that
way before but it reflects a rainbow. That’s what the
law does. The law shows you new beauty. The law
shows you new dimensions. The more you think
about it, the more you study it, the more dedicated
you are to it. But it’s also made of glass, and glass
can break. Just like when the rule of law is broken,
it requires great effort to fix it and you’re not sure
that it will be as beautiful the next time.”
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Former U.S. Supreme Court Justice Anthony M. Kennedy (1988-2018)
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