
A Comedic  (slightly terrifying) 
Introduction to 

Information Warfare



Elements 
of 

Information Warfare 

1. The military art of using information;

2. To deliberately mislead an opponent; 

3. And influence their decision-making;

4. For a strategic purpose. 



“Possessing [knowledge of] the wide 

spectrum of  enemy deception techniques 

and methods considerably reduces the 

probability of  being deceived yourself  

because it will be easier to foresee similar 

ploys[.]”

-- Col. V.N. Karankevich (Ret), ‘How to Learn How to 

Deceive the Enemy’, Military Thought, 15:4, (2006),  p. 151 

(emphasis added).



Information Operations (IO):

“The integrated employment, during military 

operations, of information-related capabilities 

in concert with other lines of operation to 

influence, disrupt, corrupt, or usurp the 

decision-making of adversaries and potential 

adversaries while protecting our own.” 
-- DOD Joint Publication 3-13, Information 

Operations, November 27, 2012 (updated 2014).

Western & Eastern Views on Information ‘What?’

A Russian Military Officer’s Perspective

from Military Thought 

“By taking this step, the US establishment is probably trying to eliminate 

possible motives that could be used to accuse Washington in whipping up 

armed conflicts by carrying out suppressive or other sorts of  escalation type 

and aggressive operations in the global information environment.”                             
-- Col. S.A. Komov, et al., ‘About the Evolution of  Modern American Information 

Operations Doctrine’, Military Thought, 17:3, pp. 14-15 (July 2008).

Information Environment

• “The IE is comprised of  and aggregates 

numerous social, cultural, cognitive, 

technical, and physical attributes that act 

upon and impact knowledge, understanding, 

beliefs, world views, and, ultimately, actions of  

an individual, group, system, community, or 

organization. The IE also includes technical 

systems and their use of  data.”          

-- JCOIE, July 2018 (emphasis added).



Understanding the facets of  maskirovka

“suggests a need to not only stand well back 

from the canvas, but to take apart the frame, 

view the picture from behind, and to do 

chemical analysis of  the canvas and paints.” 
-- Roger Beaumont, Maskirovka: Soviet Camouflage, 

Concealment & Deception (1982) (emphasis added).



Bridge over a Pond of Water Lilies, Monet

Maskirovka 
The essence of  camouflage, is to “eliminate the 

boundary between them (objects) and to blend in 

the objects against the background in terms    

of  shape, illumination, and color.”   

Roger Beaumont (1982)

Impressionism Art
“The very first idea was to eliminate 

the partition separating the artist’s 

studio from everyday life and to 

introduce the reality of  the street.”  

Edmond Duranty (1876)



What is Maskirovka?

Soviet Military Encyclopedia defines maskirovka as:

“The aggregate of measures to deceive the adversary regarding 
the presence and disposition of troops (forces), military 
vehicles and installations (targets), their status and condition, 
combat readiness and actions, as well as command authority 
plans; category of operational (combat) support.”





Three Objectives of Maskirovka

1. Influence enemy 
commander’s perception                  
of situation; 

2. Shape their mission          
objectives and planning 
procedures; 

3. And impair effective   
decision-making processes.





Disinformation
Activities to propagate false or misleading information 

Operation Infektion (1983)
Russia’s Seven Strategic Elements of Disinformation – according to the NYT

1. Identify social, cultural, economic, and political rifts in society to heighten/exacerbate conflict

2. Create propaganda, such as a false story or several contradictory false stories

3. Anchor the propaganda in elements of truth

4. Disguise the origin of propaganda

5. Find and exploit “unwitting servants of seemingly good causes for their own ends” to propagate lies

6. Deny everything

7. Prioritize long-term strategic progress over short-term victories



Reflexive Control – Information Doppelgänger

Reflexive Control defined:

• “A means of  conveying to a partner or an opponent 
specially prepared information to incline him to 
voluntarily make the predetermined decision desired by 
the initiator of  the action.” 

Target audiences?

• Military commanders, civilians and computer-based               
tools in their decision-making.

Source: Timothy Thomas, Russia’s Reflexive Control Theory, (internally citing Military Thought (1995)). 



Exploring RC in Theory & in Practice
Four ways to influence enemy commanders and political opponents to gain ‘control’, 

according to Russian Major General (ret.) M. D. Ionov

1. Build a high-intensity pressure environment 
2. Inject false information into the environment
3. Shape and influence the enemy’s planning process
4. Leverage surprise attacks to accelerate                                                                                      

enemy’s timeline for decision-making

Thought Experiment - Use on Civilian Audiences?
What if we applied the logic of this four-step method to the 

Special Counsel’s findings  in the Mueller Report?
Source:  Ibid.



Education  & Civic Outreach
“A rising tide lifts all boats” 

Leveraging Attribution
• Efforts by social media platforms and the 

government to publicly attribute the false 
information could help reduce the volume and 
impact of  disinformation; 

• however; what’s the best accountability framework? 

• Quis custodiet ipsos custodes (who watches the 
watchers?)

Where Do We Go From Here?



Where Do We Go From Here?

Charting New Policy 
Election Security

• DNI Coats recently announced creation of  new government advisory 
position –Election Threats Executive – to serve as top advisor to DNI 
on election security threats

• Creating an Election Executive and Leadership Board to function as 
“the principal vehicle for IC-wide coordination and focus on election 
threats[.]” –The Washington Times

Unity of Effort in Cyber Operations
• Announcement of  NSA’s New Cybersecurity Directorate – October 1, 

2019, to protect National Security Systems and the Defense Industrial 
Base

• “Defend Forward” – USCYBERCOM’s new Cyber Strategy 2018



Network Centric Warfare (NCW): 

“[S]uccess in warfare is achieved not through 

numerical and firepower superiority of  forces but 

through [1] information potential superiority 

[Information war] and [2] the employment of  

warfighting entities with a fundamentally new 

network structure.” -- A.V. Raskin & V.S. Pelyak, 

‘On Network-Centric Warfare’, Military Thought, 

14:2, p. 87 (2005) (emphasis added).



“Light shines through glass, sometimes in a 
surprising way….You haven’t seen the light that 
way before but it reflects a rainbow. That’s what the 
law does. The law shows you new beauty. The law 
shows you new dimensions. The more you think 
about it, the more you study it, the more dedicated 
you are to it. But it’s also made of  glass, and glass 
can break. Just like when the rule of  law is broken, 
it requires great effort to fix it and you’re not sure 
that it will be as beautiful the next time.” 

–
Former U.S. Supreme Court Justice Anthony M. Kennedy (1988-2018)
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