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INTRODUCTION

Chet Hosmer is an international author,
educator and researcher and founder of Python
Forensics, Inc. a Non -Profit Research Institute
focused on the collaborative development of open
source investigative technologies using the Python
programming language.

- A Visiting Professor at Utica College in the
Cybersecurity graduate program, where his
research and teaching is focused on data hiding,
active cyber defense and security of industrial
control systems.

- Adjunct Professor at Champlain College in the
Digital Forensics Graduate Program, where his
research and teachingis focused on solving hard
digital investigation problems using the Python
programming language.

Chet is also a co -founder of WetStone Technologies
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INTRODUCTION

Mike Raggo is Chief Security Officer at 802 Secure
and has over 20 years of security research experience.

His current focus is wireless 10T threats impactingthe ) £ 3
: ) : ata Hioing

ent erprise. Mi c hael I' s t he o o At s e . S
Threats & Countermeasur eso i
Exposing Concealed Data in Multimedia, Operating

Syst ems, Mobil e Devices and
Syngress Books, and contributing author for
olnformati on Security the Ciq
Editiono.

A former security trainer, Michael has briefed @ DataH |d| ng

international defense agenciesincludingthe FBI and
Pentagon, and is a frequent presenter at security
conferences, including Black Hat, DEF CON, Gartner,
RSA, DoD Cyber Crime, OWASP, HackCon, and SANS.
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THE ORIGINS

Covert Channels
in the TCP/IP Protocol Suite May 5, 199

http://firstmonday.org/ojs/index.php/fm/article/view/528/449
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by Craig H. Rowland

Covert Channels
in the TCP/IP Protocol Suite

Method 1:
Manipulation of the IP Identification Field

Method 2:
Manipulation of the Initial Sequence Number

Method 3:
Manipulation of the TCP Acknowledge

Sequence Number FI el d
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QUICK REVIEW OF TCP/IF
HEADERS
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BASIC CONCEPT

TCP/IP Packet Headers contain
standard fields that must be
present to comply with the
protocol standards.

Several of these standard fields
can be manipulated to carry
hidden content.
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Overview of Method One

AThis is by far the simplest method. The
identification field of the |IP Header gives each
packet a unique identifier in order handle possible

(but unlikely today) packet fragmentation.

Alf the sender encodes this field with hidden

content (encoded, encrypted or using plaintext)
the receiver can collect data from the ID Field of

each packet and thenre  -assemble them into a
message.



METHOD ONE EXAMPLE

08:22:31.450099 192.168.0.122.5500 > 192.168.0.133
S 5400660022:5400660022(0) win 512 (ttl 64, id 17152)

Converting the ID field
1) The receiver would divide by a pre-defined constant.

2) In this case 256. 17152 / 256 = 67
3) Converting 67 into ASCII = the letter C
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) s METHOD TWO

nowledgement Nu mb INITIAL

m-am SEQUENCE

Checksum Uge t Poin

TeP Option NUMBER

TCP Data

AManipulation of the Initial Sequence
Number Field*

AThe Initial Sequence Number is used to establish a
communication link between a client and remote server

AA program can be created to generate this number
using a constant divided by an ASCII character value
(or much larger values I.e. words, double words, quad
words)

AA similar program on the other end can passively listen
for communication and then decode the message
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METHOD TWO
INITIAL SEQUENCE NUMBER

TCPDUMP Packet Header

20:30:10.005553 10.1.1.0.45321 > 128.162.1.0.80:
S 1207959552:1207959552(0) win 512 (itl 64, id 49408

Time Stamp Source IP/Port Destination IP/Port

20:30:10.00555310.1.1.0.45321 128.162.1.0.80

Flag Seqguence Number Additional Data

1| 1207959552120 7959552 (B [g ¥ W (11 JeY Mo RzRe ViX01S)
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METHOD TWO
INITIAL SEQUENCE NUMBER

Locate ISN
1207959552

Divide by constant

1207959552/ 16777216 =72

Convert to ASCII
72 HO in ASCI |
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MEPHOD THREE
TCP
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Overview of Method 3

1. Method 3 expands on Method 2 and adds IP
Spoofing to conceal the sender identity.

2. This method enables the sender to remain
autonomous by sending SYN packet with an initial
seguence number to a server while spoofing the IP

ddress of the sender.

3. The response to the SYN bounces of the target server
and is directed to the spoofed IP address.

4. Allowing the sender of the original SYN to remain
anonymous.
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METHOD 3 ILLUSTRATION

Client 1
SYN Packet with Spoofed IP (Client 2)

and encoded

Initial Sequence Number
- - R

Gl T
Secret Message e —
Transferred from Client 1 i —
" To Client 2 without a prm—
Vdirect connection e
Client 2
Server

ACK Packet includes the
Encoded Initial Sequence Number
In the Acknowledgment Field sent by Client 1

- B
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MODERN DAY
METHODS




Covert UDP
(using loT)




About loT

AMany consumer, and even enterprise
as well as nNindustr
Inherent built-in security

A Many devices support UPnP to allow an
app or other devices to discover (M2M)

A Sends multicast packets broadcasted to
local network
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EXPLOITATION OF SSDP ULA
OPT FIELD UDP COVERT

ASSDP UPNP

ASimple Service Discovery Protocol (Part of
Universal Plug and Play)

AM-SEARCH - Discover packet sent by app or
another device

ANOTIFY - Device announces itself on the
network, routinely, and also when it leaves
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EXPLOITATION OF SSDP ULA
OPT FIELD UDP COVERT

AJLA OPT FIELD

AUnique Local Addresses - Site-Routable
AUsed in NOTIFY and M-SEARCH messages

AFor use in IPv4 and IPv6 (for backward
compatibility)

Reference: http://upnp.org/specs/arch/UPnP -arch-DeviceArchitecture-v1.1-AnnexA.pdf



ssdp-wemo-test.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A ® I X ¢ Q

- | Expression.

Time Source Destination Protoc ¥ Length Info

23168 1228.26 l.. QUIC 85 Payload (Encrypted),
23169 1228.27 I.. QUIC 85 Payload (Encrypted),
23170 1228.33 . QUIC 92 Payload (Encrypted),
23171 1228.43¢ 1e.. QUIC 95 Payload (Encrypted),
89 43.861106196 192.168.1.68 239.255.255.250 SSDP 143 M-SEARCH * HTTP/1.1
437 213.976658511 192.168.1.68 239.255.255.250 SSDP 143 M-SEARCH * HTTP/1.1

Simple Service Discovery Protocol
¥ NOTIFY * HTTP/1.1\r\n
» [Expert Info (Chat/Sequence): NOTIFY * HTTP/1.1\r\n]
Request Method: NOTIFY
Request URI: *©
Request Version: HTTP/1.1
HOST: 239.255.255.250:1900%\r\n
CACHE-CONTROL: max-age=1800\r\n
LOCATION: http://192,.168.1.75:49152/description.xmlysrin
OPT: "http://schemas.upnp.org/upnp/1/6/"; ns=01\r\n
GeleEEl
NT: upnp:rootdeviceisr\n

cedn:alivel\rin

— PN T—— 1 La e B
58 74 74 70 3a 2f 27 31 39 32 2e 31 36 38 2e 3 ttp://1 92.168.

#  Simple Service Discovery Protocol (ssdp), 408 bytes Packets: 151109 - Displayed: 151109 (100.0%)  Profile: Default




ssdp-hidden_msg.pcap @ ® 0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A m ® 0 RN Qe okadsHBH o E

- Expression.. +

No. Time Source Destination Protocol Length Info

[Destination GeoIP: Unknown]
» User Datagram Protocol, Src Port: 51243, Dst Port: 19080
v Simple Service Discovery Protocol
v NOTIFY * HTTP/1.1\r\n
» [Expert Info (Chat/Sequence): NOTIFY * HTTP/1.1\r\n]
Request Method: NOTIFY
Request URI: *
Request Version: HTTP/1.1
HOST: 239.255.255.250:1900\r\n
CACHE-CONTROL : max-age=1880\r\n
LACATTION: httn-//192 168 1 _75-49152 /descrintion xmlhr\n
| J OPT: "https://linktomyhiddenmessageonweb™; ns=81\r\n
e .~
Bdal 70 74 69 6T 6e 2e 78 6d - :
CllicRl>> 68 74 74 78 73 3a 2
clclelc 79 68 69 64 64 65 G6e 6d
CELCANT7 65 62 22 3b 20 6e 73

© 7 Unknown header (http.unknown_header), 50 bytes Packets: 1 - Displayed: 1 (100.0%) - Load time: 0:0.0  Profile: Default



v Simple Service Discovery Protocol
v NOTIFY * HTTP/1.1\r\n

» [Expert Info (Chat/Sequence): NOTIFY * HTTP/1.1M\r\n]
Request Method: NOTIFY
Request URI: *
Request Version: HTTP/1.1
HOST: 239.255.255.250:1900\r\n
CACHE-CONTROL: max-age=1888\r\n
| QOCATTOMN ®

AMODIFY SSDP OPT FIELD WITH HIDDEN MESSAGE, URL,
ETC.

A COVERT COMMUNICATIONS, DEAD DROP, MALWARE
CALLBACK TO CNC FOR UPDATES, ETC
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EXPLOITATION OF SSDP ULA
OPT FIELD UDP COVERT

ASSDP ULA OPT FIELD

ADesigned for a URL of your choice, could be
used to point to a site for the message, an
Image with a hidden message, CnC, etc.

ADoesnodt hav e-tdstmgrévealedit UF
IS essentially a free-form field

ACan be combined with crypto (XOR, etc. to
further protect the message)
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EXPLOITATION OF SSDP ULA
OPT FIELD UDP COVERT

ASSDP ULA OPT FIELD

ASSDP in general is designed ideally for the
Internal network, but loT malware has
exploited those who do not filter this at the
firewall and expose it to the Internet

ATypically inbound on the router itself as a path
Into the network and discovery

AMirai, etc.
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EXPLOITATION OF SSDP ULA
NTP FIELD UDP COVERT

A Router with UPnP enabled could respond

A And Respond back with packet that contains
dead drop URL or hidden message

A Internet probe M-SEARCH Query at Router

AResponse includes OPT field
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Covert UDP - SSDP

Smart Plug . .
Two-way conversations using

SSDP to hide content (M2M)

1
Smart Plug sends M-Selzjarch
M-Search packet embetis hidden message or
CnC URL in OPT filed | Smart TV

Received by other loT d|evices on network ’F &
- s S e e e - SmartW‘e

4

- --
Smart TV receives M-Search Packet and
responds
Raggo/Hosmer DEFCON-2017 NOTIFY Packets send a packet back with
embedded response



——— o~

Coyert 802.11
(WIFI Layer 2)
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WIFI Beacon Stuffing

A Makes use of the Information Elements (IE) found in a
Beacon Packet
ACan add up to 253 bytes of vendor-specific info

Interva

2 bytes) (A2 byles)

end In series of packets and reassemble for entire
message, or good for small IM-like messages
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