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PulseWorx Gateway
Concerned about Security?

The Gateway and the associated mobile applications allow you and your family to conveniently access and 
control your PulseWorx and other UPB devices from anywhere safely and securely. With a couple of simple 
configuration settings you will be safe from hackers before they can access your home.

The Gateway implements a user and password system, up to four users can be specified in the system. Each 
user has one or more of the following permissions:

 Add or modify the list of authorized users
 Update the Gateway configuration file from UPStart and Export
 Modify the schedules
 Only control devices

These permissions are implemented by the Gateway firmware and not the accessing software so it’s very 
secure.

Let's look at each of the user levels and see how their permissions might best be configured.

Administrator User: You

As the administrator and maintainer of the Gateway, this user would need to have all permissions.  There 
should be no need to have more than one user that can add, remove, and update users. They need the “User 
Table Access”/ “Modify Users” permission.

Manager User: Contractor/Installer

This user can make all changes needed to the configuration of all devices in the system and export/download 
information to the Gateway. They need the “Table write “/ “Export Access “permission.

Schedule User: Tech oriented family members

These users might want to add or update the schedules but not make changes to the Gateway configuration. 
They would need the “Schedule Table Write” /"Modify schedule" permission but nothing else.

Control User: Family members

These users only need to control devices in the home. They don't need to update anything.  As such they 
would not need any of the above permissions.

Note: While you can create only 4 users, up to 8 devices may be simultaneously connected. More than one
simultaneous connection can be made using the same user name and password. For example, you could 
create a user for yourself – "Bob Smith", and another user for all the family members "Smith Family". 
Everyone doesn't have to have their own username and password.
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To configure the User security levels, connect to the Gateway using UPStart under the "PulseWorx Gateway" 
ribbon category, click the "Users" button.

Enter in the user names and their passwords and assign the needed permissions.  Close the dialog with OK and 
the user table will be downloaded to the Gateway.  The user information is not stored in the UPB file or 
anywhere on the computer.  It is only stored in the Gateway memory.

In the Gateway mobile iOS application, the user name and password is configured in Settings when you specify 
your Gateway connection. These will then be automatically used when the connection is made.

In the Windows PulseWorx application, as in UPStart, the user name and 
password are entered into the Configuration Connection setup dialog.  If you are 
using the Connection Catalog, the user name and password can be entered to 
automatically connect. If either is left blank you will be prompted upon
connection.

Important point: The Gateway is shipped with no defined users, so anyone can connect without a user name 
and password.  One of the first things that should be done is to create a user and give it all the permissions.  
Write down the username and password and save it in a safe place. If the user name or password is misplaced 
and you can’t connect you can use the reset procedure to clear all users. This is detailed in the Gateway User 
Guide available on the PCS support website.


