PULSE]

ORX App Note 109

PulseWorx Gateway
Version 1.4 firmware

PulseWorx Gateway version 1.4 firmware was released on January 18, 2016. This technical note shows what
the upgrade process looks like and goes over the new feature this firmware provides.

After installing the latest version of UPStart (version 8.0.44 or later), proceed by starting UPStart and
connecting to the Gateway. This popup appears which tells you that new firmware is available.

[ Upstart e |

h Gateway firmware version 1.2 is out of date. Version 1.4 is available.

To install new firmware into the Gateway, press the "Firmware Update” button in the

“PulseWorx Gateway"” ribbon category. Read and carefully follow the directions.

|:| Dizable the firmware check. Enable in UPStart cptions

| understand

Depending on your specific Gateway, the popup may show a different version of firmware in the Gateway.

Close the dialog and then select from the ribbon "Firmware update.”

i ) v - - . - UPStart
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Connection || Location Time  Users Current Firmware
Catalog Schedule Update

|| 4 ) Displays ]

The first popup explains the process:
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App Note 109

I"-\ Gateway firmware update proceeds in several phases.

In the first phase the latest firmware files are located and the upgrade version numbers

reported.

The next phase updates the firmware waiting 120 seconds between each update for the

firmware to be installed and the Gateway to restart.

Do not power down the Gateway until the process is completed and the each countdown

timer expires.

Yes. Go ahead Mo. Don't do it

Press "Yes" to continue and a second popup pauses the process until UPStart confirms that the firmware files
are available and of the correct version.

[ UPstart ) |

Are you sure?

To be installed: image.bin version 1.4, rom.bin version 1.2

Yes. Go ahead ‘ | MNo. Don't do it

Press "Yes" to continue and then the firmware update process begins.
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Gateway Update

Updating Gateway Firmware ...

Locating current firmware files

) @

Preparing Gateway for update

¥ @ 4

Moving image.bin to Gateway

Waiting for image_bin install and restart
Mowing rom.bin to Gateway

Waiting for rom.bin install and restart
Moving backup. bin to Gateway

Waiting for backup bin install and restart
Reconnecting to the Gateway

Confirming updated version number

Installing image bin. Waiting for Gateway restart. .

As each step completes the indicator for that step turns green. Each time a new firmware image is moved into
the Gateway, the Gateway restarts. The process pauses for 120 seconds to allow the Gateway time to restart.

During the pause a countdown popup displays.

Countdown Lﬁ

i :-_'\

(=1} - S
@ Time remaining: 69 seconds

When the countdown reaches zero the next update phase begins.
update is finished and UPStart reconnects to the Gateway.
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After all phases complete the firmware
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Updating Gateway Firmware .

UPStart 8.0 Build 43 e
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New Firmware Feature

In the 1.4 firmware upgrade a new feature has been added. This new feature is a way to reset the password
table in the Gateway from UPStart without having to use the manual procedure described in the User Guide.
The advantage of this is that it can be accomplished remotely when no one can remember their password.
There is now a special "reset" password saved in the Gateway. This is not a universal password. It is unique to
each Gateway and once saved in the Gateway it can't be retrieved by UPStart or any other tool so security

concerns should be minimal.

In support of this new feature, after firmware upgrade completes this popup appears:

The Inventors OF: 19201 Parthenia St. Suite J

wm PR’ Northridge, CA 91324
—= / U B P:818.701.9831 F: 818.701.1506

—/‘ e g — . .
IPowerline]ControlSystems;) UNIVERSAL POWERLINE BUS pcssales@pcslighting.com

www.pcslighting.com




PULSE

J

UPStart i |

App Note 109

h Mo reset password
This gateway doesn't contain a reset password — a feature of the new firmware. Using the
reset password you can clear the user table using UPStart if you lose the user names or
passwords you created. Each Gateway has a different password so this doesn't
compromise security. With or without the reset password you can always use the method

described in the User Guide to manually clear the password table.

Create a reset password?

[ Yes, Go ahead ] | No. Don'tdo it

It is suggested that you press "Yes" to go ahead and create a reset password. If you do, this popup displays
with the generated reset password.

[ Upstart oS |

[0| It may be helpful to know...

The reset passwaord for this Gateway is VEBVGW. Write it down and save it where it will
not be lost! A good idea is to tape a piece of paper to the Gateway and write the

password on that.

- lunderstand

The reset password generated is always six characters in length and all in upper case. As the popup says, you
MUST make note of the password. Once you close this popup it can't be retrieved using UPStart or any other
tool.

When that’s completed then Firmware Update is also completed.
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Updating Gateway Firmware ...

;

R ONON ¥

Locating current firmware files
Preparing Gateway for update

Moving image.bin to Gateway

Waiting for image.bin install and restart

) @

Moving rom.bin to Gateway

) @

Waiting for rom.bin install and restart

Moving backup.bin to Gateway (skipped)

O €

Waiting for backup.bin install and restart (skipped)

T
|
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Reconnecting to the Gateway

Confirming updated version number

Firmware update is complete and verified Gateway reconnection with version 1.4. This might
be a good time to review the |atest Gateway User Guide for any functional changes resulting
from the update.

Using the Reset Password

Suppose you attempt to connect to the Gateway and get "Login failed.” When this happens a reset button
appears in the Interface Setup dialog.
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Interface Type: | Pulselwors Gateway '] £ Connect | [ Settings...

Metwork Connection

TCP Port: 2101
@ By IP Address 192 168 . 0 . 40 Find Pulsetw/ors Gateway ] [ Metwark Settings
(71 By Mame pcsﬁffice.dynalias.com

For example; myhome. mypim. homedns. org
User Mame: red Password: eees [¥] Mask the passworg Password Reset

Connect Log

Test Data
% Get firmware verzion

Get startup command mode

Get manufacturer

Get product

Get UPE Dptions

Get UPE Version

Get noize level

Gateway login failed. Check username and pazsword

After pressing "Password Reset" a popup requests for you to enter the reset password.

-

Gatway Password Reset @J

The reset operation dears all users and passwords from the Gateway using the reset password, The
reset password is unigue to each Gateway and is usually to be found on a sticker attached to the
Gateway.

If you proceed with this action then the Gateway will have no password protection and anyone

can connect. You should create new users and passwords as soon as this operation completes,

To continue, enter the reset password and dose this dialog with QK.

Reset password:  VEBVGW

ok { [ Cancel |

After it is entered, close the popup with OK. If the reset password is correct then a success message displays.
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|0| It may be helpful to know...

Password table reset. You should now be able to connect without any password.

Scenes Tools

@

X Firmware
Edit Program Keypad Update

nced:

When starting that tool, since there is now no password table, as expected this popup displays.

UPStart 3 |

4 '5 There may be a problem!

No user table found. Creating a new table

I understand

Close the popup and the user table editor opens.
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| Pulse\Worx Gateway User Table

User Name Password Modify Users Export Access Maodify Schedule
| vl 7] ™
[ [ [
[ [ [
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What do you do if you lose your usernames and password and the reset password? The only solution is to
perform a factory reset on the Gateway using the manual process described in the User Guide. Once done, the
next time you create users, UPStart prompts to create a new reset password.

The Inventors OF: 19201 Parthenia St. Suite J

[—' = ® Northridge, CA 91324

~— J UPB P: 818.701.9831 F: 818.701.1506
o -

IPowerline]Cantrol) Systems; UNIVERSAL POWERLINE BUS pcssales@pcslighting.com

www.pcslighting.com




