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INTRODUCTION 
 

This document was written for small and midsize businesses preparing to return 

from a work-from-home scenario to the office environment following a pandemic 

(or other similar forced closing of your primary location).  It is not intended to 

represent an all-inclusive set of “instructions”, but rather to help guide 

organizations through several key considerations.  
 

In the shadow of the COVID-19 pandemic, many American businesses are beginning to 

consider returning to work.  But many small and midsized business owners are concerned about 

employee safety if they do so.  While commerce waits for no one, pandemic fears loom large.   
 

As restrictions in place as part of a pandemic response are reviewed and loosened, a return to 

regular work will be imminent for most employers and their employees across the world.  It will 

be a welcome move for businesses that have struggled through the disruption of remote 

working, social isolation and travel embargoes.   
 

A reintroduction to office life could be dangerous, however, if mishandled.  So, for business 

owners and Executive Leadership, the challenge will be to mitigate risk as much as possible, with 

practices and policies that put employee safety first.  Businesses that fail to properly plan for this 

will risk a fitful, fragile and partial transition (as this Wall Street Journal article presents).   
 

Despite this warning, however, only 10% of executives surveyed recently have done 

“extensive” planning in response to the recent COVID-19 pandemic.  Executive Leadership and 

BODs planning to reintegrate back into their regular business premises need a plan that 

maintains safety and security, manages resources, ensures uninterrupted operations, and 

rebuilds morale.   
 

There are, however, common sense practices that we have applied to our personal lives during a 

pandemic that can easily translate to and office environment.  As we look for ways to utilize what 

we know about any pandemic, this whitepaper is intended to provide essential considerations 

to ensure a successful transition back to work. 

https://www.wsj.com/articles/the-coronavirus-economic-reopening-will-be-fragile-partial-and-slow-11586800447
https://instituteforpr.org/how-companies-are-engaging-employees-during-covid-19/
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STRATEGIC CONSIDERATIONS 
 

Manage Employee Numbers 
Large volumes of employees returning to a shared workplace represents a huge risk for the 

spreading and contracting of viruses. Managing the number of workers will be critical to 

protecting workplace health. The higher the number, the higher the risk. When it comes to a 

pandemic, it really is a numbers game. 
 

Plan a staggered reintroduction to the office. Establish a process such that a rotating group of 

employees work from the office every few days. Create these groups across functional lines, 

both to ensure coverage across roles and to support employee distancing. Resist the 

temptation to open the doors to everyone on the same day – the risk isn’t worth the grand 

gesture. 
 

Restricting employee numbers in this way will create a greater need for shift coverage. Beyond 

healthcare and similar essential services, this will also affect call centers, frontline retail, 

manufacturing and other industries. 

 

Maintain Remote Working 
Despite the availability of regular workplaces, it’s prudent for businesses to continue some form 

of remote working for several months (at least). The reasons for this are financial and practical. 
 

Rolling lockdowns and exits may continue for some time in regions where the threat of the 

pandemic remains high. Seesawing back and forth between central and remote working states 

is hugely disruptive but minimized by a workforce accustomed to and practicing it throughout. 

 
Many organizations will elect to keep staff working from home for economic reasons. Others 

may have a return to remote working forced upon them if a staff member suddenly contracts 

the virus. This reinforces the importance of an effective communications platform to connect 

with employees working from home. 
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Maintain Distancing  
While we’re all practicing distancing and trying to keep a 6-feet radius between ourselves and 

others when we purchase essential goods, the practice should be just as effective in the 

workplace. Some workplaces have the luxury of space, where business owners can modify 

workspaces to maintain distances of 6 feet. Although some moving may be required, along with 

the anticipated rewiring of workstations, the effort is worthwhile. 
 

For most others, small space and tightly knit groups are the norm. Many offices moved away from 

the “cubicle farm” layout to open concept workspaces. These areas may be particularly 

problematic to slow the spread of the pandemic. If you can’t get (or can’t afford to get) cubicles 

ordered, delivered, and installed ASAP, it may take some creativity to create safe distances. 
 

If employees work at a group station with connected tables, move around as many as possible to 

create spaces between. If the office setup was a grouping of small tables together to form a large 

work area in the center of the room, move the small tables to the walls. Employees could still be 

facing the center, with their back to the wall, but with more space in between. Avoid close back-

to-back or face-to-face configurations. 
 

A good idea may be to make a rough sketch of the room and desk dimensions and draw out your 

options before you start moving furniture and rerouting wires. Room design templates are 

available on the internet to help. 

 
Rebuild Workplace Morale 
The human component of returning to office life requires as much focus as the practical one. 

For staff who have been away from their workplaces for weeks or months, returning will feel 

unsettling. Much may have changed in the interim. Some of their old teammates may not be 

returning at all. 
 

Successful businesses thrive on motivated workforces, so it is important leaders invest efforts 

to rebuild workplace morale. Acknowledge any employee concerns and dispiritedness and treat 

announcements regarding the new operating environment with sensitivity. 
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There are many ways businesses can improve workplace culture, including promoting 

achievements, encouraging cross-functional collaboration and painting a positive vision of the 

future. When the time is right, and regulations permit, consider a fun team-building event to lift 

spirits and let off some steam. 

 

Maintain Regular Communication 
A pandemic situation will likely force most organizations to step up their communications. Many 

will have communicated with their staff more in the last couple of months than they traditionally 

do under normal conditions. The value of internal communications during this crisis has been 

recognized by C-suite leaders. 
 

Returning to usual workplaces isn’t the time to relax this. Progress that has been made on 

business initiatives while working remotely must continue seamlessly when back in the office. 

It’s easy for a change in environment to cause a disruption of focus but keeping lines of 

communication open helps overcome this. 
 

Maintaining a regular frequency of communications also provides reassurance to employees 

who will naturally have questions about the future of the business and their roles. Two-way 

communication channels, such as employee surveys, should be introduced to capture 

workplace sentiment around how staff are feeling and what they need. 

 

Embed Your Learnings 
The changes to work brought about by a pandemic have actually delivered some benefits to 

businesses. Many have uncovered stronger collaboration within and across teams, more 

productive working routines and a reinforcement of positive health practices. Smart businesses 

will now seek to embed the lessons learned into how they conduct business in future. 

 
Foster virtual collaboration in person by encouraging cross-functional committees and 

rearranging seating arrangements to enable this. Break down silos by regularly communicating 

the status of key projects for each functional area. Maintain healthy workplace hygiene by 

reminding sick staff to stay home – particularly important with the continued risk of pandemic 

infection. 

https://instituteforpr.org/how-companies-are-engaging-employees-during-covid-19/
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A survey conducted towards the end of March revealed that 41% of employees were afraid to 

go to work because of the risk of exposure. Don’t let inattention now compromise public health 

or the success of your reintroduction to office life. 

 
Review Infrastructure Needs 
For most businesses, the nature of how they work will take many months to return to what it 

was prior to the pandemic disruption – if it returns at all. That means there are now likely to be 

deficiencies in the infrastructure and support that employees need to perform their jobs. 
 

Effective platforms to enable employee communication, connectivity and collaboration are 

essential to sustain business success. Every department should review their operations and 

identify any areas of deficiency – especially in technology and communication infrastructure. 

Research, evaluation and implementation should be fast-tracked to avoid a crippling loss of 

productivity. 
 

Investment in these areas is being accelerated by IT teams worldwide to support the thousands 

of employees working from home. A survey of CIOs and senior tech executives revealed that 

it now makes up more than 30% of annual IT budget for a number of organizations. 

  

https://go.forrester.com/blogs/how-employees-feel-about-coronavirus-now-a-pandemicex-survey-update/
https://www.reuters.com/article/us-heatlh-coronavirus-technology/coronavirus-may-cut-global-corporate-tech-spending-4-1-in-2020-survey-idUSKBN21I38C
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PHYSICAL CONSIDERATIONS 
 

Rethink Physical Setup 
Reopening of workplaces won’t entirely remove all restrictions imposed during the pandemic. 

Businesses will still need to observe regulations governing social distancing, employee 

gatherings and hygiene practices. It’s likely that pre-virus working environments are unsuited 

to these new restrictions. 
 

Businesses will need to be proactive in reconfiguring their office spaces. The requirement for 

6 feet between employees impacts on individual seating arrangements and shared spaces like 

cafeterias. Real estate firm Cushman & Wakefield is one company taking a lead with this, 

testing a new “Six-Feet Office” with transparent shields dividing desks and floor markers 

directing foot traffic. 
 

Some considerations for rethinking physical setup have been summarized by Forrester 

research in the graphic below: 
 

 

https://go.forrester.com/blogs/entering-the-new-normal-how-to-safely-bring-your-workforce-back/
https://go.forrester.com/blogs/entering-the-new-normal-how-to-safely-bring-your-workforce-back/
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Create Barriers Where Possible 
If you can’t move furniture to separate employees, barriers between desks may be a solution. 

Large pieces of cardboard or wood placed between gaps could create a cubicle-like separation. 

Remember when you were a kid and hung a sheet between yourself and your sibling to get some 

privacy in your room? 
 

That skill set might come in handy to create a pandemic barrier between yourself and your 

colleagues. You’ll need a clothesline and clean sheets, but you could create a workplace fort that’s 

fun and protective. 

 

Keep Your Workplace Clean 
Keeping surfaces clean will be critically important to mitigate risk. Hand and surface disinfecting 

wipes and cleaning products may be difficult to find, but there are DIY solutions you can make 

and use. The CDC has a list of alternate disinfecting products to make your own wipes and sprays. 
 

Topping the list for germ-killing effectiveness is bleach. A mere 5 tablespoons of pure bleach per 

gallon of water is sufficient to create a disinfecting solution for surfaces and hands. Don’t use more 

than recommended since it can be hard on the skin. Dip a paper towel or napkin in and wipe down 

surfaces or hands carefully. Allow them to air dry for at least 1 minute. 
 

Hydrogen peroxide is another germ killer. In fact, the EPA puts it on the top of their list of 

disinfectants, and it goes a long way. Only 3% hydrogen peroxide mixed with 97% water is enough 

to disinfect, but there’s a catch. Wipe down surfaces but wait at least 6 to 8 minutes to let it do its 

germ-killing job. 

 
Air It Out 
The CDC recommends opening windows or adjusting air conditioners to increase air circulation 

and flow. With spring finally arriving in most parts of the country, open the windows if your 

workspace allows. If not, keep fans running as much as possible. You can even encourage 

employees to keep small personal fans at their workspace, to  keep the air moving, and hopefully 

the germs, away from themselves. 

https://www.epa.gov/pesticide-registration/list-n-disinfectants-use-against-sars-cov-2
https://www.cdc.gov/coronavirus/2019-ncov/downloads/workplace-school-and-home-guidance.pdf
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Wear Face Masks 
In many states, Americans are being asked to wear masks in public places to keep the 

transmission of respiratory droplets from spreading. Office policies should mirror those 

laws/policies applicable to the state in which you operate.  Some states identify that while 

employees are in their office or cubicle, masks can be off, but ask that they wear them whenever 

they venture outside their workspace to keep others safe ... check your specific applicable local 

laws/policies. 

 
Minimize Contact 
Encourage employees to email, text, or call — rather than meet face-to-face — with coworkers.  

And remember, don’t shake hands. During the recent COVID-19 pandemic, Dr. Anthony Fauci 

said, “I don’t think we should ever shake hands again.  Not only would it be good to prevent 

coronavirus disease, it probably would decrease instances of influenza dramatically in this 

country.” 
 

The more we minimize contact, the more we minimize spread. Eating meals at desks, rather than 

lunch or break rooms, should be highly encouraged. Some companies are even closing down 

these common areas to keep employees from congregating. If that’s not possible, remove some 

tables and chairs and space them further apart for employees to eat/rest while keeping a safe 

distance. 

 
One Instance Where It’s OK To Be Stingy 
The office refrigerator thief may finally be foiled! Ask employees to bring food, beverages, and 

that all-important coffee from home, rather than using the lunch room resources, if possible. That 

could even include silverware and napkins if you don’t have sanitary, single-serve receptacles for 

these products. But don’t stop there. Discourage sharing of equipment and supplies, especially 

headsets that have been near the face, as much as possible. 
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Restroom Updates 
The recent pandemic has made toilet paper worth its weight in gold. The bread lines of the past 

have become the TP lines of today. While conservation is key, most alternates are not 

recommended. Napkins, tissues, and paper towels are not flushable and will wreak havoc on 

plumbing systems if used as a substitute. Post notes in restrooms to remind staffers these options 

may do more harm than good. 
 

Employers may consider keeping a supply of inexpensive, sandwich-sized plastic sealable bags 

in ladies restroom areas to dispose of non-flushable personal hygiene products rather than using 

toilet paper. A note in the restroom could suggest this alternate use. Remind employees to use 

all restroom products sparingly to make sure there’s enough for everyone. 

 

Hand Washing 
Employee hand washing has always been a priority, but in today’s environment it’s more critical 

than ever. The CDC has guidelines on how clean hands stop the spread of a pandemic. 

Employers should consider posting the following prominently in all restrooms: 
 

 
FOLLOW THESE 5 STEPS EVERY TIME: 
1. Wet your hands with clean, running water (warm or cold), turn off the tap. 
2. Apply soap and lather your hands by rubbing them together with the 

soap. Lather the backs of your hands, between your fingers, and under 
your nails. 

3. Scrub your hands for at least 20 seconds. Need a timer? Hum the “Happy 
Birthday” song from beginning to end twice. 

4. Rinse your hands well under clean, running water. 
5. Dry your hands using a clean towel or air dry them. 

 
 
  

https://www.cdc.gov/handwashing/when-how-handwashing.html
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Pandemic Germs On Surfaces 
Even in optimal temperatures/humidity conditions, pandemic germs can be a vigorous enemy.  

Tell employees to wipe down surfaces before contact ... even their own desks, keyboards, and 

telephone handsets.   
 

For instance, a study published in The Lancet Microbe tested how long COVID-19 can last on 

common surfaces. In a 71° room with 65% humidity (much higher than most workplaces), the 

virus disappeared from printer and tissue paper in only 3 hours. It took 2 days to vanish from wood 

and cloth and an unfortunate 7 days for plastic and stainless steel. Even in optimal 

temperature/humidity conditions, COVID-19 is a vigorous enemy. Tell employees to wipe down 

surfaces before contact, even their own desks and keyboards. 

 

Employees Must Take Responsibility As Well 
Remind employees to stay home when they’re sick. Also let them know if they become sick at 

work they should notify their manager immediately and go home. Wiping down surfaces before 

use and minimizing contact as much as possible should be top of mind until this virus is under 

control. Ask employees for suggestions they may have to minimize risk and slow the spread. The 

more we help each other, the sooner we may be able to get back to normal. 

 
  

https://www.thelancet.com/journals/lanmic/article/PIIS2666-5247(20)30003-3/fulltext
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CYBER & INFORMATION SECURITY CONSIDERATIONS 
 

Just as the shift to working from home required organizations to adapt and act differently, so 

will the return to the office. Below are recommendations to offset a number of security 

implications that arise from returning your workforce from home and back to the office. 
 

Making Sure Returning Devices Are Safe To Use 
When returning to the office, employees will haul back all the IT equipment they have used at 

home. Some of this is trivial office equipment like screens, docking stations and cables, but 

computing devices can be a security blind-spot. 

 
Rogue Devices 
While unknown connected devices pose a security risk at all times, the return to the 

office represents an even bigger risk. People could have used all sorts of devices during 

their time at home, for leisure and convenience. While there, such devices may not pose 

a serious security risk, but if they are introduced to the corporate network, they could 

become one. 
 

Recommendation:  

• Run a scan on your network to identify new, unknown devices. 

 
Home Laptops 
Some employees working from home may have had to use their own laptops, either 

because in the rush to vacate offices the IT department might not have had sufficient 

inventory or just through personal preference. In such cases, they are likely to bring 

these laptops with them when they return to the office, plug them into the corporate 

network and continue to work as they had been doing at home. These devices could 

potentially be infected with malware if they have not been running updated, corporate-

grade EDR solutions. 
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Recommendation:  

• Forbid work on personal laptops in the corporate environment whenever 

possible. Employees should transfer their work to their company-issued 

laptop and take their personal laptop back home. 

 
USBs and NAS 
Another practice employee’s may have adopted while working from home is the use of 

USB thumb drives and network storage devices. Personal storage devices should be 

prohibited in the corporate environment and not allowed to connect to company 

computers and networks. 
 

Recommendation: 

• Enforce device control to block unauthorized USB and other peripheral 

devices. 

 
Inventory 
As many employees took equipment home, it is necessary to register and keep an up-

to-date inventory of this equipment and its whereabouts. In the first instance, this makes 

sense to avoid wasting resources: ensure employees return cables and screens that 

they have borrowed from the workplace. It is possible that some staff took an extra 

laptop home and that the device is now stranded somewhere, perhaps even connected 

to the home network and exposed to the world. 
 

Recommendation: 

• Keep an up-to-date inventory. It will also help in the event employees have 

to move back to working from home in the future. 
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Keeping Insecure Software Off Your Network 
Even if the devices used at home were company-issued, they can still be a threat if they are 

not installed with updated software and security systems. 

 
Updated OS and Software 
Unpatched and outdated Operating Systems can facilitate data breaches. Some 

employees may have ignored the update prompt or rescheduled these indefinitely. In 

addition, some computers and servers left on-premise may have been shut down 

throughout this period. After restarting these, it is important to install all available 

software patches and updates. 
 

Recommendation: 

• Make sure that all software is patched on all devices returning to the office 

as soon as practically possible. 

 
Updated and Active EDR 
An updated EDR solution was vital to securing the laptop at home, and it is of course 

crucial in securing all devices in the work environment. It’s not unheard of for some 

employees to disable security software in order to perform certain actions on their 

devices. 
 

Recommendation: 

• Ensure that all your endpoints have an active and up to date EDR Solution. 

 
Unregistered Software 
It is possible that some employees have installed software for their own use, perhaps 

because they were unable to use company resources or simply because it was more 

convenient than asking for the approval of the IT department. 
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Recommendation:  

• Make sure your EDR solution can inventory software and can report on 

application risk levels. 

 
Software License Inventory 
Working from home may have required certain software licenses that are no longer 

needed when working at the office. For instance, many organizations we licensed Zoom 

Pro for all employees as part of the great transition to remote work. For any software 

that employees no longer need access to, it’s sensible to cancel these licenses to reduce 

costs. The same logic applies to cloud resource usage, which may have skyrocketed 

while people were working from home, but which now may no longer be necessary. 
 

Recommendation: 

• Revoke unnecessary software licenses and transition staff back to using 

resources provided on-site. 

 

Preparing Processes And Procedures 
In addition to inspecting devices and ensuring proper software is installed, certain processes 

and procedures must be implemented in order to facilitate security. 

 

Password Reset 
It is possible that employees have shared their laptops and credentials with their family 

or friends. They may have re-used passwords on new services or devices at home or 

lapsed into other insecure habits. It is advisable to reset credentials and ensure 2FA/ 

MFA for all company devices and software. 
 

Recommendation: 

• Ensure employees are aware of your password policy and enforce 

compliance. 
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New Employees 
Some companies may have recruited new employees during the PANDEMIC outbreak 

and have onboarded them remotely. Moving into the office will be a new experience for 

these new hires and they may need an early refresher on training that was not applicable 

while they were working from home. 

Recommendation: 

• Ensure new hires are up to speed on additional company security policies

that are pertinent to working in the office.

Maintain Readiness for WFH 
At some point in the future, it could be necessary to transition to work from home again, 

and there’s always the real possibility in the near-to-mid-term future that individual 

employees could contract the virus and need to self-isolate again.  Therefore, it is 

prudent to use the lessons learned from the mass transition to work from home in early 

2020 and be better prepared to do it again, whether on a small scale or throughout the 

company. This includes having an up-to-date inventory of all IT equipment, having all 

company laptops installed with a modern EDR and ensuring that employees have 

access to company assets via VPN protected by 2fA. 

Recommendation: 

• Formalize the lessons learned from this unprecedented crisis so that 

they can be used to help your business manage future crises with less 

pain.
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CONCLUSION 
 

Returning to the office environment might come sooner or later but it will surely come.  In order 

to reduce the risk and facilitate a quick return to normal operations, Organizations must not 

only ensure a safe and effective environment for employees to return to, but should consider 

the possibility that employees may bring threats with them when they shift back to the office 

desk. 
 

Unlike the rushed, unexpected manner in which many organizations sent their employees 

home with little opportunity for planning or preparation, the return to the office is something that 

can be planned for in a more organized and orderly fashion.  Prepare now to ensure the 

necessary processes and tools are in place before this happens ... and that is exactly where 
CISO ToGo, LLC can help!   
 

If you’d like to discuss exactly how, get in touch or visit us at: 
 

http://www.ciso-togo.com/ 
 

 

Email:  WRichmond@CISO-ToGo.com  
 

         Phone:  401-264-0880 

 

 




