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Introduction 

The Lilitab Unlock app works with Lilitab SmartDOCK intelligent mounts.  The app provides a simple 

push-button interface to unlock a SmartDOCK.  Once unlocked, the head unit can be undocked from the 

SmartDOCK and used in handheld fashion.  When the head unit is replaced, the SmartDOCK locks 

automatically and begins charging the tablet. 

Lilitab Unlock offers a secure browser to deliver customer content.  The secure browser limits browsing 

to an approved domain list and includes an inactivity timeout so that it will reset to a specified home 

page when left unattended. 

Lilitab Unlock also supports diagnostic and maintenance features for the SmartDOCK, including app info, 

app settings, dock status and dock firmware updating. 

Launching the App 

Step 1:  Configure the App 

Before launching the app, go to Settings and configure the app.  Specify a home page for the 

browser.  If you wish to use it as a secure browser, make sure “Limit Browser to Domain 

List” is enabled, and a list of approved domains is specified.  For additional settings 

information, see Appendix A. 

 
 

Step 2:  Launch the App 

Find the Lilitab Unlock icon on the home screen and launch the app.  You do not need to 

dock the tablet in the mount to launch the app. 

If you haven’t already, set the tablet on the dock; the dock will lock automatically.  To 

release the tablet, press the button marked “Press to Unlock”. 

For troubleshooting, see Appendix B and Appendix C. 
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Main Screen 

In the Main Screen of the app, Lilitab Unlock provides a full-width browser window with browsing and 

unlock controls in the header bar.  The Home Button returns the user to the URL specified in Settings 

under “Browser Home Page”.  The browser can be limited to a specified list of domains using additional 

settings (See Appendix A).  The Menu Button, which is hidden by default, provides access to information 

and other tools.  See page 4 for menu item descriptions.  Finally, the button in the upper right corner 

operates the SmartDOCK, with the icon next to it providing dock status. 

 

 

 

The Lock Icon gives feedback about the state of the SmartDOCK as follows: 

 

SmartDOCK locked and operating 
normally.  Ready to unlock.  

SmartDOCK is locked and in error 
condition.  Push button to see error.1 

 

SmartDOCK unlocked.  OK to remove 
head unit or head unit removed.  

SmartDOCK is unlocked and in error 
condition.  Button describes error.1 

1 See Appendix C for button messages and troubleshooting tips. 

 

Home Button (home page set in Settings) 

Menu Button (enabled in Settings) 

Lock Icon 

Unlock Button Browser Window 
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Menu Options 

When enabled in settings, the Menu Button appears to the right 

of the Home Button. 

The menu contains the following options: 

About This App 

This brings up an in-app screen which shows general 

information about the app, its features, and its version number. 

App Settings 

This button provides a shortcut to the Settings page for the app.  

App Settings can also be accessed directly through Settings 

controls.  See Appendix A for information about App Settings. 

Dock Status  

Pressing the “Dock Status” menu button brings up a 

screen (shown at right) which displays status 

information for the attached dock.  Pressing the “Copy” 

button will copy the status information to the clipboard.  

This button is only available when docked and locked to 

a SmartDOCK. 

Support 

The Support button opens the Lilitab Unlock support 

page in the browser window. 

Update Firmware 

The Update Firmware button allows for update of 

SmartDOCK firmware.  After selecting this option, the 

user is prompted to select the firmware version and 

then confirm that the firmware should be downloaded 

into the SmartDOCK.  This button is only available when 

docked and locked to a SmartDOCK. 
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Appendix A:  App Settings 

App settings can be accessed via the System Settings interface on the tablet.  To access 

Settings, tap on the Settings icon on the Home Page, then scroll down in the left hand 

column until you see the Lilitab Unlock icon.  Tap the icon to access the settings for the app.  

 

Setting Purpose 
Recommended 

Setting 

Browser Home Page 

This is the home page URL for the browser view.  
Note that because there is no manual URL entry in 
the browser, users can only navigate to pages linked 
to from the home page. 

Home Page URL 

Limit Browser to Domain List 
If set to “ON”, this setting limits navigation to the 
specified list of domain names.  Pages/content from 
outside domains will be blocked and not loaded. 

ON 

Domain List 

This setting contains a comma-delimited list of 
domains to which navigation is limited if “Limit 
Browser to Domain List” setting is enabled.  The 
domain of the home URL is implicitly and 
automatically included in the approved domain list. 

Domain List 

Blocked Domains 
This setting is output by the app and contains the list 
of domains which have been blocked by the secure 
browser settings. 

Populated 
by app 

Home Page Timeout 

Duration (in minutes) before browser will reset to 
Home Page.  This setting facilitates unattended use, 
allowing each new customer to be greeted with the 
specified home page.  To disable the timeout, this 
value should be set to zero. 

10 

Show Menu Button 

This setting shows the menu button.  The menu 
button contains possibly sensitive choices (such as 
firmware update) so this setting defaults to “OFF”.  It 
is recommended that setting not be enabled when 
the tablet will be accessed by the general public. 

OFF 

Background Color 
This setting allows the app to be configured with a 
custom background color, specified in hex RGB 
format. 

Defaults to 
A0A0A0 

(medium gray) 

Firmware Override 
This setting can be used to specify a specific 
firmware image when updating firmware.  This 
option should only be used under advice of Lilitab. 

Blank 
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Appendix B:  SmartDOCK Troubleshooting 

Using the Key to Operate the Lock 

All Lilitab SmartDOCKs come equipped with a key lock for 

manual locking and unlocking of the dock. 

This feature is essential to a robust deployment as it allows 

Lilitab SmartDOCKs to still be used in case of power loss and 

as a fallback to recover from any operational problems. 

To Manually Unlock the Dock, insert the key and rotate it 

counter-clockwise to the “Unlock” symbol (      ).  After going all 

the way to the left, return the key to the center position.  Then 

remove the key and remove the head unit. 

To Manually Lock the Dock, insert the key and rotate it clockwise to the “Lock” symbol (     ).  After going 

all the way to the right, return the key to the center position, then remove the key.  The head unit will 

be locked to the dock. 

For normal operation, always remove the key in the center position. 

To disable power lock/unlock, allowing only manual unlock with the key, turn the key to the “Lock” 

position and remove the key.  To return the SmartDOCK to normal operation, reinsert the key and turn 

to the center “Power Lock/Unlock” position. 

 

  Power Lock/Unlock Position 

Set to this position for normal 

(powered) operation. 

Manual Lock Position 

Rotate key to this position to 

lock head, then return key to 

center position.  Remove key in 

this position only if intending to 

disable power lock/unlock. 

Manual Unlock Position 

Rotate key to this position 

to unlock head, then return 

key to center position.  Key 

cannot be removed in this 

position. 
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If the SmartDOCK won’t lock or unlock 

• First check to make sure the USB cable is plugged into the power supply, the power supply is 

plugged into the wall, and the wall outlet has power.  The SmartDOCK motor will not operate if 

the SmartDOCK is not plugged in. 

• Be sure the key lock is in the center position.  If the key lock is set to “locked”, the dock has 

been purposely locked shut and the motor will not unlock it (see page 6). 

• In the event of power loss or a jam, the key may be used to lock or unlock the SmartDOCK. 

To reset the SmartDOCK – Warm Reset  

• If communication between the tablet and SmartDOCK is 

lost, or if the SmartDOCK behaves strangely, it may be 

recovered by resetting the SmartDOCK. 

• A Warm Reset can be performed with or without the head 

being docked. 

• To reset the SmartDOCK, push a paperclip into the pinhole 

in the back of the SmartDOCK.  You will feel the paperclip 

pass through the hole and push the Reset Button. 

• Hold the reset button down for 3 seconds, until you hear a series of tones.  When you hear the 

tones, release the button. 

• Wait approximately 10 seconds for the SmartDOCK to reset.  If the head unit is mounted to the 

SmartDOCK, a tone will sound indicating that reset is complete.  If the head unit is not mounted 

to the SmartDOCK, the SmartDOCK will go through an initialization cycle. 

• If the head unit is mounted, the “Unlock” button should now release the head unit.  If the head 

unit is not mounted, the dock should now lock normally when the head unit is docked. 

To reset the SmartDOCK – Cold Reset 

• To perform a cold reset, first remove the head unit with the key.  Insert the key and rotate 

counterclockwise 90 degrees.  Return the key to the center position before removing the key.  

Remove the head unit. 

• With the head removed, unplug the SmartDOCK USB connector from the power supply. 

• Wait at least 10 seconds.  Plug the USB connector back into the power supply.  Wait until the 

SmartDOCK resets. 

• Replace the head unit onto the SmartDOCK.  The SmartDOCK should lock normally. 
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Appendix C:  Button Messages 

Button Message Description 

 

This button shows when the dock is locked.  If the accompanying “Lock” icon is 

green, the dock is operating normally.  Pressing this button will unlock the dock.  If 

the accompanying “Lock” icon is red, there is an error condition.  Pressing the button 

may resolve the error (if a stall) or provide more info. 

 
This button shows when the dock is unlocked and operating normally. 

 

This message is a normal message that shows when a dock is updating firmware 

and/or rebooting. 

 

This message shows if there is an unexpected loss of communication with the 

SmartDOCK.  The most likely cause of this is that the lightning connector has become 

disconnected from the tablet.  To remedy, use the key to remove the head unit.  

Open the head unit and verify that the lightning connector is fully and properly 

inserted.  May also occur if there is a hardware/software failure of the dock while the 

tablet is docked.  To remedy, press and hold the reset button on the back of the 

SmartDOCK (see Appendix B). 

 

This message shows if the dock is unlocked and unplugged.  The SmartDOCK must 

receive wall power to lock.  To remedy, plug the USB cable that extends from the 

SmartDOCK into a 5V/12W power supply. 

 

This message shows if the dock is locked and unplugged.  The SmartDOCK must 

receive wall power to unlock.  To remedy, plug the USB cable that extends from the 

SmartDOCK into a 5V/12W power supply. 

 

This message shows if the dock motor stalls when the dock is attempting to lock.  The 

most likely cause of this is that there is a foreign object in the dock that is preventing 

the head unit from seating properly so that the dock can lock.  To remedy, lift the 

head unit, verify that the dock is not blocked, then re-seat the head unit. 

 

This message shows if the dock motor stalls when the dock is attempting to unlock.  

The most likely cause is that the key lock has been left in the “locked” position.  To 

remedy, use the key and turn the lock to the center “power lock/unlock” position.  

Then press the button to try again.  There may also be foreign object in the dock that 

is binding the dock.  To remedy, unlock the head unit with the key, remove the head, 

and remove any foreign object from the dock interface. 

 


