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Introduction 

Welcome to Lilitab Kiosk Management System, or Lilitab KMS.  Lilitab KMS is a cloud-based, 

enterprise-class kiosk management system, which provides both local and corporate managers with visibility 

throughout their kiosk deployment. 

Lilitab KMS: 

 Administers system resources, user accounts, and provides diagnostic data about the health and 

performance of the kiosk infrastructure.   

 Manages and administers SmartDOCK deployments in multiple-user environments, providing a chain of 

custody for mobile assets. 

 Collects statistical metrics generated by the deployer’s business application, integrates them with the 

kiosk deployment structure, and reports performance by group, region, and category. 

 Provides enterprise-wide administration and visibility through a cloud-based portal, accessible by internet 

browser from anywhere. 

System Overview 

A Lilitab KMS system collects multiple tablets, docks, and users into groups.  Multiple groups, in turn, are 

organized in an enterprise. 

 

 

 

 

 

 

 

Within each group, all elements interoperate freely – any user can use any tablet with any dock.  A group might 

correspond to a single business location or perhaps a department at a location.  Each group is independently 

configurable, and can be locally administrated. 

All groups also report to an enterprise.  Corporate administrators with enterprise-level permissions have visibility 

of all group data, can organize groups by category and region, can set enterprise-wide policies, and can drill down 

into each group to interrogate and maintain all elements of the system.  

Users Tablets Docks 
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KMS Quick Start 

The next sections of this User Guide describe the process of setting up a 

kiosk network in Lilitab KMS.  This quick start provides an overview of the 

process and references those sections as appropriate. 

Step 1 – Connect to the Internet:  An Internet connection (whether WiFi or 

cellular) is necessary to download the app and to register system 

components.  The app will function in “offline mode” without internet 

connection, but requires a connection for initial setup. 

Step 2 – Prepare Head Unit:  Before closing the head unit, plug the 

lightning connector with orange overmold into the tablet.  If the overmold 

is not orange, the cable might be the wrong kind.  The cable with orange 

overmold is needed to operate a SmartDOCK. 

Step 3 – Download the app:  Search for “Lilitab KMS” and download the 

app on the tablet that you intend to register to the system.  Each tablet in 

the system will need a copy of the app on it. 

Step 4 – Launch the app:  Once downloaded, find the Lilitab 

KMS Icon on the home screen and launch the app.  You do 

not need to dock the tablet in the mount to launch the app. 

Step 5 – Register the tablet:  If this is the first time the app has been 

launched, you will be directed to the Registration Wizard to register the 

tablet.  This wizard will also facilitate creation of a new enterprise and/or 

group for the tablet if needed.  For step-by-step instructions in using the 

Registration Wizard, turn to page 7. 

Step 6 – Register the dock:  If you haven’t already, you may set the head 

on the SmartDOCK.  The dock will automatically lock itself and, if the dock 

is new to the group, you will be asked to register the dock.  For step-by-

step instructions in using the Dock Wizard, see page 11. 

Step 7 – Receive temporary PIN:  If this is the first tablet in a group, the 

system will send the registered owner a text or email with a temporary 

PIN.  This PIN will be used to facilitate creation of a personal unlock PIN.  

To set up your PIN, press the “Press to Unlock” button in the upper right 

corner to bring up the PIN Pad. 

Step 5 – Create unlock PIN:  To set up your unlock PIN, first enter your 

3-digit UserID using the keypad or by showing your badge to the camera.  If 

requested, enter the 4-digit temporary PIN.  Finally, provide and confirm a 

personal PIN that you will use going forward.  With success, the 

SmartDOCK will unlock and the green “Unlocked” icon and message will 

appear.  The head unit may now be removed from the SmartDOCK.  For 

more details on how to unlock the head unit, either using a Pin Pad or a QR 

Code, please see page 12.  

Step 1: 

Step 2: 

Step 3: 

Step 4: 

Step 5: 
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Accessing the Admin Portal 

Lilitab KMS provides a comprehensive admin portal for monitoring and 

administering your kiosk network.  The portal can be accessed from a 

registered tablet or from any internet browser. 

From the app 

Step 1:  Press the bottom-left and bottom-right corners of the home 

screen simultaneously.  This will take you to the portal login screen. 

Step 2:  Log in to the portal by providing your admin Username and 

Password. 

Step 3:  Upon successful login, you will arrive in the dashboard for the 

group to which the tablet is registered.  If you have enterprise admin 

credentials, you may exit the group and access the enterprise 

dashboard. 

From a browser 

Step 1:  Open any browser and go to “https://kms.lilitab.com”. 

Step 2:  At the login screen, enter the Enterprise ID, along with . your 

admin Username and Password. 

Step 3:  Upon successful login, you will enter the portal.  If you have 

enterprise credentials, you will start at the enterprise dashboard.  If 

you have group credentials, you will start in your group. 

  

App Step 1: 

App Step 2: 

App Step 3: 

Browser Step 2: Browser Step 3: Browser Step 1: 
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System Setup 

The first step in setting up a Lilitab KMS deployment is to register each tablet into the group in which it will be 

used.  This is done using the registration wizard.  The registration wizard also facilitates creation of new enterprises 

and groups, if none exist or new ones are desired. 

Using the registration wizard, each device is given coordinates that locate it in a Lilitab KMS network.  These 

coordinates identify the enterprise, group within that enterprise, and specific TabletID for each device.  

Registration Wizard 

When the Lilitab KMS app launches for the first time after being installed, it will open into a registration wizard.  

The registration wizard guides and assists the user in registering the tablet.  The registration wizard facilitates any 

of the new-tablet configuration scenarios:  

• Setting up a new enterprise 

• Creating a new group within an enterprise 

• Adding a tablet to an existing group 

• Renaming a tablet 

• Moving a tablet from one group to another 

 

When the registration wizard opens, it prompts the 

user to enter the three tablet coordinates:  

 Enterprise ID:  The name of the parent enterprise 

 Group ID:  The name of the specific group within 

that enterprise in which the tablet will be used 

 Tablet ID:  The name given to the tablet itself 

See “System Overview” (page 4) for a diagram of the 

hierarchical relationship between Enterprise, Group, 

and Tablet. 

If you are setting up a tablet for the first time, you may want to contact your system administrator, who will 

provide you with the appropriate Enterprise ID and Group ID. 
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Creating a New Enterprise 

If this is the very first tablet in your company to use Lilitab KMS, you will 

need to create a new Enterprise ID for your company.  

Generally, the person to create a new Enterprise ID will be a corporate 

system administrator, as they will become the Agent (primary contact) for 

the corporate enterprise account. 

Of course it’s fine for anyone to create a new enterprise account, even just 

to experiment.  Administrative responsibilities for the enterprise can be 

transferred to another person at a later time. 

To create a new Enterprise: 

Step 1:  To begin, enter an Enterprise ID, Group ID, and Tablet ID on the 

first screen of the registration wizard. If the Enterprise ID provided is 

unique, the wizard will confirm that your intent is to create a new 

enterprise and group. 

Step 2:  After confirming, enter the contact info for the primary 

administrative contact for the enterprise account.  It is presumed that the 

initial agent is the person using the wizard.  Instructions to access the 

Enterprise Portal will be emailed to the agent so that they can administer 

the enterprise account.  Prior to that, a confirmation text message/email 

will be sent to confirm the email address or phone number.  To continue 

registration, select the method by which to send the confirmation code. 

Step 3:  You will receive a confirmation code by text message or email at 

the provided phone number or email address.  Enter this confirmation 

code into the next screen of the wizard (case sensitive). 

Step 4:  After confirming your contact information, next provide a 

username and password to access the admin portal and make/authorize 

changes to the enterprise. 

Step 5:   The agent will next be asked to select and then answer a set of 

security questions.  The security questions allow the agent a way to 

recover their password, if needed. 

Step 6:   To create the enterprise, group, and join the tablet to that group, 

the agent completes registration by entering the username and password 

provided earlier. 

Upon successful username and password entry (authentication) the agent 

will be logged into the enterprise admin portal to provide Enterprise Detail 

and Admin Detail, as well as Group Detail and Owner Detail for the group, 

the first in the new enterprise.  

Step 1: 

Step 2: 

Step 3: 

Step 4: 

Step 5: 

Step 6: 
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Creating a New Group 

In Lilitab KMS, the Group refers to a local network of kiosks, generally all 

existing in the same business location.   Each enterprise will usually have 

multiple groups, generally one at each location, and each group reports to 

the enterprise. 

Members of a Group (“Users”) may use their UserID and PIN to access any 

tablet in their Group.  Any transactions which occur within a group will be 

associated with that group when reported in the enterprise portal. 

Generally, a new Group can be created ad-hoc and on-site using the 

tablets in that group.  The primary group administrator is called the group 

“Owner”.  This person could be the store manager or local IT specialist. 

To create a new Group within an existing Enterprise: 

Step 1:  To begin, enter an Enterprise ID, Group ID, and Tablet ID on the 

first screen of the registration wizard. If the Enterprise ID provided 

matches an existing enterprise, and the Group ID provided is unique, the 

wizard will confirm your intent is to add a new group to that enterprise. 

Step 2:  After confirming, enter the contact info for the group owner.  The 

group owner will have portal access (for their group only) and access 

instructions will be sent to the email provided so that the owner can 

administer assets in that group.  Prior to that, a confirmation code will be 

sent to confirm the email address or phone number.  To continue 

registration, select the method by which to send the confirmation code. 

Step 3:  You will receive a confirmation code by text message or email at 

the provided phone number or email address.  Enter this confirmation 

code into the next screen of the wizard (case sensitive). 

Step 4:  After confirming your contact information, next provide a 

username and password to access the admin portal and make/authorize 

changes to the group. 

Step 5:   The group owner will next be asked to select and then answer a 

set of security questions.  The security questions allow the owner a way to 

recover their password, if needed. 

Step 6:   To create the group, join the group to the enterprise, and join the 

tablet to that group, the owner completes registration by entering the 

username and password provided earlier. 

Upon successful username and password entry (authentication) the tablet 

will be registered to the group and the owner will be logged into the group 

admin portal to provide Group Detail, and Owner Detail.  

Step 1: 

Step 2: 

Step 3: 

Step 4: 

Step 5: 

Step 6: 
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Adding a Tablet to a Group 

Once an enterprise and one or more groups have been created, the 

group owner can easily add more tablets to a group. 

To add a new Tablet to an Existing Group:  

Step 1:  On the first screen of the Registration Wizard, enter the  

Enterprise ID and Group ID of the existing group to which the tablet 

will be added, along with a Tablet ID to give the tablet. 

Step 2:  You will next be asked to confirm your intent to join the tablet 

to the specified group and enterprise. 

Step 3:  Finally, to authorize the addition of the new tablet to the 

group, the group owner (or any enterprise admin) must provide 

authorization credentials (valid username and password).  

 

If a tablet is being renamed, which is to say that the tablet is 

registered in KMS to a different group (and has not been deleted from 

that group) an admin or owner of the group to which it is registered 

will have to provide credentials to release the tablet from that group. 

If a tablet is being replaced, which is to say that a different tablet is 

registered in KMS under the same enterprise, group, and with the 

same Tablet ID, and the new tablet is intended to replace the existing 

tablet (because the existing tablet is lost or broken, for example) the 

wizard will prompt whether or not the new tablet is to take over the 

previous tablet’s historical data. 

  

Step 1: 

Step 2: 

Step 3: 
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Adding a Dock to a Group 

After registering tablets to a group in an enterprise, the next step is to 

register docks into that group. 

To register a dock in a group, simply dock a tablet from that group 

onto the dock.  If KMS is running (or is launched) you will then be 

taken to a wizard which will allow you to add the dock to the group. 

To add a Dock to a Group:  

Step 1:  When you dock a tablet onto a new dock, a wizard will appear.  

If the dock has never been registered, the wizard will start by asking 

for a Dock ID. 

Step 2:  Next, the group owner (or any enterprise admin) provides 

credentials to authorize the dock to join the group. 

That’s it!  The dock is now part of the group and can be unlocked by 

any user in the group using their UserID and PIN. 

 

If a tablet docks to a dock from a different group, the wizard will ask if the tablet is “just visiting” or if the intent is 

to change dock registration to the same group as the tablet.  If the dock registration is to be changed, an admin or 

owner of the group to which it is registered will have to provide credentials to release the dock from that group 

before it can be registered to the tablet’s group. 

If a dock is being replaced, which is to say that a new dock is to be registered in KMS under the same enterprise, 

group, and with the same Dock ID as existing dock (because the existing dock is broken, for example) the existing 

(broken) dock should first be made inactive (on the Dock Detail page).  Then, when registering a dock by docking a 

tablet from the same group to it, the new dock should be given the same Dock ID (name) as the broken dock.  This 

will result in the new dock assuming the previous dock’s historical data. 

Step 1: 

Step 2: 
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Dock Unlock with the PIN Pad 

Lilitab KMS uses a PIN Pad interface to unlock the Lilitab SmartDOCK.  First the user enters their 3-digit UserID on 

the PIN Pad then the user enters their 4-digit PIN using the keypad. 

  

Using a QR Code Badge to Unlock Dock 

A QR Code Badge can also be used to unlock a SmartDOCK.  How the badge works depends on the setting for 

“Include Unlock PIN in QR Code” (See Local Group Settings, page 16).  If “Include Unlock PIN” is selected, the user 

only needs to show their QR Code to the camera to unlock the SmartDOCK.  If “Include Unlock PIN” is not selected, 

the user will need to remember and enter their PIN on the keypad.  Whether or not badges are issued, users can 

always manually enter their UserID and PIN. 

 

Unlock Icon 
 
The unlock icon gives feedback about the state 
of the SmartDOCK as shown at right.  

SmartDOCK locked and operating normally.  
Ready to unlock. 

 

SmartDOCK unlocked.  Ready to remove head 
unit.  This icon will also show if head unit 
undocked. 

 

Power not available or SmartDOCK stalled.  Check 
power supply.  If stalled, try again or use key to 
unlock. 

 

Power not available or SmartDOCK stalled.  Check 
power supply.  If stalled, lift head and try again or 
use key to lock. 

  

Step 1:  Enter User ID 
 

 

Step 2:  Enter 4-Digit PIN 
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Local Group Admin 

The local group admin interface allows group owners and managers to administer the tablets, users, and docks 

which constitute the elements of the local group. 

Tablet Admin Screen 

The tablet screen lists the tablets in the group, 

their location, and the last user to access each 

tablet. 

The tablet list as well shows statistics gathered 

from each tablet.  These statistics are gathered 

by the Lilitab KMS SDK, and can include: 

 Visitors 

 Page Views 

 Transactions 

 Sales  

Other statistics can also be gathered, depending 

on configuration at the enterprise level. 

The tablet list is searchable and statistics can be 

filtered to show the most recent 24 hours, 

week, and month of data from each tablet. 

Tablet Detail Screen 

Tapping “Info” in the right column of the tablet 

list displays detail information for the subject 

tablet, including: 

 Hardware Attributes 

 Last User 

 Last Location 

 App Status 

 Dock Status 

 Charging Status 

 Tablet Event Log 
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User Admin Screen 

The Users tab on the Local Group Admin page 

provides access to tools for administering group 

user accounts. 

The user list shows top level data about each 

user in the group, including: 

 User ID 

 User Name 

 Permission Level 

 PIN Renew 

If the “Send Badge” link is tapped, that user will be 

sent a QR Code that they can use on the PIN Pad 

screen (see page 12).  Buttons in the footer can be 

used to show/hide inactive users, add new users, 

and modify group info.  See “Group Detail Screen” 

on page 16 for details about configuring group 

settings. 

Additional users can be added to a group by 

tapping “Add User” in the footer. 

User Detail Screen 

Selecting “Add User” or tapping “Info” in the 

right column of the user list displays detail 

information for the subject user, including: 

 User ID 

 User Name 

 User Role 

 User Phone 

 User Email 

 Permission Level 

If the user has Owner or Manager permissions, 

the Portal Access panel will show their portal 

username and allow password renewal. 

Using the controls on the detail page, group 

admins can modify user attributes, renew 

passwords, reissue PINs, and suspend or 

delete users. 

Group level permission privileges are shown 

in the table at right.

 User Manager Owner 

Unlock SmartDOCK X X X 

Access Group Portal  X X 

Create/Modify Users  X X 

Register/Release 
Tablets/Docks 

  X 

Create/Modify 
Managers 

  X 
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Docks Admin Screen  

The Docks tab on the Local Group Admin page 

provides access to tools for monitoring and 

maintaining the dock infrastructure relied on by 

a group. 

Note that only SmartDOCKS can register and 

appear in the Dock List. 

The dock list shows top level data about each 

dock in the group, including: 

 Dock ID 

 Tablet Presence (if any) 

 Last Action (last event on that dock) 

 Docked/Locked Status 

 Power/Charging Status 

 Stall Status  

Dock Detail Screen 

Tapping “INFO” in the right column of the dock 

list displays detail information for the subject 

dock, including: 

 Last User to unlock Dock 

 Last Tablet on Dock 

 Current State 

 Docked/Locked Status 

 Power/Charging Status 

 Dock Jam/Stall Status 

 Plain Language Status Summary 

For each dock attribute, both the current value and 

the duration since last change are shown.  The dock 

can be renamed by modifying the DockID. 
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Group Detail Screen  

Selecting “Edit Group Info” from the footer of the 

User Admin screen will take you to the Group Detail 

screen. 

Using this screen, the Responsible Owner can 

modify and update group-specific attributes and 

configuration options. 

Responsible Owner 

The responsible owner is the top-level system 

administrator at the group level.  Only the 

responsible owner may modify group configuration 

settings, and only the responsible owner can 

modify other owner accounts.  Each group has one 

responsible owner.  The responsible owner can 

designate another owner as responsible owner. 

Tablet Access 

Select “Include Unlock PIN in QR Code” to send a 

user’s PIN to them as part of their access badge.  If 

not checked, user will need to enter PIN manually. 

Select “Limit One Tablet per User” to require that 

user return tablet to a dock in the group before 

being able to unlock another tablet.  This limits risk 

by ensuring that each user is only able to check out 

one tablet at a time. Affects users only (not 

managers or owners.) 

Home Page 

The “Home Page” field specifies the default URL for 

tablets in the group.  This field is not editable if 

“Use Enterprise Default” is checked.  “Use 

Enterprise Default” cannot be unchecked unless 

“Allow Group Level Override” is permitted under 

enterprise browser configuration policies (see p. 

21). 

Other Options 

The Responsible Owner can also modify the 

GroupID, change the address, specify the 

background color, and select whether the menu 

button is available on the Lilitab KMS app home 

screen (hiding recommended for most public use, 

as menu includes firmware update). 

 

Geofence Configuration 

Geofence configuration controls are specific to 

each group and include the geofence radius, alarm 

sound, and notification options. 
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Reports 

 

The reports tab provides access to an event log.  For any specified date range, any or all of the following event 

types can be shown: 

 All Events 

 User Admin 

 Tablet Admin 

 Tablet Status 

 Geofence 

 Dock Admin 

 Dock Status 

 Group Admin 

The above event groups can further be filtered by tablet in the third column of the report.  In conjunction with 

Event Type and Tablet, the search field may be used to further narrow the filter results. 

When the desired report is ready, the “Email Report” button can be used to send the report to the active 

administrator. 
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Enterprise Portal 

The enterprise portal is a cloud-based resource designed to provide corporate managers and regional directors 

visibility throughout their kiosk deployment.  The portal provides diagnostic data about the health and 

performance of the kiosk infrastructure as well as reporting statistical metrics generated by the business 

application. 

Portal Login Screen  

The portal can be accessed from a standard browser at: 

https://kms.lilitab.com 

When a new enterprise is created, the agent specified will receive an 

email containing login instructions and credentials.  From the portal, 

the enterprise agent can create additional enterprise-level admin 

accounts as needed. 

Enterprise Groups Screen  

The group admin screen lists the groups in the 

enterprise, along with rolled-up statistics for 

each group. 

The group list is searchable and can be filtered 

for duration, region, and category.  Region and 

Category attributes can be set on the Setup tab. 

For each group, the number of Users, Tablets, 

and Docks active in the group are listed.  As 

well, the group list shows statistical totals for 

each group meeting the active filter criterion. 

From the Group Admin screen, the enterprise 

admin can click on the Group ID in the first 

column to drill down into each group for direct 

access to front-line kiosk data. 

Tapping “Info” in the right column of the group list displays detail information for the group.  

https://kms.lilitab.com/
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Enterprise Admin Screen  

The Admins tab on the Enterprise Portal page 

provides access to tools for administering 

enterprise admin accounts.  

The admin list shows top level data about each 

enterprise admin, including: 

 Admin Name 

 Username 

 Role 

 Permission Level 

 Last portal access 

Buttons in the lower right corner can be used to 

add a new enterprise admin or show inactive 

admins. 

Additional enterprise admins can be added to an 

enterprise by tapping “Add User” in the footer. 

Enterprise Admin Detail 

Selecting “Add Enterprise Admin” or tapping 

“Info” in the right column of the admin list 

displays detail information for the subject 

enterprise admin, including: 

 Admin Username 

 Admin Name 

 Admin Title 

 Admin Email 

 Admin Phone 

 Admin Address 

 Permission Level 

 Default Filter Settings 

Each item above can be modified.  As well 
the password can be designated for renew 
(admin sent email or text message to reset 
their password), and the user account 
made inactive or deleted. 
 
Enterprise-level permission privileges are 
shown in the table at right. 

  Admin Deputy Agent 

 Access Portal X X X 

 View Group Detail X X X 

 Create/Modify Admins  X X 

 Setup Filters/Statistics  X X 

 Specify Filters/Statistics   X 

 Grant Agent/Deputy 
Permission 

  X 

 

  



 User Guide, v3.22 20 

Filter Setup Screen  

The Setup tab on the Enterprise Portal page 

provides access to tools for assigning region and 

category attributes to each group in an 

enterprise.  The Setup tab is only accessible to 

enterprise admins with “Agent” or “Deputy” 

permission. 

Using the pull-down menus on this tab, 

enterprise admins can assign region and 

category attributes to each group in an 

enterprise.  All enterprise-level users can then 

use these assigned attributes to filter the group 

list by using the Region and Category pulldowns 

in the Groups footer. This allows regional 

managers, for example, to view the aggregate 

performance metrics of just the groups in their 

region. 

Attribute Configuration 

Pressing the “Attribute Config” button in the 

footer of the “Setup” screen will take the 

enterprise admin to the Attribute config screen. 

On this screen, the admin can set up: 

 Metrics 

 Regions 

 Categories 

The “Metrics” list shows metrics that can be reported by tablets in the enterprise.  The gray metrics are default 

and cannot be deleted.  Metrics that start with “#” are a count of the posts of the metric by the same name (but 

without the “#”).  The order of the metrics can be changed with the “up” and “down” arrow buttons in the third 

column.  The top four metrics will appear on the Tablet List page (at the group level) and, aggregated, on the 

Group List page (at the enterprise level). 

More information about setting up and using metrics is available on page 25, “Metrics Administration”. 
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Enterprise Detail Screen  

Selecting “Enterprise Info” from the footer of the 

Setup screen will take you to the Enterprise Detail 

screen. 

Using this screen, the Responsible Agent can 

modify and update enterprise-specific attributes 

and configuration options. 

Responsible Agent 

The responsible agent is the top-level system 

administrator at the enterprise level.  Only the 

responsible agent may modify enterprise 

configuration settings, and only the responsible 

agent can modify other agent accounts.  Each 

enterprise has one responsible agent.  The 

responsible agent can designate another agent as 

responsible agent. 

Browser Configuration 

The “Default URL” field specifies the default home 

page for all tablets in the enterprise.  This home 

page will be the required home page for all tablets 

in the enterprise unless “Allow Group Level 

Override” is checked.  Whether or not “Allow Group 

Level Override” is checked, browsing on all tablets 

within the enterprise can be limited to a comma-

delimited list of approved domains and subdomains 

as specified in “Domain List”. 

See “Sandbox Browser Administration” on page 22 

for more information on setting up the home page 

and browsing restrictions for each tablet. 

Status Escalation Configuration 

The Status Escalation Configuration panel sets the 

intervals at which status indicators for geofence, 

network, charge status and dock status escalate. 

When a status alert first registers (at the group 

level) it turns from green to orange.  After one 

status interval, it will turn from orange to red at the 

group level and to orange at the enterprise level.  

And after a second status interval, the indicator will 

turn red at the enterprise level. 
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Advanced Administration Features 

Sandbox Browser Administration 

Overview 

Lilitab KMS offers several ways to manage what content is displayed in the browser window (Main Screen).  These 

controls allow specification of the home page at the enterprise, group, and individual tablet level.  As they are 

accessed from the admin portal, all settings may be configured remotely. 

Enterprise Browser Configuration 

The Browser Configuration panel, accessed on the 

Enterprise Detail screen, provides controls for setting 

enterprise-wide browsing policies.  The specified 

“Default URL” will appear as the default home page 

for all groups and tablets in the enterprise.  If “Allow 

Group Level Override” is checked, custom home page 

URLs can be set by enterprise or group admins at the 

group level.  If “Allow Group Level Override” is not 

checked, all tablets in the group must use the 

enterprise default URL as their default URL.  Whether or not “Allow Group Level Override” is checked, browsing on 

all tablets within the enterprise can be limited to a comma-delimited list of approved domains and subdomains as 

specified in “Domain List”. 

Group Level Home Page Controls  

At the group level, home page controls are found on 

the Group Detail and Tablet Detail page.  On the 

Group Detail page, the “Home Page” field specifies 

the default URL for tablets in the group.  This field is 

not editable if “Use Enterprise Default” is checked.  If “Use Enterprise Default” is checked, the Enterprise Default 

URL will self-populate in the Home Page field.  “Use Enterprise Default” cannot be unchecked unless “Allow Group 

Level Override” is permitted under enterprise browser configuration policies.  If “Use Enterprise Default” is 

unchecked, the URL specified in the Home Page field on the Group Detail page will be the default URL for all 

tablets in the group. 

On the Tablet Detail page, the “Home Page” field is found 

in the Tablet Info panel.  If the “Use Group Default” box is 

checked, the tablet Home Page will default to the group 

home page (which in turn may default to the enterprise home page).  If the “Use Group Default” box is unchecked 

(which requires that “Allow Group Level Override” be checked at the enterprise level) a tablet-specific home page 

may be set in the Home Page field. 
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Geofence Administration 

Overview 

Lilitab KMS leverages Location Services, in combination with remote administration and reporting, to provide a 

complete suite of asset protection and location features.  These features include: 

 Remote geofence initiation and monitoring  

 Group-specific geofence configuration 

 Audible and silent alarms 

 Email and/or text message notifications 

 Tablet current location by street address 

 Remote disabling of KMS application 

 Geofence event logging and reporting 

Geofence Configuration Panel 

The geofence configuration panel, available on the Group 

Detail page, provides access to the primary geofence 

controls.  The panel allows the group owner to specify the 

geofence radius, alarm sound, and specify notification 

recipients and methods. 

When setting Geofence Radius, administrators should consider the type of tablet being used.  While “WiFi Only” 

tablets will work with KMS geofencing, the location accuracy is limited by the ability of the tablet to estimate its 

location base on the relative signal strength of nearby WiFi access points.  Because this makes WiFi location 

estimation inherently unstable, to prevent false alarms, Lilitab recommends a geofence radius buffer of at least 

25 meters beyond the expected movement area when using WiFi tablets.  Cellular tablets have on-board GPS, 

and give more accurate location, generally to within 5-10 meters.  Cellular tablets are also able to report their 

location when away from known WiFi access points. 

Initiating Geofence Monitoring  

Once the geofence is configured as desired, the geofence 

for each tablet can be activated by toggling the geofence 

switches on the Tablet Admin Screen. 

 Geofence Off  Geofence Active 

 
Geofence 
Requested  Geofence Violation 

To turn the geofence on, tap the switch.  When first turned on, the switch will turn yellow.  If location services are 

not yet turned on for the tablet, the app will request location services, and if enabled, will return the geofence 

origin (“home location”) and the switch will turn green.  The switch will turn red if a geofence violation is detected.  

Tapping the switch again will turn the geofence off. 
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Setting the Home Location 

The Home Location is the center of the geofence.  It is the reference point, relative to which a geofence violation 

will occur if the tablet moves outside the specified geofence radius. 

When a geofence is requested, the Home Location can be set with 

either a GPS Location or SmartDOCK as reference.  

GPS Location:  This is the default reference for the geofence 

center, determined when the geofence is initiated.  GPS 

location is always used when the geofence is turned on with 

the tablet undocked. 

Center on Dock:  If a geofence is turned on while the 

tablet is docked to a SmartDOCK, a popup will 

appear, allowing that SmartDOCK to be specified as 

the home location.  “Center on Dock” is 

recommended when using WiFi tablets, as it allows 

the app to re-center the geofence regularly, both 

reducing WiFi drift and eliminating false alarms while 

docked. 

Geofence Alarm 

If the geofence is violated, the alarm will sound and 

notifications (if enabled) will be sent.  The geofence can 

be recovered – and the audible alarm silenced – by 

moving the tablet back within range and ensuring that 

location services and network are active.  The alarm can 

also be silenced by turning the geofence off. 

Location Monitoring 

In addition to showing the tablet location and geofence status 

on the Tablet Dashboard, more detailed information can be 

found on the Tablet Detail page for each tablet.  On the Tablet 

Detail page, you will find: 

 Summary of geofence status and settings 

 Home Location (center of geofence) 

 Current Location (Lat/Long and street address) 

Geofence Events 

Finally, all geofence events are logged and available for review 

in the portal Event Log, with filters by tablet, date, and event 

type.  See page 17 for more information on the Event Log. 
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Metrics Administration 

Overview  

Metrics are a powerful way to collect usage data from your KMS-enabled kiosks.  KMS metrics can be set up to 

measure and monitor almost any activity at the kiosk – tagged and categorized based on the tablet and group 

where it was collected – and report that data both at the group and enterprise level. 

For example, metrics can be used to monitor the number of visitors to the kiosk and how many pages they viewed 

(a measure of interest).  Indeed the “Visitors” and “Clicks” default metrics are designed to collect that data by 

default. 

Metrics are designed to operate as “time-dependent accumulators”.  When a metric is triggered, its value is 

submitted with a timestamp to KMS through secure, authenticated channels.  The accumulated results can be 

viewed for individual tablets, group totals, and enterprise totals for various time intervals.  As such, metrics serve 

as performance monitors, posting directly to the Tablet List and Group List dashboards at the group and enterprise 

levels, respectively. 

Metrics Configuration 

Metrics are configured using the Metrics Configuration Panel on 

the Attribute Configuration page, accessed from the footer of the 

“Setup” tab at the enterprise level.  Metrics are established as 

common measurements throughout the enterprise.  Up to 10 

different metrics (variables) can be defined in the panel.  Metrics 

can have different types that define how they will display, including 

Quantity (integer value), Dollars (shown as $##.##), Decimal 

(decimal value), Hours (shown as decimal hours), and Minutes 

(shown as decimal minutes). 

Count Metrics 

KMS also facilitates counting the number of transactions on a 

particular metric, so that such statistics as average transaction size 

and transaction volume over time can be measured.  To create a 

count metric, precede the metric name with a “#”.  A count 

metric will incrementing by one for every post to that metric.  

Since it is a derived measure, a count metric cannot be posted to 

directly. 

Incorporating Metrics in Web Pages  

To post a metric, a line of javascript is embedded in the HTML, 

usually with some trigger.  This sends the metric as a 

parameter/value pair to the app.  The app then attaches its own 

coordinates and authorization credentials and passes the value 

securely to the server.  A template for this (and the javascript to 

reference) is shown in the code sample at right. 

  

<html> 

<head> 

  <script 

src="https://kms.lilitab.com/js/kmsMetrics.js" 

type="text/javascript"></script> 

</head> 

<body> 

  <div id="kmsMetrics"></div> 

  <a href="#" 

onclick="kms.postMetric('Sales',12.34); return 

false;">kms.postMetric('Sales',12.34)</a> 

</body> 

</html> 
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Appendix A:  Mount Installation 

The instructions below relate to setting up a Picture Mount 

SmartDOCK.  Other mount systems are similar.  Please refer to the 

installation instructions that came with your mount. 

Step 1:  With the SmartDOCK held level and at the desired height, 

mark the location of each mounting hole on the mounting surface. 

Step 2:  Drill pilot holes of the prescribed size for each of the mounting 

holes. 

Step 3:  Select mounting hardware appropriate for the material from 

which the mounting surface is made.  Simple wall anchors (shown) are 

recommended for wallboard.  The holes in the Picture Mount are 0.2” 

(5.1mm) in diameter.  A #8 x 1.25” screw is recommended for most 

installations. 

Step 4:  With holes drilled and (as appropriate) anchors placed, 

position the SmartDOCK and screw it securely to the wall. 

Step 5:  Plug the USB charging cable that protrudes from the mount 

into a 12W (5V @ 2.4A) power supply.  Lilitab recommends using the 

Apple 12W USB Power Adapter.  

A few seconds after it is plugged in, the SmartDOCK will cycle itself to 

self-test and let you know it is ready for use. 

  

Step 1: 

Step 2: 

Step 3: 

Step 4: 

Step 5: 
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Appendix B:  SmartDOCK Troubleshooting 

If the SmartDOCK won’t lock or unlock 

• Be sure the USB cable is plugged into the power supply, the power supply is plugged into the wall, and the 

wall outlet has power.  The SmartDOCK motor will not operate unless the SmartDOCK is plugged in. 

• Make sure the correct PIN is being used.  If a user PIN isn’t working or has been forgotten, please see “if a 

PIN is forgotten or not working” below. 

• If needed, the key may be used to lock or unlock the SmartDOCK at any time. 

If a PIN or Password is forgotten or not working 

• If new users are set up, they will enter and confirm their PIN the first time they use the PIN Pad. 

• If a user forgets their PIN, it can be renewed by the Group Owner or a Group Manager from the user’s 

detail page in the Local Group Admin interface.  After PIN Renew, the user will be asked to enter and 

confirm a new PIN the next time they log in. 

• If a Group admin forgets their password, it can be recovered by clicking “forgot password” on the portal 

login screen and completing the password recovery process. 

To reset the SmartDOCK 

• Remove the head unit with the key by inserting the key, pushing inward, and turning it counterclockwise 

90 degrees.  Return the key to the center position before removing the key.  Remove the head unit. 

• With the head removed, unplug the SmartDOCK USB connector from the power supply. 

• Wait at least 10 seconds. 

• Plug the USB connector back into the power supply.  Wait until the SmartDOCK resets. 

• Replace the head unit onto the SmartDOCK.  The SmartDOCK should lock normally. 

 

If more help is needed, please call Lilitab Product Support at (888)705-0190 

or http://www.lilitab.com/pages/support 

  

http://www.lilitab.com/pages/support
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Appendix C:  App Settings 

App settings can be accessed via the System Settings interface on the tablet.  To access Settings, 

tap on the Settings icon on the Home Page, then scroll down in the left hand column until you 

see the Lilitab KMS icon.  Tap this icon to access KMS settings. 

At the top of the screen are the access settings: 

Setting Purpose 
Recommended 

Setting 

Location 
Used to provide tablet location to service.  Must be 
enabled to use geofence. 

On 

Camera 
Used on the PIN Pad screen to capture QR Code 
badge.  Must be enabled to use PIN badges. 

On 

Notifications Used to notify for app updates. On 

Background App Refresh 
Used to allow app to monitor geofence and 
continue updating server when in background. 

On 

Below the access settings are the tablet coordinates, which allow the user to identify the tablet and assign it to an 

enterprise and group. 

Setting Purpose 
Recommended 

Setting 

Enterprise ID 
Use to specify or change Enterprise ID for device 
configuration in company network. 

Enterprise ID 

Group ID 
Use to specify or change Group ID for device 
configuration in company network. 

Group ID 

Tablet ID 
Use to specify or change Tablet ID for device 
configuration in company network. 

Tablet ID 

 

Any changes to the tablet coordinates will launch the Registration wizard next time the app comes to the 

foreground.  If settings changes would require the tablet to change groups, an owner/admin (with owner or higher 

permission) from the originating group, as well as an owner/admin from the destination group, will be required to 

approve.  If admin approval fails, the previous settings can be restored.  If the tablet stays in the same group 

(change to TabletID only) then only an owner/admin from that group is required to approve. 


