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1. Product Introduction

1.1 Overview

The IQEG-500 is an industrial Al high-performance Edge Computing Gateway for loT applications.
Powered by Raspberry Pi CM4, expanded common 1I/O ports and various networks to support loT
needs. With rugged, fanless enclosure design. The truly IPC-grade EG500 is used as an loT gateway,
edge device, or customizable industrial controller... for today’s industrial and embedded applications.

1.2 Features

Powered by Raspberry Pi industrial compute module 4 (CM4), up to 8GB RAM and 32GB eMMC
Built-in dual mini-PCle sockets for 4G LTE, and LoRaWAN

Reserved SX-NEWAH module for WiFi HaLow (802.11ah) connectivity

Isolated DI/DO/AI/RS232/RS485 interfaces

Embedded watchdog for work stability

Aluminium chassis Fanless cooling design for rugged structural
and wide operating temperature -25~70°C

® Fully compatible with Raspbian, OpenWRT, Ubuntu OS, etc.

1.3 Specifications

Hardware platform

CPU Broadcom BCM2711, Quad-core A72 (ARM v8)@ 1.5 GHz
Memory (2GB/4GB/8GB optional) LPDDR4
FLASH (16GB/32GB optional) eMMC

Network & Interfaces

Ethernet 2x Gigabit Ethernet, (1-WAN+1-LAN or 2-LAN Configurable)
4G LTE, 3G, 2G, NB-loT, CAT-M1

Cellular ]
Via mPCle socket

Wi-Fi Dual Band 2.4GHz & 5GHz + Bluetooth 5.0

LoRaWAN Supported (Optional, reserved mPCle for LoRaWAN module)

WiFi HaLow (802.11ah WiFi)

Supported (Optional, reserved SX-NEWAH module for WiFi HaLow)

GPS

Cellular Module built-in supported (Optional)

SIM

1.8 V/3 V; drawer-type Nano card holder x 1

15KV ESD Protection




Antenna 4G: inside SMA x 1. WiFi/Buletooth: inside SMA x 1, LoRa/WiFi Halow:
inside SMAx1
RS-232 x1, RS-485x1;
Industrial Serial Port RS-232 signal: TXD, RXD, GND; RS-485 signal: A, B, GND; ESD protection:
15KV
6-channel digital input DI
(0..24VDC, Configurable Status/Count mode)
/o 3-channel Analog input Al
(0-10V DC, 4-20mA, 18-bit resolution)
6-channel digital/pulse output DO
(0..60V, Max. power 6fficiency: 500 mA)
USB USB 2.0 x 2 for peripherals,
USB-C x 1 for Console
HDMI HDMI 2.0 x 1, (Up to 4kp60 video & audio output)
Reset Button Supported
Power
Power supply Wide Range Voltages 9~36V DC/1A, recommended 24V/1.5A
Power Terminal Unpluggable industrial terminal connection
Power consumption Less than 10 W (system)
Power Output 2-channel power supply for slave devices, same value as Power input (24V)
Mechanical features
Protection IP30
Housing Aluminum Heatsink
Cooling Fanless cooling
Dimensions (cm) 187mm x 112mm x 42mm
Installation DIN-rail, wall mounting
Weight 790g
Ambient temperature and humidity
Storage temperature -30~75°C
Ambient humidity 5~ 95% (non-condensing)
Operating temperature -25 ~ 70°C (industrial grade)
EMC index
Static electricity level 3
Radiated electric field level 3
Surge level 3
Others
LED Indicator 1-POWER, 1-WiFi, 1-SYSTEM, 1-ALARM,1-ONLINE, 3-Signal Strength
Watchdog Standalone Hardware Watchdog
Warranty Standard 12 Months
Software Features
0sS Optimized OpenWRT V21 with SDK /Raspbian
Configuration WebUI, Local CLI, Remote configuration




Upgrade operate WebUI, Local USB upgrade and remote upgrade (optional)

Timed startup and shutdown Supported
Data Acquisition, Modbus RTU, VPN, Router, Firewall, Media Player...
Application features Python, Node-RED, Docker...,

Support Secondary Development with SDK

WWAN and WAN Failover, Load Balance,

PPP, PPPoE, SNMP v1/v2c/v3, TCP, UDP,

Network Features DHCP, RIPv1/v2, OSPF, BGP, DNS, DDNS,

Modbus RTU/TCP, Siemens S7, OPC UA, HTTP, MQTT, ARP, QoS, SNTP,
Telnet, SSH

2. Hardware Introduce

2.1 Overview and Dimension

42 mm




2.2 Interfaces Overview

Side Panel Interfaces
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pco-36v OUT
V- V+ V- V+ SIM
CONSOLE

SMA antenna SMA antenna SMA antenna
for LTE Reserved for WiFi
Reset Button Power Input & Output SIM card & Console port

Front Panel Interfaces
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2.3 Interfaces Definition & Installration

2.3.1 Power supply

pc9~36v OUT

Vo Ve Ve Ve

Olelek)0

EG500 right side panel provide a 4-pin terminal block connector for Power input and a bridge
connection for power output. The defination of PIN 1 “V-“ as GND, PIN 2 “V+” for 9V~36V DC
input. While PIN 3 & PIN 4 is a parallel power from PIN 1 & PIN 2, which considering designed
for slave devices power supply.

2.3.2 SIM card and console

SIM
CONSOLE

There is a secure lock panel on the right side of EG500 to protect the SIM card and Console
port from external unauthorized extraction or tampering. You are allowed to install SIM card
and connect USB-C console port after unlock the cover screws.

Please note Only NANO SIM card size is accepted, and the NANO sim card is inserted with chip
side down.

You may need a PIN insert the hole to pop up the SIM card holder if you need take out the SIM
card.




2.3.3 Antenna connectors

EG500 provide 3 SMA antenna connectors, two of them are predefined for cellular antenna
and WiFi antenna, while reserved one for other usages, like GPS or second cellular antenna.
Rotate the antenna into the antenna connector accordingly.

The external antenna should be installed vertically always on a site for a good signal.

2.3.4 Reset Button

Reset Button is for reset the EG500 configuration to factory default. To perform reset
operation, you may need a PIN to press and hold the reset button for more than 10 seconds
till the alarm LED indicator flashing, then release. The device will reset all user’s configuration
to factory default and restart.

Serial & DI/DO/AI Ports
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EG500 provides two terminal blocks for expanded 1/0 ports, the ports PIN defination as shown
as the printed label above terminal block accordingly.

They are Serial COM ports as 1xRS485 and 1xRS232, 6 Digital Input ports as DIO ~DI5, 6 Digital
Output ports as DOO ~ DO5, 3 Analog Input ports as AlO ~Al2 (4-20mA current input) or VIO
~VI2 (0-10VDC voltage input).

Also provide a parallel power (V- V+) from power input supply for slave devices.



2.3.5 Serial Port (RS232 and RS485)

’ 1@ >
Slave Device EG500 Gateway
RS485 RS485
A 0 A

GND 0 @ GND
Slave Device &l EG500 Gateway
RS232 TXD i u @ RX RS232
RXD | 0 Q|||

EG500 provide isolated serial COM ports, 1x RS485 and 1xRS232, the PIN B1_15 defined
RS485_A (difference line high), PIN B1_13 defined RS485_B (difference line low).

While the PIN B1_12 defined RS232_Tx (transit line), PIN B1_10 defined RS232_Rx (receive
line), PIN B1_8 defined RS232_GND (reference potential).

A 120 Ohm termination resistor for RS485 has been installed inside.
Check the above application wiring for reference.

2.3.6 DI (Digital Input)

t@lu‘ }:@]V COM
]| e

——r DC 24
b@] d L )I@] n o1 +
ol
=M=
EG500 provide 6x DI to detect the status of outside digital signal, also support count mode to

calculate the frequency.
The DC input voltage is 24V. The 6 digital input are isolated to each other.

Check the above application wiring for reference.




2.3.7 DO (Digital Output)

2

DO _GND _@_

DC Power

EG500 provide 6x DO to control the external slave devices. With an overvoltage protection
circuit that DO 24V wiring, it could filter the overvoltage to avoid destroying device itself.

The external DC power voltage should be under 60V. Check the above application wiring for
reference.

2.3.8 Al (Analoginput)

H%J . _J-I% Voltage Al 0 ~ 10V
T &) Vi+

IR

@ |] @

|:| @r‘] . - Current Al 4 ~ 20mA
D -

=

EG500 provide 3x Analog input ports with two types of analog signal, 4-20mA current input,
or 0-10VDC voltage input.

Check the above application wiring for reference.




2.3.9 HDMI

EG500 uses the CM4’s integrated HDMI to drive the external HDMI Port.

Resolutions up to 4K@ 60Hz are supported.
CEC (Consumer Electronics Control) functionality is also supported, depending on software

configuration

2.3.10 Ethernet

LAN WAN
L] | ]
EG500 provide two Gigabit Ethernet ports, the one came out from Raspberry Pi CM4 is pre-

defined as WAN port which supports up to 1Gbps link speeds over standard shielded CAT5e
or CAT6 cables. The connector is the industry standard RJ45 connector.

The second Etherenet port which bridged from Realtek RTL8111 is pre-defined as LAN Port on
EG500, supports up to 1Gbps link speeds over standard shielded CAT5e or CAT6 cables as well.
The connector is the industry standard RJ45 connector.

Two Ethernet ports can be configured as both LAN or other usages freely.

2.3.11 USB2.0

2x USB 2.0 ports on EG500 front panel are provided for peripheral usage. Together, they may
deliver a maximum of 1A at 5V, depending on peripheral and device configuration.




2.3.12 LED indicator

LED 1 POWER-..II LED 4
bood

LED 5 O O O (O— s

ONLINE SYS WIFI ALM

EG500 extend 8 LED indicators for apparent status indication as printed label shown,
LED1 is defined as Power indicator which on once power on.

LED2 ~LED4 are defined as cellular signal strength.

LED5 as ONLINE which indicate the network online status.

LED6 for system status.

LED7 for WiFi status.

LEDS for Alarm in case any system error or resetting.

2.4 Carrier Board Connectors

The EG500 carrier board provides some reserved interfaces for user mount necessary modules as
needed, it contains dual mini-PCle, WiFi HaLow module SX-NEWAH, and Raspberry Pi CM4 socket.

fivio mem,
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24.1 Mini-PCle 1

EG500 cellular network is implemented with a mini-PCle cellular module. To setup EG500 for
cellular functionality, install a cellular module into mini-PCle socket 1 as drawing red area
add-on module position, only one M2x5 screw is needed.

You can also include cellular network function when place an order from Elastel, Elastel
logistic team will preinstall that from factory.

Elastel supplies EG500 with following cellular module options as default,
® 4G/LTE CAT4 cellular module, Quectel EC25-E (for EMEA/APAC bands)
e 4G/LTE CAT4 cellular module, Quectel EC25-AF (for NA bands)

e 4G/LTE CAT4 cellular module, Quectel EC25-AU (for ANZ/LATAM bands)




2.4.2

Mini-PCle 2

EG500 reserved another mini-PCle socket for LoRaWAN module which develop from
Semtech SX1301, SX1302 solution. Users are allowed to install a LoRaWAN module into mini-
PCle socket 2 as drawing blue area add-on module position, only one M2x5 screw is needed.

You can also include LoRaWAN network function when place an order from Elastel, Elastel
logistic team will preinstall that for you from factory.

Other mini-PCle type modules like Zigbee, RF module, WiFi module are supported as well.
Please contact Elastel technical support for further assistance.

WiFi HaLow

wrz &
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ansensnen

EG500 loT gateway support 802.11ah WiFi (also named WiFi HaLow) network powered by
SX-NEWAH module from SilexTechnology, the first industrial IEEE 802.11ah Wi-Fi module

that operates in the Sub 1GHz band.
Visit SX-NEWAH to learn more benefit of WiFi HaLow technology in loT.



https://www.silextechnology.com/connectivity-solutions/embedded-wireless/sx-newah

244

Or you are allowed to mount SX-NEWAH by yourself, the carrier board reserved the interface
for SX-NEWAH module, check the above drawing orange area for module position.
Attention! You may need special weld tool and skill to mount SX-NEWAH on EG500 by
yourself. Incorrect operation may destroy the carrier board and SX-NEWAH.

Raspberry Pi CM4

EG500 is built around the Raspberry Pi 4 module (CM4), which provides the following
key features:

e Broadcom BCM2711 quad-core Cortex-A72 (ARM v8) 64-bit SoC @ 1.5GHz

¢ 1GB, 2GB, 4GB or 8GB LPDDR4 (depending on model)

¢ 8GB, 16GB, 32GB eMMC

e Optional on-board 2.4GHz and 5.0GHz IEEE 802.11b/g/n/ac WiFi, Bluetooth 5.0, BLE

WiFi / Bluetooth antenna connection is available via RP-SMA connector on the EG500 side
panel, check “2.3.3 Antenna Connectors” section for more details.

The carrier board provide the CM4 corresponding socket on it, you are allowed to mount or
replace different CM4 variants by yourself (Check section 4.1 for more details).

Use caution as the connector is fragile. And be careful the CM4 direction when re-install it,
the position will not match the white area sketch map if CM4 rotated 180 degrees.



https://www.elastel.com/product/industrial-cellular-router/eg500-wifi-halow-gateway/

3. ElastOS Operating System Guide

Device provideElastOS operating system which optimized from OpenWRT OS for basic system
management, software management, networks management, 1/O (serial ports, DI, Al, DO) ports
communication operations, and other usages. This section guide you how to use ElastOS on EG500.

3.0 Access to WebUI

1) Connect your PC to LAN port of EG500 Gateway directly. Normally your PC will obtain an IP
address 192.168.1.X from EG500 DHCP automatically. If not, please assign a static IP
manually within the same subnet as 192.168.1.1 at 255.255.255.0 mask, while default

gateway as 192.168.1.1

2) Open a web browser on your PC and visit 192.168.1.1 gateway address. The webUI of EG500
should appear and request an username and password to login.

3) Enter the default username and password both “admin” to login the webUI of EG500

@ ELASTEL  EG500

Status
Overview

Routing

Firewall (iptables)

Services
Network
VPN

Data Collect

2] Logout

_ Status

Local Time
Uptime

Load Average

Network

REFRESHING

A

EG500

EG500

50.0.0.1

2022-07-28 11:04:53

ARMV8 Processor rev 3

5.10.113

2022-08-02 11:12:04

2h 50m 18s

0.67,0.72,0.72

Protocol: DHCP client

Note, you are also allowed to access to EG500 CLI (Command Line Interface for batch scripting) via
SSH or Telnet, once connected your PC to EG500 LAN, rely a putty or Xshell tool to ssh 192.168.1.1

with “admin” for both username and password.



1192.168.1.1:22 > g3
Xshell 6 (Build 0111)
Copyright (c) 2002 NetSarang Computer, Inc. All rights reserved.

Type “help' to learn how to use Xshell prompt.
[C:\~]% ssh 192.168.1.1

Connecting to 192.168.1.1:22...
Connection established.
To escape to local shell, press 'Ctrl+Alt+]'.

BusyBox v1.35.0 (2022-05-20 03:10:50 UTC) built-in shell (ash)

admin@Elastel:~# [J

3.1 Status

3.1.1 Overview

The overview page shows the system information of EG500, it contains system hostname,
model, firmware version, uptime... and so on.

Network section shows the current active network and correspond network type. The
Memory and Storage section shows the status of total available/used space, and others.

3.1.2 Routing

Routing page shows the routing rules are currently active on this system. including IPv4
Routing and IPv6 Routing.

3.1.3 Firewall Status

Firewall status page shows the current filter, NAT, Mangle tables status.



3.1.4 System Log

3.1.5

3.1.6

3.1.7

The printed system log shows the current behaviors of system, it is useful for
troubleshooting and status moniting.

It provide “Clear log” “Save log” and “Refresh log” operation buttons. You may need click
“Refresh log” to get the real-time log.

Processes

This list gives an overview over currently running system processes and their status.

Realtime Graphs

This page shows the status of Load, Traffic, Wireless status and rate, connections in real time
graphicly.

WireGuard

WireGuard features was enabled as default, this page shows the current status of wireguard
connection.




3.2 System

3.2.1 System

EG500 REFRESHING

Status v Syste m

System ~

Administration
Software System Properties

Startup

Here you can configure the basic aspects of your device like its hostname or the timezone.

General Settings  Logging  Time Synchronization  Language and Style
Scheduled Tasks

LED Configuration Local Time  2022-08-02 11:54:53
Backup / Flash Firmware syncwitHerowserR [l SYNC WITHNTP-SERVER
Rebioot Hostname  EG500
Services W -
Dascription
Docker ~ An optional, short description for this device
Network n7 Motes
VPN ~
Data Collect ~
2 Logout
4
Optional, free-form notes about this device
Timezone  UTC v

e

System pages provide the basic aspects of EG500 you can configure, like hostname, timezone,
Logging, Time sync, Language..., and so on.

3.2.2 Administration

Status o Router Password  SSHAccess  SSH-Keys  HTTP(S) Access
u: —_—

System ~

System

Router Password

Software Changes the administrator password for accessing the device

Startup

Scheduled Tasks

LED Configuration Password .

Backup / Flash Firmware Confirmation i

Reboot
Services ~

Docker ~

Network ~ m

This page provide the settings items of changing administrator password, SSH Access
settings, SSH Keys, and HTTP(S) Access related settings.



3.2.3

3.2.4

3.25

3.2.6

Software

Status ~
System A
Software
System
Administration Free space:
S e
Startup Fhtec; Download and install package etk

Scheduled Tasks

LED Configuration Available | Installed  Updates

Backup / Flash Firmware

Reboot « Displaying 1-100 of 9515 »

Services ~ Package name Version (5:;;) Description
Docker 7

46dxlat 13 S2KB  464xlat provides support to deploy limited IPvé access services to mabile.
Network b
VPN & 6ind 28 25KB  Provides support for 6ind tunnels in /etc/config/network....
Data Collect M 6rd 12 39KB  Provides support for 6rd tunnels in /etc/config/network.... m

6tod 13 19KB  Provides support for 6tod tunnels in /etc/config/network.... INSTALL .
3] Logout

. A Tunnel which Improves your Network Quality on a High-latency Lossy Link by using Forward Error Correction,for All

This page provide user check the current installed softeware, and the available software list
from OpenWRT software repertory.
You can also configure the respertory address of your owns from “Configure OPKG”

Startup

You can enable or disable installed initialization scripts here. Changes will applied after a
device reboot.

Warning: If you disable essential init scripts like "network", your device might become
inaccessible!

Scheduled Tasks

This is the system crontab in which scheduled tasks can be defined.

LED Configuration

Customizes the behaviour of the device LEDs if possible.




3.2.7 Backup / Flash Firmware

Status .
Flash operations

System

- Actions  Configuration

Administration

Backup
Software
Startup Click “Generate archive to download a tar archive of the current configuration files

Scheduled Tasks
Download backup GENERATE ARCHIVE

LED Configuration

Backup / Flash Firmware

Restore

Reboot

Services v To restore configuration files, you can upload a previously generated backup archive here. To reset the firmware to its initial state, click "Perform reset” (only possible with squashfs images).

Docker v Reset to defaults
Network ~ Restors backup

Custom files (certificates, scripts) may remain on the system. To prevent this, perform a factory-reset first.
VEN - : ¥ ¥ is, | y
Data Collect v Flash new firmware image
Upload a sysupgrade-compatible image here to replace the running firmware
8] Logout

Image FLASH IMAGE...

This page provides the operation of current configuration backup, restore, reset to factory,
and Firmware upgrade.

3.2.8 Reboot

Perform manually reboot operation from webUI.




3.3 Services

EG500 REFRESHING

Overview  DNS Report  EditBlacklist  Edit Whitelist  Log View

Status o s
System
Adblock
Services ~
_ Configuration of the adblock package to block ad/abuse domains by using DNS. For further information chack the anline documentation
Adblock
Docker ~
Network o Information
VPN o Status / Version  enabled / 4.1.3
Blocked Domains 0
Data Collect ~
Active Sources  adaway, adguard, disconnect, yoyo
DNS Backend dnsmasq (-], /tmp/dnsmasq.d
3] Logout RunUtils  download: /bin/uclient-fetch, sort: fust/libexec/sort coreutils, awk: /bin/busybox
Run Interfaces trigger: -, report
Run Directories  base: /tmp, backup: /tmp/adblock-Backup, report: /tmp/adblock-Report, jail: /tmp
Run Flags arch: X, report: X, mail: X, jail: X
Last Run 2022-07-29T06:41:12+ 00:00
Settings

General Settings Additional Settings Advanced DNS Settings Advanced Report Settings

Enabled

Enable the adblock service.

Advanced E-Mail Settings.

Blocklist Sources.

The service menu provide the webUI of related setting itmes that installed software.

The Adblock software was pre-installed as default for reference.

Please note some of the software may don’t provide webUI configuration items, in that case you
may SSH to CLI and manually configure them via commands.

3.4 Docker

Status ™
System b
Services i
Docker ~

Configuration

Overview

Containers
Images
Networks
Volumes

Events

Network b
VPN b4

Data Collect ~

3] Logout

Docker - Overview

An overview with the relevant data is displayed here with which the LuCl docker client is connected

Info
Docker Version
Api Vrsion
CPUs
Total Memory
Docker Root Dir
Index Server Address

Registry Mirrors

images

Containers E

201016
141
4
18168
fopt/dacker (4.58 GB Available]
https://index dockerio/vl/

Networks

g Volumes
Semo
o 3 @ 0

Docker was pre-installed on EG500 Firmware, this page provide the docker related configuration
for users via webUl powered by DockerMan, a simple docker manager client for LuCl. It provides
overview, images management, network management, and other Docker related settings.

Please check DockerMan manual for more details.



3.5 Network

EG500 REFRESHING

Intarfaces Devices Global network options.

Status ~
System ~ Interfaces
Services d DOCKER Protocol: Unmanaged
MAC: 02:42:88.88:9E:AD
Dacker ~ 7 RX: 08 (0 Pkts) RESTART  sTOP m DELETE
i TX: 0 B (0 Pkts)
Network e Information: Mot started on boot
e Protocol: Static address
gy Uptime: 4h 25m 50z
Wisless i MAC: E4:5F.018B:8F 02
@ RX: 41.64 MB (181137 Pkts.) RESTART  STOP
Routing brtas TX: 257.60 MB (267848 Pkts )
IPvd: 192.168.1.1/24
DHCP and DNS 1Pv6: 2k 5dack5212:1/60
Diagnastics SWAN Protacol: QM1 Cellular
” —S RX: 0 B (0 Pkts.)
Firewall = T a RESTART  &TOP DELETE
L 0 ami-swan Error: Network device is not present
oRa Gateway
Protocol: DHCP client
VPN k4 owan Uptime: Oh 4m 45
i 5 MAC: E4:5F.01:88:BF:01
Data Collect ~ - RX: 247.10 MB (263099 Pkts) resmrr | stop [T
etho TX: 41.68 MB (172773 Pkts,)
1Pvd: 100.0.9/24

8 Logout

Network menu provide the network management related settings like interfaces, wireless,
DHCP, LoRa Gateway.....and so on.

3.5.1 Interfaces

This page you are able to Add, Delet, Edit a network interface. Take WAN interface setting as
an example.

Interfaces » WAN

General Settings  Advanced Settings  Firewall Settings  DHCP Server
Status = Device: ethd
Uptime: Oh 2m 46s
4:5F-01:88:BF.01
: 247.56 MB (264340 Pkts)
TX: 41.93 MB (174089 Pkts.)
1Pv4: 100.0.9/24

Protocol DHCP client
Device 4 atho
Bring up on boot

Hostname to send when requesting DHCP Send the hostname of this device

DISMISS SAVE




General Settings provide Portocol setting with “DHCP Client”, “PPP”, “PPPoE”, “QMI Cellular”,
“Static address”... options for choose.

UMTS/GPRS/EV-DO

DHCPVGE client .

PPP

PPPoE

QMI Cellular

Static address

WireGuard VPN

Unmanaged

And the “Device” provide Ethernet adaptor and others options for choose.

2 etho v

unspecified

#» Bridge: "br-lan” (lan)

2 Bridge: "docker0" (docker)

&~ Ethernet Adapter: "dummy0"

1 & Ethernet Adapter: "eth0" (wan)

Y Wireless Network: Master "Elastel BFO2 " (lan)

st Alias Interface: "@docker”

£ Alias Interface: "@lan”

- 1. W R O G SRR I~ gy
S s

As default, ElastOS pre-configured the zero-touch network configuration that WAN for wired
WAN, SWAN for cellular WAN, and LAN for LAN.

Normally the device will detect WAN/SWAN/LAN available and running up itself without any
extra settings when power on.

It takes Ethernet WAN as main WAN if both interfaces available. And failover between WAN and
SWAN in case the working network failed. You are allowed to modify the settings as your specific
needs.




3.5.2 Wireless

EG500 REFRESHING

Status ~
System v Wireless Overview
Services v (<
s ypress CYW43455 802.11bgnac m

s e Channel: 36 (5.180 GHz) | Bitrate: 200 Mbit/s (=FELE e

ocker v

i SSID: Elastel BFO2 | Mode: Mastar y
BSSID: E4:5F01:8B:BF-0Z | Encryption: WPAZ PSK (CCMP)

Network ~ i eneryes ] o

Interfaces

Routing Associated Stations

DHCP and DNS Network MAC address Host Signal / Noise RX Rate / TX Rate

Diagnastics

#  Master “Elastel BF02 , : HARRY-TPRlan (192.168.1.244, Ml 65 200.0 Mbit/s, 20 MHz
Firewall (wlan0) A2 aRsEcERfe fd2b:5dad:5212:0:3d91:3686:340c ca51) Bm 200.0 Mbit/s, 20 MHz DEGORNECY

LoRa Gateway

v s

Data Collect ~

3] Logout

This page provide current wireless overview and asociated stations.

Click the “EDIT” button to go into wireless configuration pages.

Wireless Network: Master "Elastel BFO2 " (wlanQ)

Device Configuration

GeneralSetup | Advanced Settings

Status Mod: Master | SSID: Elastel BF02
.52 B mBSSID: E45F-0188:BF.02
Encryption: WPA2 PSK (CCMP)
Channel: 35 (5.150 GHz)
Tu-Power: 31 dBm
Signal: 0 dim | Noise: -92 dBm
Bitrate: 200.0 Mbit/s | Country: 00

R

Mode Channel ‘Width
Operating frequency ~ AC v~ 38(5130Mhz) ~ 40MHz v

Maximum transmit power  driver default v - Current power: 31 d8m
Specifies the maximum transmit power the wireless radio may use. Depending on regulatory requirements and wireless usage, the actual transmit power may be reduced by the driver

Interface Configuration

GeneralSetup  Wireless Security  MAC-Filter  Advanced Settings.
Mode Access Point -

Esgp  Elastel BFOZ

Network f—

Hide Essp  O)

WMM Mode

In Mode field, it provides three Modes for setting, “Legacy”, “N”, and “AC”.
Mode Legacy: 802.11b/g protocol,

Mode N: 802.11b/g/n protocol,

Mode AC: 802.11ac protocol.

Each mode have corresponding Channel frequency setting.



Mode Channel Width
Operating frequency AC ~ 36 (5180 Mhz) ~ 40MHz
Legacy
Maximum transmit power N ult

~ - Current power: 31 dBm
%ﬂ I'Y'\J\l’il"\ﬁllr'\"l tranc I"\"'\H‘ aTallif=ly +l1.lJ lll’irDIDCC |'2Hin M3 nica r‘lﬂhﬂﬁr"“rﬁfi alalr=Tall I|J+|"

In Interface Configuration, you can set EG500 as different mode like Access Point, Client....and
others.

Also set the encryption methods and secuirty key in “Wireless Security” label, and other
“Advanced Settings”

Interface Configuration

General Setup  Wireless Seeurity  MAC-Filter  Advanced Settings

> Mode ‘Access Point v
ESSID Access Point
Client
Network Ad-Hoc
802.11s
T face or fill out the custom field to define a new network
Hide ESSID | Monitor
Aocess Point (WDS) 1 efficiency may be significantly reduced.
Clientt (WDS)
WMM Mode s

Where Wi-Fi Multi

bled, clients may be limited to 802.11/802.11g rates.

DISMISS SAVE

3.5.3 WiFi HalLow Settings (EG500 WiFi HaLow Version)

ElastOS integrated the 802.11ah WiFi HaLow Settings like regular 802.11 b/g/n/ac WiFi.

To enable the 802.11ah WiFi, you need set the Mode as “N” Band as “5GHz”, and the default
Channel as 165.

Please check the WiFi HaLow setting instruction for more details.

Wireless Network: Master "Wi-Fi-halow" (wlannrc80211)

Device Configuration

General Setup  Advanced Settings
Status 4 Mode: Master | SSID: Wi-Fi-halow
-63/-92 dBmBSSID: 84:25:3F:87:FC:3E
En tion: WPA2 PSK (CCMP)
Channel: 165 (5.825 GHz)
Tx-Power: 30 dBm
Signal: -63 dBm | Noise: -92 dBm
Bitrate: 6.0 Mbit/s | Country: US.
Wireless network is enabled
Mode Band Channel Width
Operating frequency N v 5GHz v 165(5825Mhz) v 20MHz v
Maximum transmit power  driver defouit v - Current power: 30 d8m
Specifies the maximum transmit power the wireless radio may use. Depending on regulatory requirements and wireless usage, the actual transmit power may be reduced by the driver
Interface Configuration
General Setup  Wireless Security ~ MAC-Filter  Advanced Settings
Mode Access Point
E£SSI Wi-Fi-halow
Network lan: g8
Choose the nets u want to attach to this wireless interface or fill out the custom field to define a etwork.
Hide ESSID ]
Where the ESSIC dder [} gnificat d.
WMM Mode
Whe: !

DISMISS. '\AV}




3.5.4 Routing

Routes specify over which interface and gateway a certain host or network can be reached.

3.5.5 DHCP and DNS

DHCP and DNS settings are powered by Dnsmasq, which combined DHCP-Server and DNS-
Forwarder for NAT firewalls

3.5.6 Diagnostics

EG500

Status

Network Utilities
System

Services ~ google.com 1PV4 TRACEROUTE googl [

PING 8.8.8.8 (8.8.8.8): 56 data bytes
62 bytes from 5. pecy

Docker ~ oy E1-115 tine=62.077 ms
64 bytes from & ge1 ttl-115 time=63.742 ms
64 bytes from 8 2g=2 ttl=115 times51.481 ms
Network ~ 64 bytes From 8. eq=3 ttl-115 time=55.91
64 bytes from 6.8.8.8: seq-4 Ttl-115 time=69.543 ms
Interfaces

--- 8.8.8.B ping statistics ---

Wireless. 5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 61.481/64.551/69.543 ms

Routing

DHCP and DNS

Firewall

LoRa Gateway

EG500 webUl integrated a web-based diagnostics tool including PING, Traceroute, Nslookup
for troubleshooting the network status.

3.5.7 Firewall

EG500
Status . GeneralSettings Port Forwads  Tiaffic Rules  NAT Rules
System ~ 5
! Firewall - Port Forwards
Services ~
Docker ~
Network ~

Port Forwards

Name Match Action Enable
Incoming IPvd
Forward to PLC From [Jwan)| Forwareito [lBRY 1P 192168 1.244 port 501 = m DELETE

To  this device , port 507

oracolec e

This menu provide Firewall related settings, including general settings for Firewall Zone, Port
Forwards, Traffic Rules, NAT rules.



3.5.8 LoRa Gateway Settings (EG500 LoRaWAN Version)

EG500 UNSAVED CHANGES: 3

Status ~
LoRaWan Gateway Settings
System ~
anfiguration to communicate with LoRa devicss and LoRaWAN server
Services b
Docker v
General Settings  RadioSetings  Channels Settings
Network -~ .
Type Service LoRaWan Service ~
Service Provider Local LoRaWAN Sarver ~
Server Address 127001 ”
Server port for upstream 1700
Server port for downstream 1700
Gateway ID
~
Keepalive interval in seconds 10
Data Collect b
Status interval in seconds 30
5] Logout Frequency Plan  Europa 866Mnz(863-670}- EUBGE ~

EG500 support add a LoRaWAN module powered by $X1301/1302 solution, and the webUI
provide corresponding configuration to communicate with LoRa devices and LoRaWAN
server.

3.6 VPN

EGS500 UNSAVED CHANGES:
Status
OpenVPN
System
Services % .
OpenVPN instances
Docker ~
VPN i 1
Network ~
MName Enabled Started Start/Stop Port Pratocol
: ot : . S : : (oY o |
Data Collect ~
5] Logout Template based configuration
nstance name Selact tarplata v m
OVPN configuration file upload
[ Choose File | No fis chosen \nmn
s TS

The VPN menu provides the VPN service you have installed, OpenVPN was pre-installed as
default and webUI provide related configuration for it.

Other VPN service like L2TP, IPSec, GRE please install them as your needs from Software list
(refer Session 3.3.3), and the webUl will appear corresponding configurations on VPN menu.



3.7 Data Collect

ElastOS provide a I/0O configuration management visible portal for expended 1/0 ports including
Ethernet/RS485/RS232/DI/DO/AI ports data acquisition and control. Support Modbus protocol,
Siemens S7, and other customizable protocols.

3.7.1 Basic Setting

This page provide settings for enable or disable the data collect feature, set the collect
period, and report period in seconds, also enable/disable data cache in fail to upload data to
cloud.

EG500

Status . .
Basic Setting
System

Services
Docker

Network

VPN

> £ € < < < K

Data Collect

2 Logout

-

1) Data Collect: Enable or Disable data collect feature.

2) Collect Period: Set the period of data acquire from slave devices.
3) Report Period: Set the Period of data report to server.

4) Enable Cache: Enable or Disable history data cache feature.

5) Related data cache setting if enable the cache feature.




3.7.2 Interface Settings

Status ~ .
Interface Setting
System ~
Services ~
Docker - Serial Port Setting
Network hd COM1/RS485 | COM2/RS232
VPN ~ frabled i(nahlt ‘“'D\sahb
Data Collect ~ Baudrate 600 v
Databie B v
sopbit 1 v
paity  Nonw v
Frame Interval 200
or San
Protocol  Modbus v
3] Logout
Command Intersal 1
TCP Server Setting
TR Serverl  TCPServer2  TCPServerd  TCPServerd TP Servers

ibed @ 0
Fenable “Disavie

Server Addiess 192168110
Server Port 8010
Frame Interval 100

Protocol  Modbus -

Switch the hardware interfaces for data acquisition from kinds of slave devices. Including
Serial ports (COM1 as RS485, COM2 as RS232), Modbus TCP base on Ethernet LAN,

3.7.3 Modbus Rule Setting

Modbus Rules Setting is for EG500 as a Modbus master to acquire data from slave devices
based on Modbus protocol. You can configure unlimited Modbus rules on it.

EG500 provide the options of definable factor name, device ID, function code, register
address and count register number, please following the slave device datasheet to get these

Status ~ .

Modbus Rules Setting
System ~
Services ~
Docker - Modbus Rules
Network ~ Order Device Name Belonged Interface Factor Name: Deviee ID  Funetion Code  Start Address  Count Data Type Reporting Center Enable
VBN o Multiple Factors Are Separated By Semicolon 0255 0-255 0-65535  1-120 A highest byte Multiple Servers Are Separated By Minus
Data Collect I ey e conts [— ! 3 o 1 nsigned 168 A8 1 w o=
ata Collec -~

00




3.7.4

Click ADD or EDIT button to add or edit a modbus rule, it provide visible Modbus related
setting items.

Modbus Rules Setting

Order 1
Device Name  TempaHumidity_Sensor
Belonged Interface  COM1 v

Factor Name

Alas Name

DevicelD 1

Function Code 3

SwrtAddiess 0

Count 1

DataType  Unsigned 168its AB -

Reporting Center 1

e e : .
unit
e Sep
Operator / -
Operand 10
Accuracy 2 -
Enable
osuss
S7 Rules Setting
Status ~ .
S7 Rules Setting
System ~
Services -
Docker o S7 Rules
Network ~ Order Device Name Balanged Interface Factor Name Register Type Register Address Count ‘Word Len Reporting Center Enable
vene . Ml Foctors e Separstad By Semicsion 1120 Muléile Servers Ave Separated By Minus
Data Collect ~ This section contains no values yer

Basic Setting n
i ettin

EEI T

This menu provide the Siemens S7 protocol data acquisiton settings.




3.7.5

10 Setting

EG500 UNSAVED CHANGES: 23

Status -
10 Setting
System
Services ~
Dt & ADC Setting
Network ~ Device Name. ADC Channel Factor Name. Capture Type Range Down Range Up Reporting Center Enable
VPN - Multiple Sarvars Are Separated By Minus
Data Collect ~ i lintiness s ikt s ' Ed ' e :
Basic Setting =

Intertace Setting
Modbus fules Setting

57 Ruies Seting

IETEE O setting

Server Setting
Davice Name B Channsl Factor Name Made €ount Mathad Babounc Interval Reporting Center Enable
B Logout ms Multiple Servers Are Separated By Minus
Daor_Sensor on Door Status Status ode. Rising £dge none 1 ves = Bl B
DO Setting
Devica Name 00 Channal Factor Name Raprting Contar it Status Currant Status Enatle

Multiple Servars Are Separated By Minus.
Engine Control ot Engine 1 Gpen Open es =

TS =

|0 Setting menu is for setting ADC (Al) ports, DI ports, and DO ports data acquisition.

ADC setting items

Device Name water_level_sensor
ADC Channel ADCA w
Factor Name Water Level

Alias Name
Capture Type 4-20mA v
Range Down 0

Range Up 20

Reporting Center 1

Multiple Servers Are Separated By Minus

Accuracy 2 v
0~6

Unit cm v

Operator None v

Enable




DI Setting items

Device Name Door_Sensor
DI Channel DI ~
Factor Name Door Status
Alias Name
Mode Status Mode ~

Reporting Center 1

Multiple Servers Are Separated By Minus

Unit unspecified hd

Enable

DO Setting items
Device Name Engine_Control
DO Channel DO1 ~
Factor Name Engine
Alias Name

Reporting Center 1

Multiple Servers Are Separated By Minus

Init Status Open ~
Current Status Open
Enable




3.7.6 Server Setting

Status .
Interface Setting

System ~
Services ~
Docker - Server] Settings  Server2 Seftings  Server3 Settings  Servers Settings  ServerS Settings
Enabied 0
Network ~ Benavie Coisabie
VPN - Protocol  MQTT .
Data Collect ~ Encapsulstion Type ~ JSON -
Server Adaiess . efastel com
ServerPort 1883
Enable Cache
10 Ser
BT st 2
5] Logout MOTT Puslic Tople~ devices EG500messages

MQIT Subscribe Tople  devices/EGS00/canrel

MQTT Usemame  demo_user

MOTT Password

Cllent D Elastel

Enable TLS/SSL

Certificate Type A signed server carlificate -

Enable Self Defined Varisbie

Connection Staras  CONNECTED

Server setting menu allows user set the data center address up to 5 servers with individual
protocols. The EG500 support TCP, TCP Server, UDP, HTTP, MQTT, and Modbus TCP protocols
for communication.

For the data format, it supports different encapsulation type, include “Transparent”, “Json”,
and “HJ212" (special for some Environment SCADA). Also it support customize specific
protocols for your specific data center requirements.

3.8 Logout

Logout button on menu bar provide logout the webUI manually.




4. Other Compatible OS Guide

Powered by Raspberry Pi CM4, EG500 also compatible with those Operating System which suitable
for consumer Raspberry Pi 4B, like Raspbian, Ubuntu, Windows 10 IoT...

This section take install Raspbian OS on EG500 as example.

4.1 Installration

The recommand method is asking your Elastel representative manage the pre-install operation from
factory for you. Or leave a note when place orders, Elastel logistic team will follow your comments.

The next section covers the guide that install the Raspbian OS or other branch version by yourself.

4.1.1 Disassembe the CM4

1) Remove the 4 M3x4 mm screws from both sides of the EG500.

2) Lift up the top side lid of enclosure by sliding.

3) The internals of the unit including CM4 and others are now accessible.

4) Gently remove the WiFi pigtail (if equipped)

5) Gently lift straight up the CM4 from sockets. Use caution as the connector is fragile.

Use caution! It is recommended not to disassemble the unit any further unless absolutely
necessary. Further disassembly has greater potential to cause warranty voiding damage.

4.1.2 Install Raspbian OS on CM4

You may need a Compute Module 4 10 Board from Raspberry Pi or other alternative board
which support flashing OS.

Following the document guide from Raspberry Pi official to flashing the prepared OS on
Cm4.
https://www.raspberrypi.com/documentation/computers/compute-module.html#flashing-
the-compute-module-emmc



https://www.raspberrypi.com/documentation/computers/compute-module.html#flashing-the-compute-module-emmc
https://www.raspberrypi.com/documentation/computers/compute-module.html#flashing-the-compute-module-emmc

4.1.3 Re-installation CM4

Now you have finished the expected OS installration on CM4.

1) Re-install the CM4 module by linging up the white area sketch map, gently pop it down
into the sockets.

2) Re-install the WiFi pigtail (if have) by pressing it into the connector.

3) Ensure the thermal pads are still attached on CM4 CPU.

4) Set the aluminum enclosure onto the bottom chassis, aligning the screw holes.

4.2 Operating Interfaces

Now the EG500 unit is ready to boot up. There are several operating interfaces to access the OS
and further configuration.

4.2.1 HDMIGUI

Welcome to Raspberry Pi v oA X

Welcome to the Raspberry Pi Desktop!
Before you start using it, there are a few things to set up.

Press 'Next' to get started.

Cancel Next

The Raspbian desktop version provide GUI desktop for operation. You will need a HDMI type
screen, USB keyboard and mouse. Connect your screen to EG500 HDMI port, USB keyboard
and mouse to EG500 USB ports. Now power on the EG500, you will be greeted with the
Raspbian welcome screen, configure each steps following the setup wizard, and the EG500 is
ready for use.




4.2.2 Console CLI
EG500 provide USB-C console port for CLI access.
Release the SIM/Console protection panel on right side of EG500, the console port are now
accessible. Connect the EG500 USB-C console port with your PC, open a serial
communication tool (like putty).
Boot up the EG500 and you are able to access the OS CLI via serial console.
4.2.3 SSH CLI
110.0.0.3:22
[C:\~1$ ssh 10.0.0.3
Connecting to 10.0.0.3:22...
Connection established.
To escape to local shell, press 'Ctrl+Alt+]"'.
Linux Elastel 5.15.32-v8+ #1538 SMP PREEMPT Thu Mar 31 19:40:39 BST 2022 aarché4
The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.
Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
Last login: Fri Aug 5 13:49:11 2022
admin@Elastel:~ $
The WAN port on EG500 is default available in Raspbian OS, this provide possibility to access
this unit via Ethernet SSH. Connect EG500 WAN port with the same subnet as your PC,
obtain the internal IP address of EG500 from your upper router, then you should be able to
access Raspbian OS CLI through SSH its internal IP address.
4.2.4 WebUI

Elastel provide a pre-configured programs package for user quick setup the EG500. It include the
expanded peripheral ports drivers for WAN port, LAN port, mini-PCle cellular module,
DI/DO/ADC ports, and LED indicators. Also provide a WebUI for configuration management.



Please install the package from Elastel Github.

S git clone https://github.com/Elastel/web installer.git

S cd web_installer
S chmod +x install.sh
S sudo ./install.sh

Notice: Enter Y when Y/N appears during the installation process

4.3 Individual Drivers and Programming

Please refer to the EG500 Administrator Programming Guide for more details.

-END-



https://github.com/Elastel/web_installer.git
mailto:support@elastel.com

