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Revision

V2.8 Update uplink format. Add example, and delete command 0x0E;

V2.6 Add the example of payload with gps information;

V2.5 Modify the size of framecount;

V2.4 Modify the uplink data farmat; Add downlink confirmed data farmat; Add command
0x0E; Add type of GPS data;

V2.3 Add downlink command which can be used to select active mode OTAA/ABP and
configure max height;

V2.0 Add latest terminal uplink data format and downlink command;

QO
N

V1.1 Change the downlink command;
V1.0 Initial version;
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1 Special Notes

This file is only disclosed to the client who purchased CNDingtek product and signed
NDA(non-disclosed agreement). If the reader does not purchased CNDingtek product or
signedNDA, please stop reading of this file.

CNDingtek has the right to update this file without notification to the reader. If The reader
want the latest version, please contact with CNDingtek. Email: service@dingtek.com.

2 Overview

DF702&DF703_LoRaWAN sensor uses the LoRaWAN transmission protocolN@his document
defines its uplink data format protocol and downlink format.

)
3 Terminal Upload Data Format '

. Packet | Forced | Device Report Packet Packet
Field . . Payload | Reserved .
head bit type data type size tail
Active \
Instruc | Packet | Forced | Device aporting MPFPa Data Packet
. ) Reserved )
tion head bit type ent tail
0-255

Size 1byte 1byte 1byte 1byte

byte

3.1 Field Definitj

3.1.3 Device Type

Command Device type

0Xx01 DF702&DF703
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3.1.4 Report Data Type

Command | Type

0x01 Active reporting of information; Report the data when have status
changed, such as changes from full to empty or from fall alarm to
not fall alarm, etc.

0x02 Heartbeat data type; Report 0x02 type data when restart or at
upload interval.

0X03 Reply to the downlink command; Report this data when restart or

the downlink command is executed successfully.

3.1.5 Packet Size e
The size of the total packet,in hex. For example, report 0 mea 7b
3.1.6 Payload
Payload data formatl (Abnormal reporting data typmea a type 0x02):
S/N 1 2 3 4 5 6
Payload | Height GPS TEMP Reserved

sele%‘on
Size 2bytes ]'fe

1byte 1byte
S/N 7 8 ° 11 12
Payload Fall status | Power Frame

status count

Size 0.5byte 0.5byte 2byte

Paylq

Example

eight from sensor to garbage or
Report 0x060E means

the measured object;
1550mm

2bytes, in hex; Unit: mm;

It indicates whether the data contains
GPS latitude and longitude information;
2 ) 1bytes; Content: 0x00 or 0x01;
selection _ _
0x00 mean no GPS information;
0x01 means report GPS information.
3 L Longitude; 4bytes, in hex, float single | Report CDO3E942
on
& type(IEEE-754standard); means 116.507423°
4 Lat Latitude; 4bytes, in hex, float single | Report EF272042
a
type(IEEE-754standard); means 40.038998°
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Temperature; Report 0x10 means

5 TEMP ) )
1bytes; in hex, unit:°C 16°C

6 Reserved | Reserved; 1byte;

. Angle The relative angle of inclination of the | Report 0x10 means
device; 1byte, in hex, unit:°; 16°
Full/Reserved/Fall/power status; Total
2byte;

Full status: The upper four bits of the
first byte are full status, 0x0X: NOT full
alarm, 0x1X: full alarm;
Full/ Fire status: The upper four bits of the | Report 0x means
Fire/ first byte are fire status, 0xX0: NOT fire | not full, not fir
8-11 Fall/ alarm, 0xX1: fire alarm; .fall alafy,
power | Fall status:The upper four bits of the | bagteryhor
status second byte are fall status, 0x0X:N
fall, 0x1X:fall alarm;
Power status:The lower four bits o
second byte are power statu
battery normal, 0xX1: b
alarm.
Frame counter, port 000A means
12 Frame reporte‘\fter po the tenth data after
count
2b ; in hex; power-on

Payload data forma
0x03):

t2(Confi

nlink commands format data type

3 4 5
DetectTime | HThreshold | TThreshold
1byte 1byte 1byte
8 9 10
Fall mode | Ultra Work mode | Reserved
Range
1byte 1byte 1byte 8byte
Payload field definition:
S/N | Function | Description Example
The firmware version number;
1 FW 2byte, in hex; The upper eight bits means | Report 0216 means V2.22;
the major version number,the lower eight
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bits means small version number;

. Periodic reporting interval;
2 CycleTime i ) Report 18 means 24hours;
1byte, in hex; Unit: hour;

) Periodic detection interval; )
3 DetectTime . o Report 0A means 10min;
1byte,in hex; Unit:min;

Full(height) alarm threshold;
4 HThreshold i ) Report 1E menas 30cm;
1byte, in hex; Unit: cm;

Temperature alarm threshold; Reserved;
5 TThreshold i i Report 4B means 75°C
1byte,in hex; Unit: °C;

Fall(Angle)alarm threshold;
6 AThreshold i i Report 1 ans 30°
1byte,in hex; Unit: °;

Fall function switch;
1byte; Content is 0x00 or 0x01; ‘
0x00:close fall function,

7 Fall mode

0x01:open fall function;

Ultrasonic range selection;
8 Ultra Range | 1byte; Contentis 00,01 or 02;
00:112k, 01:75K, 02:40K version;

1byte; Contentis 00, 01 or 0
00: normal

detection is opened;

(‘rction i

9 Work mode
0l:cycl

10 Reserved

0x81,1byte.

3.2 Example

For examplel: Data type 0x01
800001011107D000190000000000010081
Description:
80: Packet header
00: Reserved, default 00
01: Device type, DF702&DF703
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01: Data type, Active reporting of information
11: Packet size, 17bytes

07D0: Height, 2000mm

00: Dono carry gps inormation

19: Temperature, 25°C

0000: Reserved and angle value, angle is 0

0000: Trash bin is empty, no fire, no fall, and battery normal
0001: Frame count, this is the fist piece data after power on
00: Reserved, default 00

81: Packet tail

For example2: upload data with GPS information

800001021907D001CD03E942EF27204219000000000001(@1
Description:

80: Packet header

00: Reserved, default 00

01: Device type, DF702&DF703

02: Active reporting of information
19: Packet size, 25bytes

07DO0: Height, 2000mm

01: Carry gps inormation
CDO03E942: longitude, 116.502423; Cal
116.50742

hanggD03E942 to 42E903CD, then

change it to decimal, will
EF272042: latitude, 40.03
19: Temperature, 25°C

ad is the same as above;

0000: Reservedand angle
and¥attery normal

a after conneting power

Asing latitude and longitude, you can refer to the
aryconvert.com/convert float.html ,as following picture,
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Unsigned char Signedchar  Unsignedshort  Signed short unsigned int Signedint Float Dauble

Float (IEEE754 Single precision 32-bit)

| 1.1650742340087890625E2 ]

Most accurate representation = 1.1650742340087890625E2

Newconversion

Stop seeing this ad

0x42ES03CD = 01000010 11101001 00000011 11001101

Exponent Mantissa

I BEDODNECDE EECROCOECODCCDNEEEECOEECE

10010000001111001101

For example3: download confirmed information. Data typg 0
8000010319010418011E4B1E0000000000000000000000
Description:

80: Packet header
00: Reserved, default 00

01: Device type, DF702&DF703

03: Download confirmed information
19: Packet size, 25bytes

0104: firmware version, | .

18: cycle upload interval,

01: cycle detection interval,

1E: Full alarm threshold, 30cm

4B: Fire alarm thresh
1E: fall alarm threshol
00:
00;
00
00
00:
81:

4 Terminal Downlink Command

We can modify the DF702&DF703 waste bin sensor’s configuration through the downlink
command, such as the uplaod interval,threshold and so on.

The command type: ASCIL

Command Direction: From PC to waste bin sensor through serial port.

Note: only when the sensor is woking, it can receive and excute the command. If sensor is in
sleep mode, it cannot receive command.
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4.1 Terminal Downlink Command Format

Packet Command Packet
Payload .
head type tail
Packet The function Command Packet
Header Content ]
head of commands code tail
Field Definition:
Packet Header: 0x80; length:1byte. Y
Command Type: "N
Command type | Instruction
0x02 Configure device parameters through t nlin

Payload:

1 Header:0x9999

2 Command code:

\ O

Command code | Function

0x01

0x02

0x03

0x04

0x05

0x08

4.2 Detailed Command

4.2.1 0x01 Setting Cycle Upload interval

Function: Set data cycle upload time interval;

Format:

Beijing Dingtek Technology Corp., Ltd.
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. Packet | Command Packet
Field Payload ]
head type tail
Instruction 80 02 9999 01 Content 81
Size 1byte 1byte 2byte | 1byte 1byte 1byte

The content can be in the range of 01-168, unit: h (hours) in hex. The default is 24 hours.
For example: set the upload time to 24hours,
The command is 80029999011881

4.2.2 0x02 Setting Full alarm threshold

Function: Set full alarm threshold.

Format:
. Packet | Command Packet
Field Payload .
head type tail
Instruction 80 02 9999
Size 1byte 1byte

The content can be in the range of 15-255c¢
For example: set the full alarl‘hresho
The command is 80029999 81

4.2.3 0x03 Setting Fir r

Function: Set fire esh
Format:

Packet | Command Packet
Payload .
type tail
v
Instructid® 02 9999 03 Content 81
1byte 2byte | 1byte 1byte 1byte

The content can be in the range of 1-255, unit:°C, in hex. The default is 75°C.
For example: set the full alarm threshold to 75°C,
The command is 80029999034B81

4.2.4 0x04 Setting Fall alarm threshold

Function: Set fall alarm threshold
Format:
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. Packet | Command Packet
Field Payload ]
head type tail
Instruction 80 02 9999 04 Content 81
Size 1byte 1byte 2byte | 1byte 1byte 1byte
The content can be in the range of 15-90, unit:° ,in hex. The default is 20°.
For example: set the fall alarm threshold to 30°,
The command is 80029999041E81
4.2.5 0x05 Setting Battery alarm threshold
Function: Set battery alarm threshold; .
Format:
. Packet | Command Packet
Field Payload .
head type tail
Instruction 80 02
Size 1byte 1byte

The content can be in the range of 5-99, uni
For example: set the battery a‘rm thr
The command is 80029999 81

4.2.6 0x08 Setting the

Function: Set the ¢
Format:

Command Packet
Payload .
type tail
Instruction 02 9999 08 Content 81
1byte 1byte 2byte | 1byte 1byte 1byte

The content can be in the range of 1-60, unit:min, in hex. The default is 10min.
For example: set the detection time to 10min,
The command is 80029999080A81

4.2.7 0x09 Switch function setting

Function: Switch function setting
Format:

Beijing Dingtek Technology Corp., Ltd. Tel:86-10-64718863,64753700
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. Packet | Command Packet
Field Payload ]
head type tail
Instruction 80 02 9999 09 Content 81
Size 1byte 1byte 2byte | 1byte 1byte 1byte

The content can be 02, 0B/0C, 0A/09, 00/01, 05/06/0E,
02: Restart sensor;
0B/0C: open/close echo function of the serial port;

0A/09: open/close fall function;
00/01:close/open GPS function;
03/04:ABP/0TAA mode;
05/06/0E: set the work mode0/1/2; work mode 0: normal work m®
close the detection function; Work mode 2: demo mode, wast@kin se
at cycle detection time when use demo mode.

For example1: turn the echo of serial port on,
The command is 80029999090B81

For example2: open fall function,

The command is 80029999090A81

For example3: set the wo .del,

The command is 80029999 \

4.3 Example

For examplel: change
The command : 80(

Reply
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Q QoM V1.0
About

COM Fort Setting

COM Port: ’6 ’i Bandrate: IllszDD “’I StopBits: il VI Parity: iNone “l
FuteSiza: ;8 vi Flow Control: !No Ctrl Flow ~ ! Close Port

MaxHeizht: ~
HowTime:

StartStopTime:

StopTimes:

LoraMode: 1

DeviceVersion:

Open Debuglog Mode!!!

AT +CMEGHEX=G000010211FFFFOOFFO1 FFOO00000000E1

UFloadTime: 12 h
UFloadTime: 12 h
Floadlime: 12 h
UFloadTime: 12 h
UFloadTime: 12 h
UFloadTime: 12 h
UFloadTime: 12 h
o Lo

[/PloadTine: 12 b
UFloadTime: 12 h
AT +LOWPOWER

[2020-03-03_14:56:07] Open COM Port Success
[2020-03-03_14:57:54] Open COM Port Success

Operation
Clear Information | [T OTR [ RIS [~ ¥iew File [~ Show Time
[~ HEX String [~ Show In HEX [ Send With Enter

Input String:

80029999010C81 I

Send Command |

Figurel: change the upload time “serial PQ

For example2: change the
The command: 800299990232
Reply by serial port: Alarm
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COM Fort Setting

COM Port: iﬁ d i Fandrate: 1115200 - i StopBits: Il Vi FParity: iNone - I
ByteSize: ia ~j Flow Contrel: IHo Ctrl Flow -] Close Port |

AlarmBatt: A
FloadTime:

InitTestTimes:

FixMode:

FallMade:

traMade:

EleMode:

Mltrafange:

WorlMode

MaxHei ght: '
HowTime:

StartStopTime:

StopTimes:

LoraMode: 1
DeviceVersion:

Open Debuglog Mode!!!

AT HMSGHEX=500001021 1 FFFFOOFFO1 FFOO00000000581

a ol
ARSI Bt T

AlarmHeight: 50 em

Operation

Clear Information [T DTR [ RIS [~ View File [~ Show Time

_ i [~ HEX String I~ Show In HEX I Send With Enter

T g

80029999023281

end Comman

) 4

Figure2: change the full al d byS@gial port

Note: Regarding the det odifWthe configuration by serial port, please refer to the
configuration man
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