(&, | DINGTEK

DF702_LoRa Configuration manual

V2.0

Date 2018-5-16

Beijing Dingtek Technology Corp., Ltd. Tel:86-10-64718863, 64753700
http://www.dingtek.com E-mail: service@dingtek.com

Room A209, Flounder Business Park, Shunbai Road 12, Chaoyang District, Beijing, China 100022 Page 1


Tel:400-600-4687
http://www.dingtek.com

(=, /DINGTEK
CNDingtek Technology Company

IOT Leading Brand

The purpose of
Measurement, Instrumentation, and Sensors Handbook
CNDingtek
is to provide a
reference that is both concise and useful for engineers in
industry, scientists, designers, managers, research
personnel and protocol , as well as many others who
have measurement problems.

We provide to our Customer ProtocolInstallation , Operation and
Configuration detailed of devices.
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1 Overview

In these documents information about of LoRa Module DF702 Trash Bin Sensor are given
with detailed.

The function of device

Hardware interface

How to set LoRa module parameters

Equipment parameters (full height value, upload interval data etc)

Equipment upgrades

For more information if you have any questions, please contact us first.
2 Device Function Descriptions
Note

Device will upload data when its power is activated it can send us data automatically to the
user through LoRa Module.

Main Function of Device
LoRa Module DF702 Sensor can give detailed about the using place for example Trash Bin

its full Detection, fire detection, fall Detection , Full ,Half and Empty Condition of Device and
about the power Detection of Sensor.

Notes: the standard version does not have the fall detection, only the enhanced
version has this function.
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Whether the
data will be
. Functional Feporte:d
Main Descriptio Default Alarm | immediately Remarks
Function I Threshold when the
alarm
condition is
reached
Check if the | 30cm No The Device will detect
Trash bin is | (Can be the Distance between
full modified) sensor and garbage if
this Distance is more
Full
Then 30cm no alarm
if less than 30 cm
alarm will be
activated.
Detect if a| 75T Yes Detected temperature
fire has | (Can be is less than 75C
Fire been modified above above this
occurred 75C Temperature sensor
Fire alarm will will activate the
be activated ) alarm.
Check This feature is
whether the available in enhanced
Fall trash Bin version not in
can fallen slandered version.
any side
Check if the | 20% No It will detect the
battery is | (Can be power of battery
Battery about to run | modified) more than 20% no
out alarm less than 20%
alarm will be
activated.

Data Time Intervals

For example Test time data every 10 minutes, when a change of state is detected the data
will be upload, the state remains unchanged in next intervals, and no data will be uploaded.
The data will be uploaded periodically like as heartbeat the data interval default 4 hours can
be modified, specific reference to the agreement.

State change means:

From full to not from

Not from to full
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For example: Time State Upload data or no
10:10  full Yes (Battery Should be connected)
10:20  full No
10:30 notfull Yes
10:40 notfull No
10:50  full Yes

3 The Main LoRa Band Introduction

The main LoRa band are used given below CN470, EU868, US915, AU915, AS923.

The default
Band The default uplink | The default downlink | downlink
frequency frequency(RXWIN1) | frequency
(RXWIN2)

CN470 470.3,470.5,470.7,470.9, 300'3'500'5'500'7'500'
(470-510MHz) | */LLVATL3ATLSATLT, 544 1 501.3501.5501. | 20>

7
EU868
(863-870MHz) 868.1,868.3,868.5 868.1,868.3,868.5 869.525

923.3,923.9,924.5,925.
Us915 902.3,902.5,902.7,902.9, 1 923.3
(902-928MHz) 903.1,903.3,903.5,903.7 925.7,926.3,926.9,927. '

5

923.3,923.9,924.5,925.
AU915 915.2,915.4,915.6,915.8 1 923.3
(915-928MHz) 916.0,916.2,916.4,916.6 925.7,926.3,926.9,927. '

5
AS923
(915-928MHz) 923.2,923.4 923.2,923.4 923.2

4 Device Interface Definition

In the given figure, the power interface, module configuration debugging, interface, device
parameter configuration and upgrade interface are introduced respectively with detailed.
In figure 4.1 PCB board is shown and all connecting parts are also shown which part where
will be placed.
4.1 Connection of Hollow Sockets
o Power socket: connect the battery
o Hollow positions: Configure the LoRa module parameters or debug module the
jumper cap should be placed in a hollow position.
e Solid position: The default position the device to transmit data/configure device
parameters such as data upload interval and full height the jumper cap should be
placed at right side a solid position.
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Sa sy ) R~
Solid position L This power socket is
/ F d used to connect the
HoIIow posmon Battery

Lo

This interface can be used to
modify Lora parameters as well
Figure4.1 as debug module

® 4.2 Reverse side of picture of PCB board ( open the Screws of PCB Board) as shown in

figure 4.2.
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This interface is used to
configure device parameters
(data upload interval, full
height value, etc.), device
upgrade, or device
debugging.
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2017-11-22

Figure4.2

5 Configure LoRa parameters

LoRa can be configured according to the relevant parameters such as devaddr, deveui and
nwkskey are helpful in configuration process.

® Required tools for configuration of LoRa Device

TTL and its cable

Serial software

LoRa instruction manual

Equipment

e TTL and cable for the goods accessories

Please check these two items when you receive package from company as shown in Figure
5.1 and Figure5.2.
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FigureS.i

Figure5.2

L

Uarthssist
Serial software:

5.2 Connect TTL to sensor

Device Serial Port connection GND, TX, and RX locations have been marked on the diagram
as shown in Figure5.3.
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Figure5.3

Connect TTL to device, as shown in Figure 5.4.

Figure5.4

Steps

1 Change jumper cap to hollow position (default it is in the solid position) as shown in
figure5.5.

2 Connect the TTL to the device as shown in figure 5.4.

3 Connect the device's power supply, as shown in figure5.6.

Beijing Dingtek Technology Corp., Ltd. Tel:86-10-64718863, 64753700
http://www.dingtek.com E-mail: service@dingtek.com

Room A209, Flounder Business Park, Shunbai Road 12, Chaoyang District, Beijing, China 100022 Page 10


Tel:400-600-4687
http://www.dingtek.com

Jumper cap is in
hollow position

Figure5.5

My "
o

Figure5.6
5.3 Environment to Configuration of Device

1 Open the serial software when opening, the default information of serial port software is
shown in figure 5.7.

Beijing Dingtek Technology Corp., Ltd. Tel:86-10-64718863, 64753700
http://www.dingtek.com E-mail: service@dingtek.com

Room A209, Flounder Business Park, Shunbai Road 12, Chaoyang District, Beijing, China 100022 Page 11


Tel:400-600-4687
http://www.dingtek.com

(&, | DINGTEK

Commlart Assilstant (W3 B)

COMS etting
F'oltNum ..:!
B aud/ m
DPaity INDNE *!

—COM port data receive

Datab IB :’]
StopB I'I ':]

~Eecv Options—

I” Receiwe to file. ..
I Show timestamp

|+ EReceiwe as hex

I Eeceive pause

Save. .. Clear

~Send Options-
| Data from file ...
I #uto checksum
I fute clear input
I Send as hex
I Send ewclic

sl 31000 i http: Fwww. cmsoft. on QR: 10865600

Load. .. Clear Send
[& Raady! [ Send: O [ FRecw:0 Reset |
Figure5.7

2 Select the serial of configuration of serial software
e Port number ( you can select port Number from device manager of your system)
e Setthe baud rate: 115200, (DF702 is 115200 baud rate and DO100 is 9600)
e Parity bit: NONE
e Data bits: 8
e Stopbit: 1
As shown in figure 5.8 you can follow the given instruction.
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Commllart Assistant (¥30R) w

COMSettings COM port data receive
Pothum |COM1E  ~] |BHTD: Dewaddr, 01:7D:53:74

m +ID: DavEui, 47:68 B2:89:00:24:00;43
BaudR e +ID: AppEui, S2:69:73:60'8E:B7:48:46

DP ity MOME "’I

DataB
StopB

@ Close

Facw Options

[ Recaiwe to file. ..
|7 Show timestamp

[ Receiwe as hex

|7 Receiwe paunsa

cave ..  Clear
Send Options

[T Data from file ...
| Auto checksum

[T Aute elear input
[ Send as hex

[ Send eyclic ATHTD
command
Interval IEEI] ms —

Load. ..  Clear

notes: please dlick enter ,then send he %"

comamnd
1§ Ready! [ Send: 11 Recv: 112 Resat

¥
Figure5.8

3 when you send as related commandos of configuration and related parameters to the
serial software, such as devaddr, nwkskey, etc. (please refer to the specific instruction format
LoRa instruction manual).

Sending First Command
send input command:AT+ID, (read all) as shown in figure5.8.

Response of Device

+ID: DevAddr, 01:7D:53:74

+ID: DevEui, 47:68:B2:69:00:2A:00:43
+ID: AppEui, 52:69:73:69:6E:67:48:46

Sending Second Command
AT+KEY=NWKSKEY,"6132f00ad1efd2d4af5e12f8ef745d8b" (set nwkskey),as shown in
figure5.9.

Response of Device
+KEY: NWKSKEY 6132F00AD1EFD2D4AF5E12F8EF745D8B
As shown below:
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 COMSettings il COM port data receive
Parthum |COM1E =] | [+EEY: WWESKEY 6132F00ADIEFDZI4AFSE12FEEFT4S0EE

Eaude 1115200 ’i
DPaiy |NONE ]
DataB %8 71
StopB 1 “1

Recy Options
[ Receiwe to file. ..
[ Show timestamp

| BReceiwe as hex

| BReceiwe pause

Save. .. Clear

rZend Options
| Data from file ...
T Auto checksum
[ Auto clear input
I Send as hex

I™ Send cyelic WTHEET=RWESEET, "B132 f00adl efd?dd afSel 2R £T45 480"
Interwal (GO0 m= Send
Load. . Clear
L& Eeady! ~ Send: 267 |  FReov:352 Rezet ]é
Figure5.9

Reference instruction:
Set DEVADDR:

AT+ID=DevAddr, “4 bytes length hex identifier”
eg: AT+ID=DevAddr, "01234567"

Set DEVEUI:

AT+ID= DevEui, “8 bytes length hex identifier (64bits)”
eg: AT+ID=DevEui, "0123456789ABCDEF"

Set NWKSKEY:

AT+KEY=NWKSKEY, “16 bytes length key”
eg: AT+KEY=NWKSKEY,"2B7E151628AED2A6ABF7158809CF4F3C"

Set APPSKEY

AT+KEY=APPSKEY, “16 bytes length key”

eg:

AT+KEY=APPSKEY,"2B7E151628AED2A6ABF7158809CF4F3C"

Detailed instructions, please refer to the [RHF-PS01509] LoRawan Class AC AT Command
Specification - v4.3.pdf document

Note: If you are facing following problems you can overcome easy way.
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o Make sure the position of the jumper cap is switched to the hollow position. If it is
placed at solid position module configuration cannot be completed.

o Check if TTL and device RX, TX connection is correct, if the connection is wrong,
there will be no reply sending instructions.

e Confirm the baud rate is the correct choice of baud rate, the correct should be
115200.

5.4 Video link

Configuration of Lora parameter DF702 Smart Trash Bin Sensor is shown with detailed you
can follow these instructions as well as click at video link .

https://youtu.be /nklTd88SPXI

6 Configurations of Relevant Parameters of Device

Through the configuration, you can also modify the relevant parameters of the device such
as alarm height value, temperature value, battery level and etc.

6.1 Required tools

A TTL and cable
Serial software
Equipment
Protocol manual

EEL

.Figure6.1
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Figure6.2

-

UarthAssist
Serial software

6.2 Connect TTL to sensor
Device serial port GND, TX and RX positions have been marked on the diagram.Upper

diagram the connection of RX,TX,and GND is given with detailed if you not connect properly
then you cannot configure your device properly.

P3

i ?*—]: oug ¢
L .{'lE o

I n&q =
ﬁr&%

‘.
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Figure6.3

TTL and Device ports connection are shown in the figure 6.4.

Figure6.4

Steps:

1 Confirm that the jumper cap is at the solid position (jumper cap defaults to solid position)
as shown in figure6.5.

Jumper cap is
in solid position

Figure6.5

2 Connect TTL to sensor, as shown in figure6.4 and figure6.6
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Figure6.6

6.3 Use serial software to configure

Open the serial software

Select the serial port number

Set the baud rate: 115200

Parity bit: NONE

Data bits: 8

Stop bit: 1

Connect the device's power

When you see the serial port output sending instructions are in Hexadecimal then we
will change the format of serial software sending option .

Data is sent in hexadecimal format (please refer to instruction format for details) .
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Commlart Acsistant (V3. 8)

~COMSetting:— 1 [ COM port data receive
Portt um !EDMB :j
Baudm |1152EIEI vl
DPaity Im
D atab m
StopB |'I :':I

@ Close

~HRecw Options
[” Beceiwe to file. ..
[~ Show timestamp

| BReceiwe as hex

[ BReceiwe pause

Save. . . Clear

~Send Options
[~ Data from file ...

[~ Auto checlsum
[~ huto clear input

v Send as hex

" Send cyclic Send

Interwval |5I:II:I ms

Load. .. Clear

& COMSettings | Send:0 |  FRecv:1 Reset |j
Figure6.7

Note
Before sending the command, please first click the "enter" and then click Send .

Example 1: change upload time to an hour the instruction is: 99990101 as shown in Figure
6.8.
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Commlart Assistant (¥3.8)

- COMSettings - COM port data recere

= Vo el LWL S Y Bl kg LR e
-

DPaity Ihﬂl"E ]‘3 timeout!! wuser program 1z runming |!
DataB | ]
Stoph |' :]

@ Close

time 13 9823

time iz 9827

ade_temp 13 3.39

m

~Recw Options- i
005601

[ Receive to file. .. a1

axm
I Show timestamp AT+MDDE=LYAEF
[T Beceiwe as hex time 1z 9327

[ Receiwe pamse

HEXTYFE iz start
Save. .. Clear report interval 1= 1 h

~Send Optiens | reply
[ Data from file ...
[ Auto checksum
[T Auto clesr input
v Send as hex Mote:click on the line "enter”,
I~ Send eyclic then click send

Interwval IEDI] mI

Load. . . Clear

I§ Resdyl Send: 4 ~ Recy: 500 Reset I%i
Figure6.8

‘33930101

Send

Note: For the format of the instruction, please refer to the protocol document of the
corresponding equipment.

Notes:

1. When the device is at Sleep mode sending instructions will be invalid.

2. Before sending instructions please click enter, and then send.

3. The command is sent in hexadecimal format except for configuring APN for details refer
to the protocol.

4. Check whether the RX and TX of the TTL and the device are correctly connected. If the
connection is reversed no output is displayed on the serial port after the device is powered
on, and the device cannot be configured.
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6.4 Video link

Configuration of Lora parameter DF702 Smart Trash Bin Sensor is shown with detailed you
can follow these instructions as well as click at video link.

https://youtu.be/99gA-TYW({8g
7 Upgrade devices
7.1 Instructions

Dear customer if you want to upgrade the files you need to contact us to gets information
about new version and use our software to upgrade the files.

If device has special requirements or needs to be customized please contact sales
department for confirmation. If there is no special features it is not recommended to
upgrade the equipment.

7.2 Tools
e ATTL and cable
e Serial software
e HyperTerminal software
e Program files

7.3 Connect TTL to sensor

Device serial port definition: GND, TX and RX positions have been marked on the diagram as
shown in figure7.2.

Figure7.2
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TTL and device connection as shown in figure 7.3:

Figure7.3

e Confirm that the jumper cap is in the solid position (jumper cap defaults to solid
position), as shown in figure7.4.

| | Jumper cap is
e in solid position

Figure7.4

3 Connect TTL to sensor, as shown in figure7.3 and figure7.5.
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Figure7.5

7.4 Upgrade steps

7.4.1 Steps

Up gradation of device can be possible to following the steps
e Open the serial software

select the desired serial port

set the baud rate: 115200

parity: None

data bits: 8

stop bit: 1

Beijing Dingtek Technology Corp., Ltd.
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~COMSetting:

—COM port data receive
PortMum ICDM-IE :_! |

BaudR Im
Datal IB j’
StopB 11 j‘

~Recw Options
[ Receiwe to filae. ..
[~ Show timesztamp

[ Receiwe az hex

[~ Receiwe pause

Sawve. . Clear

—Send Options-
[ Data from file ...
[ duto checksum
[~ Auto clear input
[ Zend as hex
[ Send eyeclic

Interwal !500 ms n

Load. .. Clear Send
& COMSettings [ Send : 582 | Recv: O Reset I 2
Figure7.7

e 7.4.2 Step
Click the Open button, enter $ in the input box click the Enter, as shown in the figure
7.7 set the time interval to 500mm or <500mm check the cycle to send options click

send.
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—COMSetting

—COM port data receive

Partturn !EDM1E :J
B aude I1 15200 - I
DPaiy |NONE ]
D ataB |8 j"
Stopg |1 -]

@ Close

~Recw Options
[ BReceiwve to file. ..

[~ Show timestamp
[ Receiwve as hex

[~ BReceiwve pause

Save. .. Clear

~Send Options

[ Data from file ...
[~ Buto checksum

[ Auto clear input
[T Send as hex

Interwal |5I:II:I ms

Load. . . Clear

fe&r CIMSattinecs

Figure7.5
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Commlart Assistant (?3- 8

i COMSettings

COM port data receive

PortNum COM16  ~|

Baudh |115200 ~|
opay [NONE ]
Data |2 -]
StopB |-1_E]

= (C) COPYRIGHT 2017 Dingtek =

-@- Close

~Recw Options

[T Receive to file, .,

|7 Show timestamp
[~ Receiwe as hex

[T Receive pause

gave...  Clear

Send Options

Main Menu

Download Image To the STM3ZF10x Internsl Flash -————— n

Execute The FNew Frogram e

Y= =S=SESSSESSSISSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSISISESEsS

Invalid Fumber ! == The number should be either u or e
Invalid Humber | == The number should be either u or e

N||Inwalid Wamber ! ==> The number should be either u or e

r-.—.-'..-. fram Lrle & =
[~ Auto checksum

[~ Auto clear input
[~ Send as hex

Interval |500 ms T
Stop

Load. .. Clear

|# Sending data ... . Send: 735 | Recv: 604 Reset [///‘

Figure7.6

7.4.3 Restart the device you can see as given Figure 7.6 .Next input is u click on the line and
Click send you can gets output result: ccccccc
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Comamllart Assistant (V3. 8)

~COMSettings — — COM port data recsive

Gl alia Nwnuel [ == GIE lidn UL SiluL A De B4 Liiel W bd =

PotNum |COM16 ~| ' .
BaudR |1?'52[IG vI Invalid Humber ! ==» The number should be either u or e

DPaity [nonE  ~] Trwalid Nasber | ==> The mmber should be sither u o e

Datab IH "I
StopE |1 :I'

@ Close

Invalid Humber ! ==» The number should be either u or e

Invalid Humber ! == The number should be either u or e

| Inwalid Humber ! == The number should be esither u or &

—Recw Options
. Invalid Humber ! == The number should be either u or e
[T Receiwe to file...
[ Show timestamp Invalid Humber ! == The number should be either u or e
[~ Receiwe as hex
[~ Receive pauza Inwalid Wumber | ==» The number should be either u or e
Save. . . Clear Waiting for the file to be sent ... (presz "a' to abort)
Send Options
[ Data £rom Lile CCC 7
[T Muto checksum Ccee
[T Aute clear input =
uto clear im
i cCe
[T Send as hex lE.'CI:
¥ Send cyelic cee -
Interval (500 ms F
Losd .. Clear Sitop
|& Sending data ... Send - 868 | Fiecv: 1915 Resat | y
Figure7.7

7.4.4 When you receive Output result ccccccc then click at close of this Serial port software.

7.4.5 Before open the Hyperterm exe file please close the Serial software it is necessary step.
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BEIR s i =]l a=1 FETHE X TEA  ArRS232.  hticonsdll  hypertrm. | hypertrm. | windows 7 ESEEHR
ANERAHe,  0-5v-2017 dil exe e HTE
= et 0330.hex B vl E8 html
& = e X

=l Subversion

o AETE
o BF

]
& =pma )
£l imy
hypertrm.exe 5088 2016-11-21 %:07 BIEHER: 2017-01-18 9:27
REER Fv 275 KB

Figure7.9

7.4.6 Open the software Hyperterm exe as shown in Figure7.10 dialog box, enter 1 in the
name bar, and click OK Figure7.11.
You can see Figure 7.12 dialog box, select the desired serial port, in Figure selected port is
such as COM16, and then click OK.
The Figure7.13 dialog box appears selects the following steps in dialog box.
Select baud rate: 115200
Parity: None
Data Bits: 8
Stop Bits: 1
o Data Flow Control bits: 1
After selecting the dialog box then Click OK.
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Figure7.10
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Figure7.13

7.4.7 Click the connection option; you can receive output cccc on the screen.
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Click at send option and select the file which you want to upgrade select the address of your
file.Agreement selecting option you can select given modem Ymodem and Click Send.

IR EEE) EENV) F0  EET O EEH)
0= E o0EF &
cCcC
B 00:00:0 E5REN S RO APT (MUM M FIE
Figure7.14
&1 S SEs
T B EEN BRC) eT) &8EH)

D &3 05 &

CCCCCCcCcecccocceeococeceee,

s B =

itk C:\Userztbdmini strator \lesktop

MEE)
C: \Usarsihdnind stratoriDesktop DFTOZ 501 |SHET ®). ||

T ) .
Tmodem -l

[ #E® || ®Aac) || BE |

B 00:00:1 S3EEN SN APS [NUM | & T
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Figure7.15

7.4.8 File will be transfer and procedure is completed, you can see on the screen promised
to upgrade successfully (Programming Completed Successfully) as shown in Figure 7.16.

81 23R (= o =
iEF) SRE BESMN PO ST BEH)
D &3 DE

CCCCecCeeccceceecceeccccecccecceeecccecceceeee

Programming Completed Successfully!

Name: DF702_811k{1).bin
Size: 24248 Bytes

Running the user code.

CAlarm Height: 30
Test Times: &h
Ttimes is 14400
system is ok

CE% 00:00:4 SSMEM 115200 8-N-1 NUM

Figure7.16
Notes:

1. If you cannot confirm the results of figure7.6 on the serial port software please checks
connection of RX, TX and TTL device.

7.5 Video link

The instruction of upgrading the device is given with detailed this link can help you to
upgrade the device corresponding the different correct steps.

DF702 Smart Trash Bin sensor Upgrade Instruction:

https://youtu.be/zUQbWT6V414

Attachment

1 Network server

For the network Server in CNDingtek following plate form are used

® Dingtek Network Server

® TTN Network server

® [Loriot Network server

® Actility Network server

User can connect devices to network server to send the data directly from device to network
Sserver.
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1.1 Dingtek

CNDingtek has own server Dingtek if you want to use our network server you just need to
configure your gateway to our network server.During the usage of CNDingtek Network
Server you need no more settings just connect the device with power and use it easily.
For network server you can contact to customer Services

E-mail: service@dingtek.com

1.2 TTN Network Server

After login:
® Register Gateway: Click "Gateway-> register gateway".
® Select "I'm using the legacy packet forwarder”,

® fill in the registration information, click "Register-gateway" to complete the gateway
registration.

Gateway ID

A unigue, human-readable identifier for your gateway. It can be anything so be creative!

O rm using the legacy packet forwarder
Select this if you are using the legacy Semtech packet forwarder.

Description

A human-readable description of the gateway

Frequency Plan
The frequency plan this gateway will use

na selection

Router

The router this gateway will connect to. To reduce latency, pick a router that is in a region which is close to the location of the gateway.

Location

The exact location of you gateway. This will be used if your gateway cannot determine its location by itself. Set a location by clicking on the map.

@ lat 2. 2000 =

® Add adevice on the TTN
® C(Click "Applications-> add application”
® Fill in the registration information, click "Add application”
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Applications Add Application

Application ID
The unique identifier of your application on the network

Description
A human readable description of your new app

Eg. My sensor network application

Application EUI
An application EUI will be issued for The Things Network block for convenience, you can add your own in the application settings page.

EUl issued by The Things Network

Handler registration
Select the handler you want to register this application to

mydevices-handler

Cancel Add application

® (lick "Devices-> register device" to input device information DevAddr, Deveui and
APPKEY and click "Register".

Applications i‘_’.'_‘ dingtek Devices

Overview Devices Payload Formats Integrations Data Settings

REGISTER DEVICE bulk import devices

Device ID
This is the unique identifier for the device in this app. The device ID will be immutable.

Device EUI
The device EUl is the unigue identifier for this device on the network. You can change the EUI later.

=
App Key
The App Key will be used to secure the communication between you device and the network.
7 this field will be generated
App EUI

5269 7369 bE 67 48 46

Beijing Dingtek Technology Corp., Ltd. Tel:86-10-64718863, 64753700
http://www.dingtek.com E-mail: service@dingtek.com

Room A209, Flounder Business Park, Shunbai Road 12, Chaoyang District, Beijing, China 100022 Page 34


Tel:400-600-4687
http://www.dingtek.com

1.3 Loriot

What used'ﬁlo”gé economically unfeasible \.:vi{h othértech noloéi'es i
ZL7-1s now possible with LORIOT Software & Services

® login
® login interface:
® Login China, please choose: CN1 Shenzhen, Chin

okmarks

x
o LORIO T HOME TECHNOLOGY PRODUCTS NEWS CAREER  CONTACT
EUROPE & AFRICA ASIA / PACIFIC AMERICAS
Server Location Server Location Server Location
[ —]] [
=] B
= i B= [ e |
[— ra—
= e -
~—|
- =

Registration of a free 5 is available on all servers.

® Enter the user name and password, click login;
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Add Applications

® 1.3.2 Add application
® Login, you can see Gateways and Application information:
® Click Application + to add an application

+2 LORIO T Dashboard
ol ivuulru
@ Dashboard
ccount information tier COMMUNITY NETWORK COMMUNITY NETWORK features

Welcome to LORIOT.io Community Network!

+]

& One Free Ni Application

interface

Community tier is currently limited to one application per account.

® 1.3.3 Add device

® (lick Dashboard-> Applications-> DF702 (Added Applications) ->Manage Device to add
devices

® There are two ways to add a device.

TR COIESER @ D [ AN P SR

v LORIO T Dashboard App

Application / DF702

Controls Network Application

HTTP://

HTTPS:// ‘

Capacity

Traffic history

Features
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¢ LORIO T Das

Devices
o +
4
Generate new device Enroll new device Import existing OTAA Import existing ABP

Devices in this application [5]

F

search EUls search DevAddr

& Devices

® The Loriot server automatically generates OTAA mode devices, so parameters such as
Deveui, Appeui, Appkey are generated by the server.
If the device is automatically generated by loriot you need to modify the corresponding
parameters of the device.

<« c @ @@ https://cnl lorictio/home/application.htmi?app=BE7CO2DS#devices/index B e By L IND S 1B ® =

& B BoaEses @ FFre ear [Bsres Qs

! LORIO T ! DF702
Devices
o +
]
Generate new device Enroll new device Import existing OTAA Import existing ABP

Devices in this application [4]
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< ¢ & ® @ https://ent oriotio/home/application htmi2app=BE7C02D5#devices/deviceZdev=BETA000000000612 8o L IND S B e =
o EEE EaiEsus @ #ERE O sEm [ SeEs

DEwEsE

v LORIO T
00-00-00-06-12 .

BET

g - |

LoRaWAN AES128 Keys
x

& Show nefviork session key [IEES

@ Show application session key IMBIEIBII®

Import devices

® Import ABP-type devices:

® Need to add DevEUI, DevAddr, NwkSKey, AppSKey, FcntUp, FentDn Label already
contains DevEUI, DevAddr, NwkSKey, AppSKey information FcntUp, FcntDn, may be 0
number is possible.

2 LORIO T Ar DF702

Import existing ABP device

Import existing ABP device

End-device address
Sequence number, decimal
Sequence number, decimal

NWKSKEY

APPSKEY

Import OTAA-type devices

® Fill in DevEui, AppEui and APPKey, and then click Import device. To add success.Device
label are already contains DevEui, AppEui and APPKey information.
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nERWE EaEsEs @ FFELE B R [HFseE OBaEss

DFr02

Import existing OTAA device

Import existing OTAA device

P RaWAN

DevEUL
I

Import OTAA

Bulk rt

1.3.4 Add Gateway

L 8FinE SXMESES @FFLE TRk [ FEEE

LORIO T Dashboard

Aol iivual U
Dashboard

ount information tier COMMUNITY NETWORK COMMUNITY NETWORK featl

Welcome to LORIOT.io Community Network!

Community tier is currently fimited to one application per account.

® Select the type of gateway used:
® Follow the prompts to add gateway information.

Note: loriot generates a gateway ID based on the MAC information of the added
gateway.

Beijing Dingtek Technology Corp., Ltd. Tel:86-10-64718863, 64753700
http://www.dingtek.com E-mail: service@dingtek.com

Room A209, Flounder Business Park, Shunbai Road 12, Chaoyang District, Beijing, China 100022 Page 39


Tel:400-600-4687
http://www.dingtek.com

= [DINGTEK

<~ G @ @ https//cnl.loriotio/home/gateways. html#gateway/registration B e Wy L+ IND ® 1 ® =
o BEwE EaEmss @ FEkE B eaa B rses

Gateways

Cisco IXM LPWA Cisco Industrial Router IR910 Embit EMB-GW1301

Everynet ExpEmb Intel Atom ExpEmb i.MX6 Gemtek 64

—

-
]
-

Gemtek Indoor 16 Gemtek Outd G Kerlink loT Station Kerlink iBTS

® Take as an example:Need to enter the gateway MAC, and location, and then click
register..

Switzerland

Street and house number

Z1P Code

City

That's it.

I Register Gemtek Femto gateway
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.:'l." LORIO T 1 Gateways

Gateways

Your account has capacity of 1 gateway. You can add more gateways by upgrading to co

® (Click on the registered gateway, you can see the gateway information, and can choose
the required band, such as US915_CHO.

2 LORIO T Gateways
Gateway/Gemtek Femto 1C:49:7B:D4:07:23

Uptime this month Gateway information

1c:49:78:04:07:23  [R

Actions

& Change TX Gain

Status
Remove gateway 1C:49:7B:D4:07:23

® In the gateway information interface you can also monitor the frequency of the selected
band, as shown below.

® According to this frequency, check the frequency of the server, gateway and device
frequency point three frequency is the same. If not, the data can not be uploaded

correctly.
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Channel allocation

1cagrepaor23 [ R

1.4 Actility
1.4.1 Add ABP mode device

® Enter the relevant information, as shown below.
Device name

Custom

Port Number 3

Y
- [~ B3 https:/{dev 1 thingpark, comjdevicepiznager pj@\ %3 " actity | ThingPark Prod... | - Actility | ThingPark Prod... | A1 | ThingPark Partners by | B8 mierop Detal | Beijing Dingte
ThingPark Wirsless POt Jl (e
Devices A
AS routing profiles Marker: * ? PR
 Application servers * Creats ¥ tmport
" = e
Location: Address, ZIP, City, ... Administrative location: *  Network location  Change location
Identifier: - r Identifi Near static v~
fter.
- Device activations Activation By Personalization (ABP) A
Map List
DevEUL: * AC-DE-48-23-45-67-AB-CD
Name / Type Tdentifie e packets Meaan PER Aver
DevAddr: * 76-54-32-10
NwkSKey: * BE-C4-99-C6-0E-9C-93-9E-41-38-66-39-61-63-6C-61
Device profile: * Field Test Device LoRaWAN 868 dass A R
| DEV Connectivity Supplier | Unlimited Dev (0)] I
:qr:)lﬁ\':ﬁun server routing | oo o
=]
A
N
. >
1.4.2 Add OTAA Mode Device
Enter the relevant information, as shown below.
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~

0 Mew dev ]
ThingPark Wireless ﬂ L At
Devices A
AS routing profiles Marker; * L 4 Change marker
Application zervers # Create  F Import
Settings Administrative info:

Location: Address, ZIP, City, ... Administrative location: * - Network location  Change lecatien
ter.
— Device activation: [Over The Air Activation (OTAA)] ~]
Map i
DevEll: * AC-DE-48-23-45 67-AB-CD
Hame | Typa. Tdantifiar, = packsts Mazn PER Aver
AppELI: * AC-DE-46-23-45-67-AB-CD
Aopkey: * BE-C4-09-05-3E-9C-93-9E-41-36-56-35-61-63-6C-61
Device profile: * Field Test Device LoR3WAN 868 dass A b
Connectivity plan: DEV Connectivity Supplier / Unlimited Dev (0} =
Devaddr: * Allocated by the network server ~
Application server routing =
profile: ekl
ThingParc X configuration:  Thingpark x driver confiquration Port v

1.4.2 Add a gateway
Note

Actility supports Irr mode gateways and does not support packet forwarding mode.Given
picture you need to add these contents make sure of New Base Station.

[
-

%+ ThingPark Wireless

Base stations

Settings
+* Creste
cation: % s Restrict search to bl i
Losston: Address, ZIP, City, .. i i
Identifier: Mame; LRR T Software restart:

Min. remaining DC:

Alarm: No filter.

o Create 4 Closz |, P i e e et
e S T S s e e S
approved by the connectivity supplier.
L8R 1D ™
st
E Ufispace gateway lamp v1.0 v
Mame:

2 Common problem Facing by the Customers and theirs solutions
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How to configure LoRawan gateway? -LoRa version

If you buy the Gateway from CNDingtek after your receiving Gateway , we have the gateway
configuration, you only need to connect the gateway power supply, and network cable.

If you receive the gateway, then you want to change the gateway IP and port number, please
refer to the relevant manuals provided by our company, or contact our technical staff.

Why User cannot See Device Data?

Considering shipping rules, devices are not connected to battery. So user should open cover
and connect battery with the PCB board. For some version with magnetic part outside,
please remove the magnetic part, then the battery will power to the sensor.

Check whether the frequency bands of the device and the gateway are the same.The
gateway frequency should work with the LoRawan module band. please configure the
sensor or gateway to make them match.

The LoRa server device data should be same as the sensor. For ABP mode, the
devaddr/nwkskey/appskey should be same as the registration information on the server.
For OTAA mode, the deveui, appeui should be same as the registration.

Shorten distance between sensor and gateway

Some LoRa server, like TTN (the things network) ask for special devaddr. Please use TTL
UART to connect with sensor and change the parameter.

® Please check whether the gateway is correctly connected to the network server.
® Please check the position of the jumper cap, whether the jumper is on the solid position.
User receive data But is Garbled Form.

Nwkskey,appskey/port error If port, nwkskey, appskey is error. The data will be messed
that user can not directly read the data.

Please contact with CNDingtek to receive the updated protocol which is disclosed after NDA
signed.

How to Test and Install Devices?

Please refer to the relevant manual or we can provide you with the relevant video.

How to modify LoRa module parameters

Please refer to LoRa configuration section in "DF702 Configuration Manual.

How to modify the data upload time,full height alarm value parameters?
Please refer to the "Device Parameter Configuration” in the "DF702 Configuration Manual.
Where User can monitor Device Data ?

For the LoRa version

Form gateway and the Network Server are required. The device sends the data to the
gateway. The gateway forwards the data to the network server . The data can be seen on the
network server and the data is forwarded to the application server . If necessary, we can
provide the corresponding gateway the application server and application server or data
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interface.
DF702
LoRaWAN |- l
Node i(\ -
LOR y Remotely User
’ / LoRawan  EHE LoRaWAN
/ LORAWAN Base Network Server Applicaiton Server
/ - Station /Gateway pp
N &
/
/
DF702
LoRaWAN
Node

Why the measured height of the device has been 2000/0, and sometimes the
measured data is not accurate?

Measuring distance is in the blind spot. The dead zone of the equipment is about 15cm.
When the distance from the equipment to the garbage is less than 15cm, the equipment can
not measure the data or measured data will not accurate. Beyond the measurement range,
the device can only be measured as far as 2m.

Installation or testing is not correct the test or installation the equipment perpendicular to
the garbage/object under test, the best test to ensure that the white probe is completely
blocked.

Device have Fall Function?

The standard version will measure with full, fire and battery check features, and enhanced
version will measure full, fire and battery check, and fall function.

Can I change my device data interval to 5 minutes or 1 minute?

Can be changed to 5 minutes, can not be changed to 1 minute, the device default 10 minutes
test once, you can change it to 5 minutes, the operation method, please refer to "DF702
Configuration Manual" in the device parameter configuration section for special needs
please advance and sales Personnel instructions.

How does the device work?
Currently, the device will upload data every time it is powered on again.
The main function.

Test once every 10 minutes, when a change of state is detected, the data upload, the state
remains unchanged, do not upload data. And periodically send heartbeat data, the data
interval default 4 hours can be modified, specific reference to the agreement.

State change means: from full to not from, or not from to full.

For example:
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Time State Upload data or no
10:10 full Yes (first data)
10:20  full No
10:30 notfull Yes
10:40 notfull No
10:50  full Yes
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