
4
8

  C
O

LO
U

R
 D

IR
E

C
T

IO
N

S
 / 

W
E

B
 D

R
IV

E
R

  A
W

 2
0

21
/2

2

It would not be unreasonable to suggest that, as we enter the 2020’s, 
it feels like we have a slippery grip on reality. Recent years have been 
increasingly characterised by inversions, interpretations and distortions 
of the truth. Becky Lyon asks how synthetic media will influence the 
possibilities, responsibilities and aesthetics of design.

Essay: deep fakes

Neural Mirror © Cristina Vatielli for Ultravioletto
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P ropagation of fabricated news stories; persuasive 
algorithmic bots; fantasy lives paraded on social 
media; manipulated statistical data and the 

normalisation of face-tuning Apps that project an ‘improved’ 
vision of yourself have all distorted the concept of ‘fact’ 
and the natural course of establishing truth. Synthetic 
media adds yet another layer to our altered reality with 
both potentials and pitfalls. Physical ‘things’ dematerialise 
as digital worlds of unreal objects enhance or replace their 
real world counterparts. Deep fakes are uncannily and 
dangerously convincing. 

Understanding synthetic media is understanding the context 
that enabled it; data. An individual person or object can 
now be deconstructed into millions of data points, shaped 
by their tastes, dislikes, preferences, behaviours or physical 
make up and gestures. Then the data blueprint can be 
targeted, shaped or even replicated. This principle is well 
illustrated by design agency Ultravioletto’s Neural Mirror Art 
installation that creates a visualisation of how computers 
see us under a neural gaze of data point. 

Your first experience of a synthetic media may have been a 
deep fake. In early 2018, an anonymous user on the Reddit 
community platform named Deepfakes released a piece 
of code to the public that allows anyone to easily and 
convincingly map a face onto someone else’s head in full 
motion video. This was quickly followed by the FakeApp 
and the deep fake was born, allowing anyone to manipulate 
the facial movements and or voice of another by training 
the model with multiple images of that person. Needless 
to say the technology was quickly appropriated to create 
pornographic vignettes of celebrities and political world 
leaders saying inappropriate things. 

The creators have argued that it is far better for people to 
know these technologies exist and have agency over them 
than not. Any one of us could reel off numerous downsides 
of imitating an individual from framing to weaponisation 
but are there any plus sides? Entertainment is one possible 
application where convincing avatars could be placed into 
gaming environments, VR narratives or any other immersive 
media, creating a completely new entertainment experience. 
China’s Zao App became a phenomenon last year with 
individuals able to swap their face onto iconic movie and 
TV clips creating a pocket, democratised CGI function. The 
entertainment industry has readily adopted this technology 
with actors, ambassadors, musicians and models dreamed 
and rendered into existence. Youthful versions of Johnny 
Depp and Jeff Bridges have appeared in movies and a 
film company recently acquired the right to James Dean’s 
‘likeness’ and will be ‘casting’ him via CGI in their next 
movies, to much controversy. This follows the emergence 
of hologram technologies where lost legends digitally 
materialise on stage like Base Hologram’s Whitney Houston 
or Maria Callas. 

The question remains; do we now exist as both the 
embodied and digital self? And is that digital self sacred or at 
risk of profiteering? The emergence of deepfake technology 
has risen alongside the emergence of 100 per cent digital 
personalities. Li’l Miquela is one of the best known, starring 
in campaigns for Calvin Klein and Prada. Others have 
followed suit, including Aida the artificial artist and CGI 
model Shudu Gram, selected by Rhianna to showcase a new 
Fenty Beauty lipstick. As CGI grows more sophisticated, 
will we even need real people? In 2019, Japanese artificial 
intelligence company Data Grid developed AI that can 

automatically generate whole body models of nonexistent 
people, identifying practical applications in the fashion 
and apparel industries. Designer people are here, with no 
necessity for gene editing.

Before you cry ‘far fetched,’ the aesthetic of synthetic people 
has already permeated our preferences with the ubiquitous 
use of Instagram filters and Facetuning Apps enabling 
smooth skin or nip and tuck without surgery. Cosmetic 
surgeons have even reported patients bringing in portraits 
of themselves as a reference for surgery. Acknowledging 
this widespread practice, last year photographer Rankin 
presented Selfie Harm in collaboration with M&C Saatchi 
and MT Art Agency. He photographed 15 teens on neutral 
backdrops, wearing little to no makeup and then instructed 
them to take that photo and edit with Facetune, optimisng 
their own faces to get maximum likes on social media.

There is also a growing market for companies tackling the 
negative implication of high-tech tools in the capable hands 
of the masses and the fear that deep fakes will weaponise 
individuals, seed and frame stories and manipulate world-
changing choices, from decisions on climate action to 
presidential elections. Sherlock AI and Deeptrace Labs 
are a new breed of cybersecurity company building tools 
based on computer vision and deep learning to analyse 
and understand videos, particularly those that could be 
manipulated or synthesised by any sort of AI. 

This increasing call for technology detecting technology 
sits alongside human authenticators. Facebook is creating 
a Deepfake Detection Challenge that will offer grants 
and awards in excess of $10 million to people developing 
benchmarking detection tools. Regulation and legislation is 
stepping up and China has released a new government policy 
that bans the publishing of false information or deep fakes 
online without proper disclosure that the post in question 
was created with AI or VR technology.

Cue data vigilantes to mitigate such influences and protect. 
Investigative journalist Tom Van de Weghe, speaking in Fast 
Company, references soft biometric signatures as the next 
innovation in anti-deep fake technology. Individual facial tics 
from raised brows, lip movements and hand movements will 
become key signifiers in determining whether such tics have 
been artificially created for videos. Expect a proliferation 
of tools to help identify artifice; Fake Photos By Hany Farid 
(MIT Press) is a guide to techniques for detecting doctored 
and fake images in photographs and digital media. The 
challenge over the coming years will be the discipline to live 
our fantasies without loosening our grip on reality. 
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