
Boost your MFA strategy 
with biometrics
FEITIAN Passwordless Biometric Security Keys 
and Smart Cards with Azure AD Identity

From FEITIAN and Microsoft
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Your employees’ passwords are a problem

$70

Is the average help 
desk labor cost for a 
single password reset.

Source: Forrester Research

20-50%

Of all help desk calls 
are for password 
resets.

Source: Gartner Group

81%

Of breaches leverage 
stolen or weak 
passwords.

Source: Verizon 2017 Data Breach
Investigations Report

$

https://www.infosecurity-magazine.com/webinars/password-management-getting/
https://www.infosecurity-magazine.com/webinars/password-management-getting/
https://enterprise.verizon.com/resources/reports/2017_dbir.pdf
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Vulnerable online accounts, 
systems, and applications

Excessive IT costs and 
workload due to passwords

Poor authentication 
user experiences

• Hackers are taking advantage of 
the pandemic to launch large-scale 
network attacks.

• Remote employees are connecting 
to untrustworthy public networks.

• Employees reusing passwords 
increases the likelihood of a data 
breach.

• Most IT help desk calls are for 
password resets.

• Resetting an employee’s password 
is more complex than a quick, 
one-click action.

• Password resets take up IT 
resources and can be costly to an 
enterprise.

• Employees constantly need to 
memorize and keep track of new 
passwords.

• Tedious multi-factor authentication 
processes cause user friction.

• Traditional OTP methods are 
time consuming.

• Account lockouts due to a user’s 
inability to remember passwords 
slow productivity.

What’s at risk for your business?
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Enhance security 
and privacy

Decrease IT 
management costs

Streamline employee 
productivity

Step up your security by 
introducing biometrics to your 
Azure AD multi-factor 
authentication protocols.

Cut down expenses and reduce 
your IT support team’s 
workload by eliminating 
password resets altogether. 

Improve user experience by 
going passwordless. Users will 
not have anything to 
remember, reset, or reuse. 

Secure. Innovative. Value-priced. 

FEITIAN passwordless biometric security keys and security cards with Azure AD
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Enhance security and privacy

Future-proof, biometric technology

Passwordless solutions

Defense against phishing and MTM 
attacks

Protection from server credential 
breaches



6

Decrease IT management costs

The most cost-effective 
authentication method

Conserve your IT support resources

One key card for multiple uses

Includes physical access and 
payment processes
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Streamline employee productivity

Frictionless fingerprint access

Seamless multi-factor authentication

Biometric FIDO2 security keys and 
Azure AD

Designed for all devices



Choose your interface 
preferences

• USB-A

• USB-C

• FIDO U2F

• FIDO2

• Fingerprint Biometric

• OATH HOTCP

• NFC

• BLE 

• NDEF (HOTP)

• Smart Card (GIDS)

• Smart Card (PIV)

Integrate with Microsoft 
technology

• Azure Active Directory

• Single sign-on (SSO) to cloud and 
on-premises resources

• Windows Hello for Business

• Microsoft Accounts
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Maximize your investment in Microsoft solutions
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FEITIAN is identified as a 
preferred partner in the 
Microsoft Intelligent 
Security Association 
(MISA). 

Source: MISA

FEITIAN is a board 
member of the FIDO 
Alliance, an association 
developing 
authentication standards 
across the globe. 

Source: FIDO Alliance

Of attacks can be 
prevented with multi-
factor authentication. 

Source: Microsoft

Why FEITIAN?

MISA recognized FIDO Alliance member99.9% effective

https://azuremarketplace.microsoft.com/en-us/marketplace/apps/feitiantechnologiesusinc.passwordlessaccesstoazure?tab=OverviewCloudGen
https://fidoalliance.org/members/
https://www.microsoft.com/security/blog/2019/08/20/one-simple-action-you-can-take-to-prevent-99-9-percent-of-account-attacks/
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FEITIAN passwordless biometric security keys and 
smart cards

Please see the full line of 
FEITIAN passwordless 
security keys and smart 
cards.

https://www.ftsafe.com/download/files/Brochure/FIDO_Security_Key/Flyer_ePass_FIDO_Series.pdf


Learn more or order FEITIAN passwordless fingerprint biometric security keys and smart 
cards with Microsoft Azure AD at: https://shop.ftsafe.us/pages/Microsoft.

*For a limited time, FEITIAN is offering new Microsoft users a one-time discount of 10% for 
purchases on ftsafe.us. When checking out, enter the discount code: MSFT-FTUS-209-10 
(Valid on www.FTSafe.us only.)

For further information or assistance, please visit:
• www.FTSafe.com (International)

• www.FTSafe.us (US, Canada, and Mexico)

Next steps
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https://shop.ftsafe.us/pages/microsoft
https://shop.ftsafe.us/pages/microsoft
http://www.ftsafe.us/
http://www.ftsafe.com/
http://www.ftsafe.us/
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