How to use MEK-D8945AL EVK to connect to
lora server

MA IO

Maximize

Company: MAXIIOT Co.Ltd.
Department: R&D Team

Web: http://www.maxiiot.com/index.html

Date: 2019-01-16

Background & Summary

This document is intended to help developers understand how to configure and use the MEK-D8945AL EVK
through AT commands to communicate with lorawan network server.
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1.Introduction
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e MEK-D8945AL EVK has two versions of the AT command table, which used for LoRaWAN1.0.2 and
LoRaWAN1.1 communication protocols respectively. They correspond to different firmware versions.
For example, the file <<MAXIIOT DL7X1X-AT-CMD-LRWAN1_0_2-V1.7 >> is prepared for LoORaWAN1.0.2
protocol, and the file <<MAXIIOT DL7X1X-AT-CMD-LRWAN1_1-v2.0 >> is prepared for LoORaWAN1.1

protocol.
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2.Development environment

e Plug MEK-D8945AL's usb connector into your computer. It will install the FT232RL driver on the
computer automatically. Then you can find a new serial device in Device Manager. If not, click https://w
ww.ftdichip.com/Drivers/VCP.htm to download suitable driver and install it manually.
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e [nstall and open the software "sscom5-DL7X1X-LRWAN102" or "sscom5-DL7X1X-LRWAN110" which you
download from https://www.lpwanlab.com/products/plug-and-play-mek-d8945al-lora-evaluation-kit .

o UART Configuration

parameter content

Baud Rate 115,200 bps
Data bit 8 bit
Stop bit 1 bit

Parity bit None


https://www.lpwanlab.com/products/plug-and-play-mek-d8945al-lora-evaluation-kit

I'ﬂ\ SSCOM3.2 (Author: NieXiaoMeng . http:/fwww.mcu51.com, Email: mcu52@1... | = || (=] ||i:h|

0K | Set NMulti Char ]com DATA |

EEEOOTING o DATA SEND

Eooting. .. [ |aT 1

Tovalon: DLTA15ROLATS | AT+INFO z

LoraMacz: 1.0.2 [ |AT+CGNI 3

Date: 2018-12-11 [ [AT+HILAC 4

Comp: Maxiieot Ltd. [ [ATHEE 5

0K
[ |[AT+RESTORE (a]
[ |AT+SLEEF T
[ |AT+SAVE a
[ [AT+DEEUG=1 9
[ [AT+HCGATT 10
[ |&T+DEVEUI 11
[ [AT+APFEUI 12
[ |&T+APFEEY 13
[ [AT+CLASS 14
[ [&T+ISMEAND=1 15
[ [AT+CHMASE=00ff, 0000, 0000, 16
[ |AT+CHSET=7, 433500000, 0, 5 17
[ [AT+REWINZ=434665000, 12 13
[ [AT+ACTIVATE=0 19
[ |AT+C50 2n
[ |AT+ADDR 21
[ |&T+A4FFEUI 22
[ [AT+NWESKEY 23
[~ [AT+AFPSKEY 24
C larasmo—n bl =
[ Round send, interval|l000 Lo

Openfile |FileHm SendFile| SaveData| Clear |I_ HexData

Comlium [CONT4 v | @ CloseCom| Help | WWW. McU/51.COM Hide

AFCEITHEBRESomInERL! [ERF]

BaudRa 15200 24 1 DTH B G  PCBHTHE & ANF BN £100 : 800058315 (B A)

DataBl® T T Send eve 11000 mMS/TIMe " p ey psp wrasoons. 131 TAETRH |

StopRi|l > | I SendHEX | I¥ SendNew bhs. afuiot. conFFRAIEE B 1L

Verify Mone || Data input: SEND | RT-Thread B E §1H 8 &5 i FRnE iR 1F

FlowCeo Mone  » | |AT+NRE

w.mcu51.¢S:12 R:133 COM74 opened 1CTS=0 DSR=0 RLSD=0

Note: Remember to choose "SendNew to add carriage returns and line feeds before sending AT commands.

3.Configuration

e Choose the appropriate ISM band , for example: AS923
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o AT+ISMBAND=1
e Choose the appropriate uplink channel, for example: channel 0 to channel 7

o AT+CHMASK=00ff,0000,0000,0000,0000,0000
e Choose CLASS mode, class A or class C

o AT+CLASS=A
e Choose the activation way, OTAA or ABP

o AT+ACTIVATE=1
e List all current configuration

o AT+NCONFIG
e Enable debug mode, this can help you know the lorawan process

o AT+DEBUG=1

4.Activation

Before using the MEK-D8945AL, you need to make sure that your lora gateway and server are suitable and
usable.

Over-the-Air Activation

e Make sure device is in OTAA mode

o AT+ACTIVATE

m return: "+ACTIVATE:1"
o AT+ACTIVATE=1 (if not, switch to this mode)

o AT+SAVE
e Read the DEVEUI, APPEUI and APPKEY value.

o AT+DEVEUI
o AT+APPEUI
o AT+APPKEY
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I'ﬂ\ SSCOM3.2 (Author: NieXiaoMeng . http:/fwww.mcu51.com, Email: mcu52@1... | = || (=] ||ﬁ|

REEOOTING | Set NMulti Char | COM DATA |
Eooting. .. HEX DATA SEND
Devilame: DLYA1Z [ |aT 1
e g :
Date:  2018-12-11 [ AT+CGNI 3
Comp: Maxiiot Ltd. [ |AT+CLAC 4
0K
+DevEl : 24cHd3eR 325 TT457 [/IAT+HRB 5
0K [ |AT+RESTORE B
+APPEUT : 52607369626 T4847 [ |4T+SLEEP i
OK [ [AT+SAVE )
S%PFKEY.2}3?8151EuZBaedEaE.able58809cf4f3c — GT+DRRTGoT 5
| [ |AT+HIGATT 10
[ |AT+DEVEUI 11
[ |AT+4PPEUI 12
[ |AT+APFEEY 13
[ |AT+CLALSS 14
[ |AT+ISNEAND=1 15
[ |AT+CHM&SK=00ff, 0000, 0000, 1 16
[ |AT+CHSET=T, 433500000, 0,5 17
[ |AT+REWINZ=434FR5000, 12 18
[ AT+4CTIVATE=0 19
[ |AT+CE0 20
[ |4T+4DDR 21
[ |AT+AFFEUI 22
[ |AT+NVESKEY 23
[ |AT+4FPSKEY 24
[ laTeamp—n L]
[ Round send, interval|l000 Lo
Openfile |FileHm SendFile| SaveData| Clear |I_ HexData
Conlium|[COM7¢ | @ CloseCom|  Help | WWW. McU51.COM Hide
RaudRa 115200 « | ™ DTR ~ RTS ArcEITERESH0mIRERN! [EM]
| PCEFT#1&h0r BNIP £Y00 : 30005831 5 (A~ A
DataBi8 Y| [ Send eve [1000  ms/Time preprisp usocoons, 12 Ihas@aE
StopRi|l | [ SendHEX ¥ SendMew bhs. afuiot. conFFRTHIEE FiL 1T
Verify Mone | Data input: RT—ThreadEEEq:‘Eﬂﬂ?ﬁ%%ﬁﬁﬁﬂﬂi@ﬁ%ﬁ
FlowCo/Mone v || [AT+APPEEY

w.mcu51.¢S:41 R:235 COM74 opened 1CTS=0 DSR=0 RLSD=0

e Register the device as an OTAA device on the lora server.




Applications / 111 / Devices / Create

Device name *
DL7612-F457

The name may enly contain words, numbers and dashes

Device description*

DL7612
Device EUI*
24 c5d9 e6 32 57 f4 57 MSB &
Device-profile *
AS923-0TAA-CLASSA v
Disable frame-counter validation
Note that disabling the frame-counter validation will compromise security as it enables people to perform replay-attacks
CREATE DEVICE
Applications / 111 / Devices / DL7612-F457 @ DELETE

CONFIGURATION KEYS (OTAA) ACTIVATION LIVE DEVICE DATA LIVE LORAWAN FRAMES
Application key (LoRaWAN 1.0) *
2b7e 1516 28 ae d2 a6 ab f7 1588 09 cf 4f 3¢ MSB C ©

For LoRaWAN 1.0 devices, this is the only key you need to set. In case your device supports LoRaWAN 1.1, update the device-profile first

SET DEVICE-KEYS

e Restart the device, it will join the network automatically. If the activation is successful, the device will

print "+CGATT:1". If fail after one minute, the device will print "+CGATT:0".

o AT+NRB
o AT+CGATT (option) : check the status of activation
o "+CGATT:1"
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REBOOTING

Ecoting. .
Devlame: DLYB1Z

LoraMac: 1.0, 2

TEIDONE

95 Bl 47
— OTAL-CK
+COGATT : 1

YWersion: DLYB1ZROLAYS

Date: 2018-12-11
Comp: Maxiiot Ltd.
0K

- OTAL-Trv

— CHT S9Z4600000 DRZ

REWINL 924600000 DEZ
radie rx:17,20 22 1e 3b ed b9 b3 Ge Of ce <2 2B Th foO

| Set Multi Char |CoM DATA |

HEX DATA SEND
AT 1
AT+INFO 2
AT+E4VE 3
AT+CLAC ¢
AT+NEE ]
AT+RESTORE ]
AT+ELEEF T
AT+DEENG=1 ]

9
AT+CCGATT 10
AT+DEVEUI 11
AT+AFFETI 12
AT+AFFEEY 13
AT+HCLASE 14
AT+IEMEAND=1 15

AT+CHMASE=00£ £, 0000, 0000, 16
AT+CHEET=7, 4533500000, 0,5 17

0 L S S e e e A A

AT+REWINZ=434660000, 12 13
AT+ACTIVATE=0 19
AT+CER 20
AT+ADDE 21
AT+AFFEUI 22
AT+NWESEET 23
AT+APPEEEY 24
AL AThD — 1" Ll

[ Round send, interval|l000 Lo

OpenFile||Filebin

Comllum [CONTL +

SendFile| SaveData| Clear “_ HexData

@ CloseCom| Help | WWW. McU/51.COM Hide

115200 + OTR aTS APCEITERESFRomIRERM! [EF]
BaudR? u = . PCE¥TH 15 h0r BNIE 700 : 800058315 CAER AD
DataBl® Y|/ Send eve |1000  msfTiMe " pap riop prasooms. 131 TaEERH |
StopBi|l ¥ || [~ SendHEX [¥ Sendhew bhs. afuiot. comH HANEE B
VerifyMone | Data input: RT-Thread3k B " E 81 15 5 2 i FANEE PR 1F
FlowCe{None v | [AT+NRE
~.mcu51.¢S:8 R:285 |COM74 opened 1CTS=0 DSR=0 RLSD=0




DOWNLINK

7:04:21 PM

JoinAccept

UPLINK

7:04:21 PM

¥ rdnfo: [] 1item
v O {} 12 keys

gatewayld: "24c5d%9eb3257139f"

time: "2019-01-18T11:04:497"
timeSinceGpsEpoch: null
timestamp: 3943618596

rssi: -58

loraSnr: 11.2

channel: 0

rfChain: 1

board: 0

antenna: 0

¥ location: {} 5 keys

latitude: 22.5

longitude: 113.9

altitude: 52

source: "UNKNOWN"

accuracy: 0
fineTimestampType: "NOMNE"

v txInfo: { 3 keys
frequency: 924200000
modulation: "LORA”
v loRaModulationInfa: {} 4 keys

bandwidth: 125
spreadingFactor: 10
codeRate: "4/5°
polarizationlnversion: false

JoinRequest

Activation by Personalization

e Make sure device is in ABP mode

o AT+ACTIVATE

= return: "+ACTIVATE:1"

o AT+ACTIVATE=0 (if not, switch to this mode)

o

e Read the DEVEUI, Device Address, NWKSKEY and APPSKEY value.

O O O O

AT+SAVE

AT+DEVEUI
AT+ADDR
AT+NWKSKEY
AT+APPSKEY

24c5d9%e632571457

v phyPayload: {} 3 keys
v mhdr: {} 2 keys

mType: “JoinRequest”
major: "LoRaWANR1"

v macPayload: {} 3 keys

joinEUL: "526973696e674847"
devEUL: "24c5d9e63257f457"
devNonce: 7287

mic: "d00dd611"


af://n207

iflh SSCOM3.2 (Author: NieXiaoMeng . http://www.mcu51.com, Email: mcu52... | = | = [wids|

REEOOTING + | Set Multi Char | COM DATA |
Eooting. .. HEX DATA SEND
Devlame: DLTBE1Z [ [aT i
Yersion: DLTBR1ZRO1ATS
LoraMac: 1,002 | JAT+INFO 2
Date: 2018-12-11 | |AT+EAVE 3
Comp: Maxziiot Ltd [ |&T+CLAC 4
0K
+DevElT : 24c5d9e6325TF45T || |AT+HRE 2
Ok [ |AT+RESTORE &
+ADDR : 3257457 [ |AT+SLEEF 7
UK N = B
+4PPEKET : 6e0TRTA020cceh5Ech0bETT44303353 - AT+DEBUG=0 5
O
+HVESKET : f6d9841 chdRe82d6e5de4B04b005298 [ |AT+CGATT 10
OK [ |AT+DEVEUI 11
[ [AT+APPEUT 12
[ |AT+AFFEEY 13
[ |AT+CLASS 14
[ |AT+ISMEAND=0 15
[ |AT+CHMASE=00££, 0000, 0000, 1 16
[ |AT+CHSET=T, 433500000, 0,5 17
[ [AT+RIWINZ=434/E5000, 12 18
[ [AT+ACTIVATE=0 19
[ JAT+CE0 20
[ |[AT+&DDR 21
[ |AT+APPSKEY 22
[ |AT+NWESKEY 23
[ |AT+PORT 24
[ |AT+ADE 25
[ [AT+DR=2 26
[ JAT+CFH=1 27
[ |AT+NNMGS=5, A4112233EE 28
[ |AT+NCMGS=5, HELLO 29
T JAT+NQNGS 20
[ Round send, interval |1000 ..
Dpenfile |FileHm SendFile| SaveData| Clear ||_ HexData
Comlm|[COMT4 v| @ CloseCon|  Help | WWW. MCU51.COM Hide
APCEITHRESZ0TIREGLM! [EM]
BaudRa 115200 | [~ DTR [ RTS = ;
e oo | pCBATHE & OF BNEB 100 : 800058315 (A B A)
DataBilf [ Send eve MS{TIME T & 7L4E braceons, 13 ThEs@aE+ !

StopEill || 7 SenddEx ¥ SendMNew bhs. afuiot. com FFHIHIEE 61T )
?erify MNaone L Data j_npu-t; RT—Thread5E§q3Eﬂﬁ?ﬁ%ﬁﬁﬁﬁﬂﬁi@ﬁéﬁ

FlowCoMaone IAT+NYESEEY

N.mcu51.S$:52 R:273  COM74 opened 1CTS=0 DSR=0 RLSD=0

e Register the device as an ABP device on the lora server.




Applications / 111 / Devices / Create

Device name *
DL7612-FAS57

The name may only contain words, numbers and dashes

Device description *

DL7612

Device EUI*
24 ¢c5d9 e6 32 57 f4 57

Mse

Device-profile *
AS923-ABP-CLASSA

Disable frame-counter validation

Note that disabling the frame-counter validation will compromise security as it enables people to perform replay-attacks

CREATE DEVICE

Applications / 111 / Devices / DL7612-F457

CONFIGURATION KEYS (OTAA) ACTIVATION LIVE DEVICE DATA

Device address *

32 57 4 57

B DELETE

LIVE LORAWAN FRAMES

MsB (¥

Network session key (LoRaWAN 1.0) *
2b7e 1516 28 ae d2 a6 ab f7 15 88 09 cf 4f 3¢

MSB C ©

Application session key (LoRaWAN 1.0) *
2b7e 151628 ae d2 ab ab f7 15 88 09 cf 4f 3¢

MSE C ©

Uplink frame-counter *

0

Downlink frame-counter (network) =

0

(RE)ACTIVATE DEVICE

e Restart the device, then device is in ABP mode.

5.Transmission


af://n243

Uplink transmission

e Choose confirm frame mode or unconfirm frame mode

o confirm frame mode: AT+CFM=1
o unconfirm frame mode: AT+CFM=0
e Device sends an uplink frame. If tx done, device will print "+NMGS:0" . In confirm frame mode, If
receive "ACK" from server, device will print "+NSMI:1" , if not, print "+NSMI:0".

o send by hex format: AT+NMGS=5,AA112233BB
o send by char format: AT+NCMGS=5,HELLO


af://n245

ilh SSCOM3.2 (Author: NieXiaoMeng

. http://www.mcu51.com, Email: mcu52@163....| = || =] ||£h|

REEOOTING

Booting. .
Deviame :
Version:
Loralac:
Date:
Comp:

DK

DLTR1Z
DLYA1ZRO0O1ATS
1.0.2
2018-12-11
Maxiiet Ltd.

OT4a-Tryv

CHE 924400000 DRZ
TEDONE

REWIN1 924400000 DRZ

41 BB ch

- OTAA-OE

+CGATT:1

- LoRaMacBuffer:80 aa f9% 31 07 80 01 00 02
15 f4 2f 2f bi&

= g00000 DRZ
+HNGE:0

- TEZDONE
— REWIN1 923800000 DRZ

da Ob 91
+ACK

[HFOptslen » 0, into mac command
+NENI:1 |

radic rx:17,20 43 cb cd 4a fc 16 bb b2 f4 22 36 a3 bc

radie rx:17,60 aa £9 31 07 a5 00 Q0 03 52 03 Q0 01 ee

OpenFile|[Fileln
Comium [COM74 «| @ CloseCom|

[ DTR

Help |

EaudRal 115200 = [ RTS

~ | Set Multi Char |com DATA |

AT+ACTIVATE=0
AT+CE0

AT+ADDR
AT+APTEEEY
AT+NWEEEEY
AT+FORT

AT+ADER

AT+DR=2

AT+CFN=1
AT+NMGE=5, 4411 2235EE
AT+NCHMGE=5, HELLO

HEX DATA SEND

[ |aT 1

[ |4T+INFO 2

[ |AT+E4VE 3

[ |&AT+CLAC 4

[ |4T+NEE 5

[ |AT+RESTCRE B

[ |4T+ELEEP 7

[ [AT+DEBUG=1 8

[ 9

[ |AT+CGATT 10

[ |AT+DEVEUI 11
37 98 d9 a2 [ |AT+4PPEUI 1z

[ |AT+4FPFEEY 13

[ |4T+CLASS 14

[ |AT+ISMEAND=1 15

[ |AT+CHMASE=00ff, 0000, 0000,1 18

[ |AT+CHSET=T, 433500000, 0,5 17

[ |AT+RXWINZ=434665000, 12 18

-

-

-

-

-

-

-

-

-

-

-

—

P ol Fah | Fal ] 20

[ Round send, interval 1000 -

SendFile| SaveData| Clear “_ HexData

WWW. Mct/51.¢cOM Hide

APCEITERESHomIiEaL! [ER]
PCEYTHE & h0F BhIE 6100 : 800058515 (A1 A

DataBiff Y|/ T Send eve [1000  msfTimel" prgp niop preceoms. 131 Thar @+ |
StopBi|! > || [ SendHEX ¥ SendMew bbs. afuiot. conHRANEE bt

VerifyMone || Data input: SEND RT-Thread B F El§1H 2 5w AR F1E{E
FlowCoMore v || [AT+NNGS=5, 4A112233EE

w.mcu51.¢5:30 R:541 | COM74 opened 1CTS=0 DSR=0 RLSD=0




DOWNLINK 7:01:46 PM

UnconfirmedDataDown 073119aa

UPLINK 7:01:46 PM

¥ mnfo: [] 1item
v 0 {} 12 keys
gatewayld: "24c5d%9e63257f39f"
time: "2019-01-18T11:02:147"
timeSinceGpsEpoch: null
timestamp: 37885122706
rssi: -53
loraSnr: 10.5
channel: 7
rfChain: 0
board: 0
antenna: 0
¥ location: {} 5 keys
latitude: 22.5
longitude: 113.9
altitude: 52
source: "UNKNCOWN"
accuracy: 0
fineTimestampType: "NOMNE"
v tnfo: {} 3 keys
frequency: 923800000
modulation: "LORA"
¥ loRaModulationInfo: {} 4 keys
bandwidth: 125
spreadingFactor: 10
codeRate: "4/5°
polarizationInversion: false

e Uplink transmission statistical

o AT+NQMGS

Downlink transmission

ConfirmedDatalp 073119aa

v phyPayload: {} 3 keys
¥ mhdr: {} 2keys
mType: "ConfirmedDataUp”™
major: "LoRaWANR1"
* macPayload: {} 3 keys
v fhdr: {} 4keys
devAddr: "0731f%aa"
v fCtrl: {} 5keys
adr: true
adrAckReq: false
ack: false
fPending: false
classB: false
fCnt: 1
fOpts: null
fPort: 2
¥ frmPayload: [I 1 item
v 0 {} 1key
bytes: "NyjZohU="
mic: "f42f2fb6"

e Sending a downlink frame by lora server. If device is in class A mode, device need to send an uplink
frame and then receives the downlink frame. If device is in class C mode, it will receive immediately.
When device receives the frame, it will print it or cache up.


af://n270

downlink

devEUI : 24c5d9e63257f457

Data type : STRING

Data : 12354

— LoRaMacBuffer:80 dd 4e 6d 06 82 02 00 03 OF 02 0d da 3a ac
be dE 92 4c Gh

- CH1 923400000 DES

+HNGS:0

0K

- TEDONE

— RIWIN1 923400000 DRES

radio r¥:23, 60 dd d4el Ad 06 a5 01 00 03 53 03 00 01 02 Bd 72 dl
bf e3 0e 9f 6f 5d

+ACE

+Flptslen » 0, into mac command

+5ize:h

+Decode FENPavlead: 31 32 33 30 E6
+REE51:—R2  SNE:Z2G

+HENI:1

e Downlink transmission statistical

o AT+NQMGR
e Read device receiving signal strength

o AT+CSQ
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