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MOCK TEST PAPER – 1 

FINAL COURSE: GROUP – II 

PAPER – 6: INFORMATION SYSTEMS CONTROL & AUDIT 

SUGGESTED ANSWERS/HINTS 

1. (a) Major characteristics to qualify for a true ERP solution are given as follows: 
♦ Flexibility: An ERP system should be flexible to respond to the changing 

needs of an enterprise. The client server technology enables ERP to run 
across various database back-ends through Open Database Connectivity 
(ODBC). 

♦ Modular & Open: ERP system has to have open system architecture. This 
means that any module can be interfaced or detached whenever required 
without affecting the other modules. It should support multiple hardware 
platforms for the companies having heterogeneous collection of systems. It 
must support some third party add-ons also. 

♦ Comprehensive: It should be able to support variety of organizational 
functions and must be suitable for a wide range of business organizations. 

♦ Beyond The Company: It should not be confined to the organizational 
boundaries, rather support the on-line connectivity to the other business 
entities of the organization. 

♦ Best Business Practices: It must have a collection of the best business 
processes applicable worldwide. An ERP package imposes its own logic on a 
company’s strategy, culture and organization. 

(b) Major steps, involved in the implementation of a typical ERP package are given as 
follows: 
(i) Identifying the needs for implementing an ERP package; 
(ii) Evaluating the ‘As Is’ situation of the business i.e. to understand the strengths 

and weaknesses prevailing under the existing circumstances; 
(iii) Deciding the ‘Would be’ situation for the business i.e. the changes expected 

after the implementation of ERP; 
(iv) Reengineering the Business Process to achieve the desired results in the 

existing processes;  
(v) Evaluating various available ERP packages to assess suitability; 
(vi) Finalizing the most suitable ERP package for implementation; 
(vii) Installing the required hardware and networks for the selected ERP package; 
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(viii) Finalizing the Implementation consultants, who will assist in implementation; 
and 

(ix) Implementing the ERP package. 
(c) File Conversion: Since large files of information must be converted from one 

medium to another; this phase should be started long before programming and 
testing are completed. The cost and related problems of file conversion are 
significant whether they involve on-line files (common database) or off-line files.  

 In order to get the conversion to be as accurate as possible, file conversion 
programs must be thoroughly tested. Adequate control, such as record counts and 
control totals, should be required output of the conversion program. The existing 
computer files should be kept for a period of time until sufficient files are 
accumulated for back up. This is necessary in case the files must be reconstructed 
from scratch after a "bug'' is discovered later in the conversion routine. 

(d) [Section 3] Authentication of Electronic Records: 
(1) Subject to the provisions of this section any subscriber may authenticate an 

electronic record by affixing his Digital Signature. 
(2) The authentication of the electronic record shall be effected by the use of 

asymmetric crypto system and hash function which envelop and transform the 
initial electronic record into another electronic record. 

 Explanation - 
 For the purposes of this sub-section, "Hash function" means an algorithm 

mapping or translation of one sequence of bits into another, generally smaller, 
set known as "Hash Result" such that an electronic record yields the same 
hash result every time the algorithm is executed with the same electronic 
record as its input making it computationally infeasible 
(a) to derive or reconstruct the original electronic record from the hash result 

produced by the algorithm; 
(b) that two electronic records can produce the same hash result using the 

algorithm. 
(3) Any person by the use of a public key of the subscriber can verify the 

electronic record. 
(4) The private key and the public key are unique to the subscriber and constitute 

a functioning key pair. 
2. (a)  Major weaknesses of waterfall approach are given as follows: 

♦ Inflexible, slow, costly, and cumbersome due to significant structure and tight 
controls. 
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♦ Project progresses forward, with only slight movement backward. 
♦ Little room for use of iteration, which can reduce manageability if used. 
♦ Depends upon early identification and specification of requirements, yet users 

may not be able to clearly define what they need early in the project. 
♦ Requirement inconsistencies, missing system components and unexpected 

development needs are often discovered during design and coding. 
♦ Problems are often not discovered until system testing. 
♦ System performance cannot be tested until the system is almost fully coded, 

and under capacity may be difficult to correct. 
♦ Difficult to respond to changes. Changes that occur later in the life cycle are 

more costly and are thus discouraged. 
♦ Produces excessive documentation and keeping it updated as the project 

progresses is time-consuming. 
♦ Written specifications ate often difficult for users to read and thoroughly 

appreciate. 
♦ Promotes the gap between users and developers with clear vision of 

responsibility. 
(b)  Role of an IS Auditor with reference to Authorization Controls is given as under: 

♦ Transactions in an application system are manually authorized, the controls 
that ensure that no unauthorized modifications take place after authorization 
and prior to establishing input controls? Determine if the proper level of 
management is authorizing the transaction activity. 

♦ If transaction authorization is facilitated by logical access restrictions, select a 
sample of access rules applying to transaction input and update, and verify if 
the appropriate people have these capabilities.  

♦ Identify any allowable overrides or bypasses of data validation and edit checks 
(authorization, monitoring, etc.)  Determine who can do the overrides and 
verify that they are in a management position that should have this authority.  
Are all uses of the override features automatically logged so these actions can 
be subsequently analyzed for appropriateness? 

♦ Implement specific procedures to handle urgent matter, such as logging all 
emergency changes that required deviations from standard procedures and 
having management review and approve them after the fact. Make sure there 
is as audit trail for all urgent matters. 

♦ Review by IT management to monitor, and approve all changes to hardware, 
software, and personnel responsibilities. 
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♦ Assigned and authorized responsibilities to those involved in the change and 
monitor their work with adequate segregation of duties. 

(c) [Section 8] Publication of rules, regulation, etc. in Electronic Gazette: Where 
any law provides that any rule, regulation, order, bye-law, notification or any other 
matter shall be published in the Official Gazette, then, such requirement shall be 
deemed to have been satisfied if such rule, regulation, order, bye-law, notification or 
any other matter is published in the Official Gazette or Electronic Gazette: 

 However 
 where any rule, regulation, order, bye-law, notification or any other matters 

published in the Official Gazette or Electronic Gazette, the date of publication shall 
be deemed to be the date of the Gazette which was first published in any form. 

3. (a) Executive Information Systems (EIS): An Executive Information System, 
sometimes also referred as an Executive Support System (ESS) is a DSS that is 
designed to meet the special needs of top-level managers.  Some people use the 
terms “EIS” and “ESS” interchangeably also. Any distinction between the two 
usually is because of their capabilities e.g. Executive Support Systems are likely to 
incorporate additional capabilities such as electronic mail etc.  

  Major characteristics of Executive Information Systems (EIS) are given as follows: 
♦ EIS is a Computer-based-information system that serves the information need 

of top executives. 
♦ EIS enables users to extract summary data and model complex, problems 

without the need to learn query languages statistical formulas or high 
computing skills. 

♦ EIS provides rapid access to timely information and direct access to 
management reports. 

♦ EIS is capable of accessing both internal and external data. 
♦ EIS provides extensive online analysis tool like trend analysis, market 

conditions etc. 
♦ EIS can easily be given a DSS support for decision making. 

(b) Restorative Information Protection: If an organization cannot recover or recreate 
critical information systems in an acceptable time period, the organization will suffer 
and possibly have to go out of business. Hence, the key requirement of any 
restorative information system protection plan is that the information systems can 
be recovered. The claim of back program to backup data automatically cannot be 
reliable. It has so many problems. The restorative information protection program 
must address the following:  
♦ Whether the recovery process has been evaluated and tested recently? 
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♦ The time taken for restoration, 
♦ The quantum of productivity loss, 
♦ The strict adherence of plan, and  
♦ The time needed to input the data changes since the last backup. 

(c) Possible advantages of SDLC from the perspective of IS Audit are given as follows: 
♦ IS auditor can have clear understanding of the various phases in the SDLC on 

the basis of the detailed documentation created during each phase of the 
SDLC. 

♦ IS Auditor on the basis of his examination, can state in his/her report about the 
compliance by the IS management of the procedures, if any, set up by the 
management. 

♦ IS Auditor, having technical knowledge in various related areas of SDLC, can 
be a guide during various phases of SDLC. 

♦ IS auditor can provide an evaluation of the methods and techniques used 
through various development phases of the SDLC. 

4. (a) Major tasks to be undertaken in the ‘Business Impact Analysis’ phase while 
developing a Business Continuity Plan are given as follows: 
♦ Identify organisational risks - This includes single point of failure and 

infrastructure risks. The objective is to identify risks and opportunities and to 
minimise potential threats that may lead to a disaster.  

♦ Identify critical business processes. 
♦ Identify and quantify threats/risks to critical business processes both in terms 

of outage and financial impact. 
♦ Identify dependencies and interdependencies of critical business processes 

and the order in which they must be restored. 
♦ Determine the maximum allowable downtime for each business process. 
♦ Identify the type and the quantity of resources required for recovery e.g. tables 

chairs, faxes, photocopies, safes, desktops, printers, etc. 
♦ Determine the impact to the organisation in the event of a disaster, e.g. 

financial reputation, etc. 
(b)  Major points, which are required to be taken into consideration for Asset and 

Security Classification with reference to Information Security Policy, are given as 
follows: 
♦ An inventory of assets must be maintained. This must include physical, 

software and information assets.  
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♦ A formal, documented classification scheme (as set out in the Information 
Classification Policy) should be in place and all staff must comply with it.  

♦ The originator or 'owner' of an item of information (e.g. a document, file, 
diskette, printed report, screen display, e-mail, etc.) should provide a security 
classification, where appropriate.  

♦ The handling of information, which is protectively marked CONFIDENTIAL or 
above must be specifically approved (i.e. above RESTRICTED). 

♦ Exchanges of data and software between organizations must be controlled. 
Organizations to whom information is to be sent must be informed of the 
protective marking associated with that information, in order to establish that it 
will be handled by personnel with a suitable clearance corresponding to the 
protective marking.  

♦ Appropriate procedures for information labeling and handling must be agreed 
and put into practice. 

♦ Classified waste must be disposed of appropriately and securely. 
(c) Detective Controls: These controls are designed to detect errors, omissions or 

malicious acts that occur and report the occurrence. An example of a detective 
control would be a use of automatic expenditure profiling where management gets 
regular reports of spend to date against profiled spend. Some of the examples of 
detective controls include: 
♦ Hash totals, 
♦ Check points in production jobs, 
♦ Echo control in telecommunications, 
♦ Error message over tape labels, 
♦ Duplicate checking of calculations, 
♦ Periodic performance reporting with variances, 
♦ Past-due accounts report, 
♦ The internal audit functions, 
♦ Intrusion detection system, 
♦ Cash counts and bank reconciliation, and 
♦ Monitoring expenditures against budgeted amount. 

 Major characteristics of detective controls are given as follows: 
♦ Clear understanding of lawful activities so that anything which deviates from 

these is reported as unlawful, malicious, etc.; 
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♦ An established mechanism to refer the reported unlawful activities to the 
appropriate person or group; 

♦ Interaction with the preventive control to prevent such acts from occurring; and 
♦ Surprise checks by supervisor. 

5. (a)  Expert System: An Expert System is highly developed DSS that utilizes knowledge 
generally possessed by an expert to share a problem. Expert Systems are software 
systems that imitate the reasoning processes of human experts and provide 
decision makers with the type of advice they would normally receive from such 
expert systems.  

  For instance, an expert system in the area of investment portfolio management 
might ask its user a number of specific questions relating to investments for a 
particular client like – how much can be invested. Does the client have any 
preferences regarding specific types of securities? 

 Key benefits of Expert Systems are given as follows: 
♦ Expert Systems preserve knowledge that might be lost through retirement, 

resignation or death of an acknowledged company expert. 
♦ Expert Systems put information into an active-form so it can be summoned 

almost as a real-life expert might be summoned. 
♦ Expert Systems assist novices in thinking the way experienced professional do. 
♦ Expert Systems are not subjected to such human feelings as fatigue, being too 

busy, or being emotional. 
♦ Expert Systems can be effectively used as a strategic tool in various areas e.g. 

marketing products, cutting costs and improving products. 
 However, it is also noteworthy to mention here that in spite of these aforementioned 

benefits, still Expert Systems are not always the answer to managerial or 
organizational problems.   

(b)  The detailed controls and objectives of Access Control with reference to Information 
Security Management System (ISMS) are given as follows: 
♦ Business requirement for access control: To control access to information; 
♦ User access management: To prevent unauthorized access to info systems; 
♦ User responsibilities: To prevent unauthorized user access; 
♦ Network access control : Protection of networked services; 
♦ Operating system access control: To prevent unauthorized computer access; 
♦ Application Access Control: To prevent unauthorized access to information 

held in information systems; 
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♦ Monitoring System Access and use: To detect unauthorized activities; and 
♦ Mobile Computing and teleworking: To ensure information security when using 

mobile computing & teleworking facilities. 
(c)  Major disadvantages/limitations of continuous auditing are given as follows:  

♦ Auditors should be able to obtain resources required from the organisation to 
support development, implementation, operation, and maintenance of 
continuous audit techniques. 

♦ Continuous audit techniques are more likely to be used if auditors are involved 
in the development work associated with a new application system.  

♦ Auditors need the knowledge and experience of working with computer 
systems to be able to use continuous audit techniques effectively and 
efficiently. 

♦ Continuous auditing techniques are more likely to be used where the audit trail 
is less visible and the costs of errors and irregularities are high. 

♦ Continuous audit techniques are unlikely to be effective unless they are 
implemented in an application system that is relatively stable.  

6. (a)  Five Principles of COBIT 5: COBIT 5 simplifies governance challenges with just 
five principles (shown in Fig.). The five key principles for governance and 
management of enterprise IT in COBIT 5 taken together enable the enterprise to 
build an effective governance and management framework that optimizes 
information and technology investment and use for the benefit of stakeholders. 

 
Fig. : Principles of COBIT 5  

 Principle 1: Meeting Stakeholder Needs 
 Enterprises exist to create value for their stakeholders by maintaining a balance 

between the realisation of benefits and the optimisation of risk and use of 
resources. COBIT 5 provides all of the required processes and other enablers to 
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support business value creation through the use of IT. Because every enterprise 
has different objectives, an enterprise can customise COBIT 5 to suit its own 
context through the goals cascade, translating high-level enterprise goals into 
manageable, specific, IT-related goals and mapping these to specific processes and 
practices. 

 Principle 2: Covering the Enterprise End-to-End  
 COBIT 5 integrates governance of enterprise IT into enterprise governance. It 

covers all functions and processes within the enterprise; COBIT 5 does not focus 
only on the ‘IT function’, but treats information and related technologies as assets 
that need to be dealt with just like any other asset by everyone in the enterprise. It 
considers all IT-related governance and management enablers to be enterprise-
wide and end-to-end, i.e., inclusive of everything and everyone—internal and 
external—that is relevant to governance and management of enterprise information 
and related IT. The end-to-end governance approach that is the foundation of 
COBIT 5 is depicted below showing the key components of a governance system.  

 Principle 3: Applying a Single Integrated Framework 
 There are many IT-related standards and best practices, each providing guidance 

on a subset of IT activities. COBIT 5 is a single and integrated framework as it 
aligns with other latest relevant standards and frameworks, and thus, allows the 
enterprise to use COBIT 5 as the overarching governance and management 
framework integrator. It is complete in enterprise coverage, providing a basis to 
integrate effectively other frameworks, standards and practices used.  

 Principle 4: Enabling a Holistic Approach 
 Efficient and effective governance and management of enterprise IT require a 

holistic approach, taking into account several interacting components. COBIT 5 
defines a set of enablers to support the implementation of a comprehensive 
governance and management system for enterprise IT. Enablers are broadly 
defined as anything that can help achieve the objectives of the enterprise.  

 Principle 5: Separating Governance from Management 
 The COBIT 5 framework makes a clear distinction between governance and 

management. These two disciplines encompass different types of activities, require 
different organizational structures and serve different purposes.  

 Governance: ensures that stakeholder needs, conditions and options are evaluated 
to determine balanced, agreed-on enterprise objectives to be achieved; setting 
direction through prioritization and decision making; and monitoring performance 
and compliance against agreed-on direction and objectives. In most enterprises, 
overall governance is the responsibility of the board of directors under the 
leadership of the chairperson. Specific governance responsibilities may be 
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delegated to special organizational structures at an appropriate level, particularly in 
larger, complex enterprises. 

 Management: plans, builds, runs and monitors activities in alignment with the 
direction set by the governance body to achieve the enterprise objectives. In most 
enterprises, management is the responsibility of the executive management under 
the leadership of the chief executive officer.  

 From the definitions of governance and management, it is clear that they comprise 
different types of activities, with different responsibilities; however, given the role of 
governance—to evaluate, direct and monitor—a set of interactions is required 
between governance and management to result in an efficient and effective 
governance system.  

(b)  Major threats to the computerized environment are given as follows: 
♦ Power failure: Power failure can cause disruption of entire computing 

equipment since computing equipment depends on power supply. 
♦ Communication failure: Failure of communication lines result in inability to 

transfer data, which primarily travel over communication lines. Where the 
organization depends on public communication lines e.g. for e-banking, 
communication failure present a significant threat that will have a direct impact 
on operations. 

♦ Disgruntled Employees: A disgruntled employee presents a threat as s/he is 
having the access to sensitive information of the organization. S/he may cause 
intentional harm to the information processing facilities or sabotage operations. 

♦ Errors and Omissions: Errors and omissions are important threats to data 
and system integrity. These errors are caused not only by data entry clerks, 
processing hundreds of transactions per day, but also by all types of users, 
who create and edit data. Many programs, especially those designed by users 
for personal computers, lack quality control measures. However, even the 
most sophisticated programs cannot detect all types of input errors or 
omissions. A sound awareness and training program can help an organization 
to reduce the number and severity of errors and omissions. 

♦ Malicious Code: Malicious code refers to viruses, worms, Trojan horses, logic 
bombs, and other such software, which freely accesses the unprotected 
networks, may affect organizational and business networks that use these 
unprotected networks.  

♦ Abuse of access privileges by employees: The security policy of the 
company authorizes employees based on their job responsibilities to access 
and execute select functions in critical applications. 
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♦ Natural disasters: Natural disasters such as earthquakes, lighting, floods, 
tornado, tsunami, etc. can adversely affect the functioning of the IS operations 
due to damage to Information System facilities. 

♦ Theft or destruction of computing resources: Since the computing 
equipment form the back-bone of information processing, any theft or 
destruction of the resource can result in compromising the competitive 
advantage of the organization. 

♦ Downtime due to technology failure: Information system facilities may 
become unavailable due to technical glitches or equipment failure and hence, 
the computing infrastructure may not be available for short or extended periods 
of time. However, the period for which the facilities are not available may vary 
in criticality depending on the nature of business and the critical business 
process that the technology supports. 

♦ Fire, etc. : Fire due to electric short circuit or due to riots, war or such other 
reasons, can cause irreversible damage to the IS infrastructure. 

(c)  ‘Plan Phase’ of ISMS consists of the following major activities: 
♦ Determining the scope of the ISMS; 
♦ Writing an ISMS Policy; 
♦ Identifying the methodology for risk assessment and determining the criteria 

for risk acceptance; 
♦ Identification of assets, vulnerabilities and threats; 
♦ Evaluating the size of risks; 
♦ Identification and assessment of risk treatment options; 
♦ Selection of controls for risk treatment; 
♦ Obtaining management approval for residual risks; 
♦ Obtaining management approval for implementation of the ISMS; and 
♦ Writing a Statement of applicability that lists all applicable controls, states 

which of them have already been implemented, and those which are not 
applicable. 

7.  (a)  Cold Site : If an organisation can tolerate some downtime, cold-site backup might 
be appropriate. A cold site has all the facilities needed to install a mainframe 
system-raised floors, air conditioning, power, communication lines, and so on. An 
organisation can establish its own cold-site facility or enter into an agreement with 
another organisation to provide a cold-site facility.  

 Hot Site: If fast recovery is critical, an organisation might need hot site backup. All 
hardware and operations facilities will be available at the hot site. In some cases, 
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software, data and supplies might also be stored there. A hot site is expensive to 
maintain. They are usually shared with other organisations that have hot-site needs. 

(b) Preventive Maintenance: Preventive maintenance concerns with the activities 
aimed at increasing the system’s maintainability, such as updating documentation, 
adding comments, and improving the modular structure of the system. The long-
term effect of corrective, adaptive and perfective changes increases the system’s 
complexity. As a large program is continuously changed, its complexity, which 
reflects deteriorating structure, increases unless work is done to maintain or reduce 
it. This work is known as preventive change. 

(c)  Scoring Approach for Risk Assessment: In the Scoring approach, the risks in the 
system and their respective exposures are listed. Weights are then assigned to the 
risk and to the exposures depending on the severity, impact on occurrence, and 
costs involved. The product of the risk weight with the exposure weight of every 
characteristic gives us the weighted score. The sum of these weighted score gives 
us the risk and exposure score of the system. System risk and exposure is then 
ranked according to the scores obtained. 

(d) ‘Service Transition’ under ITIL V3: Service Transition provides guidance on the 
service design and implementation, ensuring that the service delivers the intended 
strategy and that it can be operated and maintained effectively. 

 The Service Transition volume provides guidance on the development and 
improvement of capabilities for transitioning new and changed services into 
operations. Guidance is provided on how the requirements of Service Strategy 
encoded in Service Design are effectively realized in Service Operation, whilst 
controlling the risks of failure and disruption. It combines the processes in Release, 
Program and Risk Management and sets them in the practical context of Service 
Management. 

 Service Transition provides guidance on managing the complexity of changes to 
services and service management processes to prevent undesired consequences 
whilst permitting for innovation. It provides guidance on transferring the control of 
services between customers and service providers. 

(e)  [Section 19] Recognition of Foreign Certifying Authorities: 
(1) Subject to such conditions and restrictions as may be specified by regulations, 

the Controller may with the previous approval of the Central Government, and 
by notification in the Official Gazette, recognize any foreign Certifying Authority 
as a Certifying Authority for the purposes of this Act. 

(2) Where any Certifying Authority is recognized under sub-section (1), the 
Electronic Signature Certificate issued by such Certifying Authority shall be 
valid for the purposes of this Act. 

(3) The Controller may if he is satisfied that any Certifying Authority has 
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contravened any of the conditions and restrictions subject to which it was 
granted recognition under sub- section (1) he may, for reasons to be recorded 
in writing, by notification in the Official Gazette, revoke such. 
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