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Test Series: April, 2014 
MOCK TEST PAPER – 2 

FINAL COURSE: GROUP – II 
PAPER – 6: INFORMATION SYSTEMS CONTROL & AUDIT 

SUGGESTED ANSWERS/HINTS 
1. (a) There are a number of fact-finding techniques, which are used by the system 

analysts for determining the needs/requirements of different modules namely, 
documents, questionnaires, interviews, and observations. Some brief discussion on 
first two techniques is briefly discussed below: 
• Documents: Document means manuals, input forms, output forms, diagrams 

of how the current system works, organization charts showing hierarchy of 
users and manager responsibilities, job descriptions for the people who work 
with the current system, procedure manuals, program codes for the 
applications associated with the current system, etc. Documents are a very 
good source of information about user needs and the current system. 

• Questionnaires: Users and managers are asked to complete questionnaire 
about the information system when the traditional system development 
approach is chosen. The main strength of questionnaires is that a large 
amount of data can be collected through a variety of users quickly. Also, if the 
questionnaire is skillfully drafted, responses can be analyzed rapidly with the 
help of a computer. 

 (b) The goals of a business continuity plan should be to: 
• identify weaknesses and implement a disaster prevention program; 
• minimize the duration of a serious disruption to business operations; 
• facilitate effective co-ordination of recovery tasks; and 
• reduce the complexity of the recovery effort. 

 (c) Major backup tips are given as follows: 
• Draw up a simple (easy to understand) plan of who will do what in the case of 

an emergency. 
• Be organized and Keep a record of ‘what was backed up’, ‘when it was backed 

up’ and ‘which backup media contains what data’. We can also make a 
calendar of ‘which type of backup is due on a certain date’. 

• Select the option to verify backup; the process will take a little longer but it’s 
definitely worth the wait. 

• Create a reference point where we know everything is working properly. It will 
be quicker to restore the changes from tape. 
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• Select the option to restrict restoring data to owner or administrator and also 
set the Domain Group Policy to restrict the Restore privilege to Administrators 
only. This will help to reduce the risk of someone being able to restore data 
should the media be stolen. 

• Create a step-by-step guideline (a flowchart for example) clearly outlining the 
sequence for the retrieval and restoration of data depending on the state of the 
system. 

 (d)  The detailed controls and objectives of access control are as follows: 
• Business requirement for access control: To control access to information, 
• User access management: To prevent unauthorized access to info systems, 
• User responsibilities: To prevent unauthorized user access, 
• Network access control: Protection of networked services, 
• Operating system access control: To prevent unauthorized computer access, 
• Application Access Control: To prevent unauthorized access to information 

held in information systems, 
• Monitoring System Access and use: To detect unauthorized activities, and 
• Mobile Computing and teleworking: To ensure information security when using 

mobile computing & teleworking facilities. 
2.   (a)  [Section 57] Appeal to Cyber Regulations Appellate Tribunal: 

(1)  Save as provided in sub-section (2), any person aggrieved by an order made 
by a Controller or an adjudicating officer under this Act may prefer an appeal to 
a Cyber Appellate Tribunal having jurisdiction in the matter 

(2)  No appeal shall lie to the Cyber Appellate Tribunal from an order made by an 
adjudicating officer with the consent of the parties. 

(3)  Every appeal under sub-section (1) shall be filed within a period of forty-five 
days from the date on which a copy of the order made by the Controller or 
adjudicating officer is received by the person aggrieved and it shall be in such 
form and be accompanied by such fee as may be prescribed: 

However,   
the Cyber Appellate Tribunal may entertain an appeal after the expiry of the said 
period of forty-five days if it is satisfied that there was sufficient cause for not filing it 
within that period. 
(4)  On receipt of an appeal under sub-section (1), the Cyber Appellate Tribunal 

may, after giving the parties to the appeal, an opportunity of being heard, pass 
such orders thereon as it thinks fit, confirming, modifying or setting aside the 

© The Institute of Chartered Accountants of India



3 

order appealed against 
(5)  The Cyber Appellate Tribunal shall send a copy of every order made by it to 

the parties to the appeal and to the concerned Controller or adjudicating 
officer. 

(6)  The appeal filed before the Cyber Appellate Tribunal under sub-section (1) 
shall be dealt with by it as expeditiously as possible and endeavor shall be 
made by it to dispose of the appeal finally within six months from the date of 
receipt of the appeal. 

 (b)  The skillset that is generally expected from an IS auditor, include: 
• Sound knowledge of business operations, practices and compliance 

requirements, 
• Should possess the requisite professional technical qualification and 

certifications, 
• An good understanding of information Risks and Controls, 
• Knowledge of IT strategies, policy and procedure controls, 
• Ability to understand technical and manual controls relating to business 

continuity, and 
• Good knowledge of Professional Standards and Best practices of IT controls 

and security. 
 (c)  The guidelines, which are to be followed before starting the implementation of an 

ERP package, are given as follows. 
• Understanding the corporate needs and culture of the organization and then 

adopt the implementation technique to match these factors. 
• Doing a business process redesign exercise prior to starting the 

implementation. 
• Establishing a good communication network across the organization. 
• Providing a strong and effective leadership so that people down the line are 

well motivated. 
• Finding an efficient and capable project manager. 
• Creating a balanced team of implementation consultants who can work 

together as a team. 
• Selecting a good implementation methodology with minimum customization.  
• Training end users. 
• Adapting the new system and making the required changes in the working 

environment to make effective use of the system in future. 
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3.  (a)  There are many reasons why organizations fail to achieve their systems 
development objectives. Some of them are as follows: 
• Lack of senior management support and involvement in information 

systems development: Developers and users of information systems watch 
senior management to determine which systems development projects are 
important and act accordingly by shifting their efforts away from any project 
which is not receiving management attention. In addition, management can 
see that adequate resources, as well as budgetary control over use of those 
resources, are dedicated to the project. 

• Shifting user needs: User requirements for information technology are 
constantly changing. As these changes accelerate, there will be more requests 
for systems development and more development projects. When these 
changes occur during a development process, the development team faces the 
challenge of developing systems whose very purposes might change since the 
development process began. 

• New technologies: When an organization tries to create a competitive 
advantage by applying advance Information technology, it generally finds that 
attaining system development objectives is more difficult because personnel 
are not as familiar with the technology. 

• Lack of standard project management and systems development 
methodologies: Some organizations do not formalize their project 
management and system development methodologies, thereby making it very 
difficult to consistently complete projects on time or within budget. 

• Overworked or under-trained development staff: In many cases, systems 
developers often lack sufficient education background. Furthermore, many 
companies do little to help their development personnel stay technically sound. 
Currently in these organizations, a training plan and training budget do not 
exist. 

• Resistance to change: People have a natural tendency to resist change, and 
information systems development projects signal changes - often radical - in 
the workplace. When personnel perceive that the project will result in 
personnel cutbacks, threatened personnel will dig in their heels, and the 
development project is doomed to failure. 

• Lack of user participation: Users must participate in the development effort 
to define their requirements, feel ownership for project success, and work to 
resolve development problems. User participation also helps reduce user 
resistance to change. 
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• Inadequate testing and user training: New systems must be tested before 
installation to determine that they operate correctly. Users must be trained to 
effectively utilize the new system. 

To overcome these and other problems, organizations must execute the systems 
development process efficiently and effectively. 

 (b)  An IS auditor is responsible to evaluate the following while reviewing the adequacy 
of data security controls: 
• Who is responsible for the accuracy of the data? 
• Who is permitted to update data? 
• Who is permitted to read and use the data? 
• Who is responsible for determining who can read and update the data? 
• Who controls the security of the data? 
• If the IS system is outsourced, what security controls and protection 

mechanism does the vendor have in place to secure and protect data? 
• Contractually, what penalties or remedies are in place to protect the tangible 

and intangible values of the information? 
• The disclosure of sensitive information is a serious concern to the organization 

and is mandatory on the auditor’s list of priorities. 
 (c)  Major limitations of MIS are given as follows: 

• The quality of the outputs of MIS is basically governed by the quantity of input 
and processes. 

• MIS is not a substitute for effective management which means that it cannot 
replace managerial judgment in making decisions in different functional areas. 
It is merely an important tool in the hands of executives for decision making 
and problem solving. 

• MIS may not have requisite flexibility to quickly update itself with the changing 
needs of time, especially in fast changing and complex environment. 

• MIS cannot provide tailor-made information packages suitable for the purpose 
of every type of decision made by executives. 

• MIS takes into account mainly quantitative factors, thus it ignores the non-
quantitative factors like morale and attitude of members of organization, which 
have an important bearing on the decision making process of executives. 

• MIS is less useful for making non-programmed decisions. Such types of 
decisions are not of the routine type and thus require information, which may 
not be available from existing MIS to executives. 
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• The effectiveness of MIS is reduced in organizations, where the culture of 
hoarding information and not sharing with other holds. 

• MIS effectiveness decreases due to frequent changes in top management, 
organizational structure and operational team. 

4.  (a)  COBIT 5 framework describes seven categories of enablers, which are given as 
follows (as shown in Fig.): 
1. Principles, policies and frameworks are the vehicle to translate the desired 

behaviour into practical guidance for day-to-day management. 
2. Processes describe an organized set of practices and activities to achieve 

certain objectives and produce a set of outputs in support of achieving overall 
IT-related goals. 

3. Organizational structures are the key decision-making entities in an enterprise. 
4. Culture, ethics and behaviour of individuals and of the enterprise are very often 

underestimated as a success factor in governance and management activities. 
5. Information is pervasive throughout any organization and includes all 

information produced and used by the enterprise. Information is required for 
keeping the organization running and well governed, but at the operational 
level, information is very often the key product of the enterprise itself. 

6. Services, infrastructure and applications include the infrastructure, technology 
and applications that provide the enterprise with information technology 
processing and services. 

7. People, skills and competencies are linked to people and are required for 
successful completion of all activities and for making correct decisions and 
taking corrective actions. 

 
Fig.: Seven Enablers of COBIT 5  
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 (b)  A security policy should cover the following issues: 
• a definition of information security, 
• a statement of management intention supporting the goals and principles of 

information security, 
• allocation of responsibilities for every aspect of implementation,  
• an explanation of specific applicable proprietary and general, principles, 

standards and compliance requirements, 
• an explanation of the process for reporting of suspected security incidents,  
• a defined review process for maintaining the policy document,  
• means for assessing the effectiveness of the policy embracing cost and 

technological changes, and 
• nomination of the policy owner. 

 (c)  Major threats due to cybercrimes are given as follows:   
♦ Embezzlement: It is unlawful misappropriation of money or other things of 

value, by the person to whom it was entrusted (typically an employee), for 
his/her own use or purpose.  

♦ Fraud: It occurs on account of intentional misrepresentation of information or 
identity to deceive others, the unlawful use of credit/debit card or ATM, or the 
use of electronic means to transmit deceptive information, to obtain money or 
other things of value. Fraud may be committed by someone inside or outside 
the company. 

♦ Theft of proprietary information: It is the illegal obtaining of designs, plans, 
blueprints, codes, computer programs, formulas, recipes, trade secrets, 
graphics, copyrighted material, data, forms, files, lists, and personal or 
financial information, usually by electronic copying. 

♦ Denial of Service (DoS): An action or series of actions that prevents access 
to a software system by its intended/authorized users or causes the delay of its 
time-critical operations or prevents any part of the system from functioning is 
termed as ‘DoS’. There can be disruption or degradation of service that is 
dependent on external infrastructure.  Problems may erupt through internet 
connection or e-mail service those results in an interruption of the normal flow 
of information. DoS is usually caused by events, such as ping attacks, port 
scanning probes, and excessive amounts of incoming data. 

♦ Vandalism or sabotage: It is the deliberate or malicious, damage, 
defacement, destruction or other alteration of electronic files, data, web pages, 
and programs. 
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♦ Computer virus: A computer virus is a computer program that can copy itself 
and infect a computer without the permission or knowledge of the user.   

♦ Others: Threat includes several other cases, such as intrusions, breaches and 
compromises of the respondent's computer networks (such as hacking or 
sniffing) regardless of whether damage or loss were sustained as a result.   

5.  (a)  The tasks that should be undertaken in ‘Business Impact Analysis’ are given as 
under: 
• Identify organizational risks: This includes single point of failure and 

infrastructure risks. The objective is to identify risks and opportunities and to 
minimize potential threats that may lead to a disaster. 

• Identify critical business processes. 
• Identify and quantify threats/ risks to critical business processes both in terms 

of outage and financial impact. 
• Identify dependencies and interdependencies of critical business processes 

and the order in which they must be restored. 
• Determine the maximum allowable downtime for each business process.  
• Identify the type and the quantity of resources required for recovery e.g. tables 

chairs, faxes, photocopies, safes, desktops, printers, etc. 
• Determine the impact to the organization in the event of a disaster, e.g. 

financial reputation, etc. 
 (b)  Four important concepts about controls, given in COCO are as follows: 

• Control is affected by people throughout the organization, including the board 
of directors (or its equivalent), management and all other staff. 

• People, who are accountable, as individuals or teams, for achieving objectives 
should also be accountable for the effectiveness of control that supports 
achievement of those objectives. 

• Organizations are constantly interacting and adapting. 
• Control can be expected to provide only reasonable assurance, not absolute 

assurance. 
 (c)  Internal controls used within an organization comprise of the following five 

interrelated components: 
• Control environment: Elements that establish the control context in which 

specific accounting systems and control procedures must operate. The control 
environment is manifested in management’s operating style, the ways authority 
and responsibility are assigned, the functional method of the audit committee, 
the methods used to plan and monitor performance and so on. 
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• Risk Assessment: Elements that identify and analyze the risks faced by an 
organization and the ways the risk can be managed. Both external and internal 
auditors are concerned with errors or irregularities cause material losses to an 
organization. 

• Control activities: Elements that operate to ensure transactions are 
authorized, duties are segregated, adequate documents and records are 
maintained, assets and records are safeguarded, and independent checks on 
performance and valuation of recorded amounts occur. These are called 
accounting controls. Internal auditors are also concerned with administrative 
controls to achieve effectiveness and efficiency objectives. 

• Information and communication: Elements, in which information is identified, 
captured and exchanged in a timely and appropriate form to allow personnel to 
discharge their responsibilities. 

• Monitoring: Elements that ensure internal controls operate reliably over time. 
6.  (a)  The factors, which influence an organization towards control and audit of computers 

and the impact of the information systems audit function on it, are given as follows: 
• Organizational Costs of Data Loss: Data is a critical resource of an 

organization for its present and future process and its ability to adapt and 
survive in a changing environment. 

• Incorrect Decision Making: Management and operational controls taken by 
managers involve detection, investigations and correction of out-of-control 
processes. These high level decisions require accurate data to make quality 
decision rules. 

• Costs of Computer Abuse: Unauthorized access to computer systems, 
computer viruses, unauthorized physical access to computer facilities and 
unauthorized copies of sensitive data can lead to destruction of assets 
(hardware, software, documentation etc.) 

• Value of Computer Hardware, Software and Personnel: These are critical 
resources of an organization which has a credible impact on its infrastructure 
and business competitiveness. 

• High Costs of Computer Error: In a computerized enterprise environment 
where many critical business processes are performed a data error during 
entry or process would cause great damage. 

• Maintenance of Privacy: Today data collected in a business process contains 
details about an individual on medical, educational, employment, residence 
etc. These data were also collected before computers but now there is a fear 
that privacy has eroded beyond acceptable levels. 
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• Controlled evolution of computer Use: Technology use and reliability of 
complex computer systems cannot be guaranteed and the consequences of 
using unreliable systems can be destructive. 

• Information Systems Auditing: This is the process of attesting objectives 
(those of the external auditor) that focus on asset safeguarding and data 
integrity, and management objectives (those of the internal auditor) that 
include not only attest objectives but also effectiveness and efficiency 
objectives. 

• Asset Safeguarding Objectives: The information system assets (hardware, 
software, data files etc.) must be protected by a system of internal controls 
from unauthorized access. 

• Data Integrity Objectives: This is a fundamental attribute of IS Auditing. The 
importance to maintain integrity of data of an organization depends on the 
value of information, the extent of access to the information and the value of 
data to the business from the perspective of the decision maker, competition 
and the market environment. 

• System Effectiveness Objectives: Effectiveness of a system is evaluated by 
auditing the characteristics and objective of the system to meet substantial 
user requirements. 

• System Efficiency Objectives: To optimize the use of various information 
system resources (machine time, peripherals, system software and labour) 
along with the impact on its computing environment. 

 (b)  The reviewer should identify the following: 
• LAN topology and network design; 
• Significant LAN components (such as servers and modems); 
• Network topology (including internal LAN configuration as well as 

interconnections to other LANs, WANs or public networks); 
• LAN uses, including significant traffic types and main applications used over 

the network; 
• LAN administrator; and 
• Significant groups of LAN users. 
In addition, the reviewer should gain an understanding of the following: 
• Functions performed by the LAN Administrator; 
• The company’s division or department procedures and standards relating to 

network design support, naming conventions and data security; and 
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• LAN transmission media and techniques, including bridges, routers and 
gateways. 

 (c)  A practical set of principles to guide the design of measures and indicators to be 
included in an EIS are given as follows: 
• EIS measures must be easy to understand and collect. Wherever possible, 

data should be collected naturally as part of the process of work. An EIS 
should not add substantially to the workload of managers or staff. 

• EIS measures must be based on a balanced view of the organization's 
objective. Data in the system should reflect the objectives of the organization 
in the areas of productivity, resource management, quality and customer 
service. 

• Performance indicators in an EIS must reflect everyone's contribution in a fair 
and consistent manner. Indicators should be as independent as possible from 
variables outside the control of managers. 

• EIS measures must encourage management and staff to share ownership of 
the organization's objectives. Performance indicators must promote both team-
work and friendly competition. Measures will be meaningful for all staff; people 
must feel that they, as individuals, can contribute to improving the performance 
of the organization. 

• EIS information must be available to everyone in the organization. The 
objective is to provide everyone with useful information about the 
organization's performance. Information that must remain confidential should 
not be part of the EIS or the management system of the organization. 

• EIS measures must evolve to meet the changing needs of the organization. 
7.  (a)  Scoring Approach for Risk Evaluation: In the Scoring approach, the risks in the 

system and their respective exposures are listed. Weights are then assigned to the 
risk and to the exposures depending on the severity, impact on occurrence, and 
costs involved. The product of the risk weight with the exposure weight of every 
characteristic gives us the weighted score. The sum of these weighted score gives 
us the risk and exposure score of the system. System risk and exposure is then 
ranked according to the scores obtained. 

 (b)  Main advantages of continuous audit techniques are given as under: 
• Timely, comprehensive and detailed auditing: Evidence would be available 

more timely and in a comprehensive manner. The entire processing can be 
evaluated and analyzed rather than examining the inputs and the outputs only. 

• Surprise test capability: As evidences are collected from the system itself by 
using continuous audit techniques, auditors can gather evidence without the 
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systems staff and application system users being aware that evidence is being 
collected at that particular moment. This brings in the surprise test advantages. 

• Information to system staff on meeting of objectives: Continuous audit 
techniques provides information to systems staff regarding the test vehicle to 
be used in evaluating whether an application system meets the objectives of 
asset safeguarding, data integrity, effectiveness, and efficiency. 

• Training for new users: Using the ITFs, new users can submit data to the 
application system, and obtain feedback on any mistakes they make via the 
system’s error reports. 

 (c)  Corrective Maintenance: Corrective maintenance deals with fixing bugs in the 
code or defects found. A defect can result from design errors, logic errors; coding 
errors, data processing and system performance errors. The need for corrective 
maintenance is usually initiated by bug reports drawn up by the end users. 
Examples of corrective maintenance include correcting a failure to test for all 
possible conditions or a failure to process the last record in a file. 

  Adaptive Maintenance: Adaptive maintenance consists of adapting software to 
changes in the environment, such as the hardware or the operating system. The 
term environment in this context refers to the totality of all conditions and influences 
which act from outside upon the system, for example, business rule, government 
policies, work patterns, software and hardware operating platforms. The need for 
adaptive maintenance can only be recognized by monitoring the environment. 

 (d)  Time Bomb: This name has been borrowed from its physical counterpart because 
of mechanism of activation. A physical time bomb explodes at the time it is set for 
(unless somebody forces it to explode early), like wise the computer time bomb 
causes a perverse activity, such as, disruption of computer system, modifications, 
or destructions of stored information etc. on a particular date and time for which it 
has been developed. The computer clock initiates it. 

  Logic Bomb: They resemble time bombs in their destruction activity. Logic bombs 
are activated by combination of events. For example, a code like; “If a file named 
DELETENOT is deleted then destroy the memory contents by writing ones.” This 
code segment, on execution, may cause destruction of the contents of the memory 
on deleting a file named DELETENOT. These bombs can be set to go off at a future 
time or event. 

 (e)  Service Strategy under ITIL v3: Service Strategy deals with the strategic 
management approach in respect of IT Service Management; strategic analysis, 
planning, positioning, and implementation relating to service models, strategies, and 
strategic objectives. It provides guidance on leveraging service management 
capabilities to effectively deliver value to customers and illustrate value for service 
providers.  
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The Service Strategy volume provides guidance on the design, development, and 
implementation of service management, not only as an organizational capability, but 
also as a strategic asset. It provides guidance on the principles underpinning the 
practice of service management to aid the development of service management 
policies, guidelines, and processes across the ITIL Service Lifecycle. Service 
Strategy decisions have far-reaching consequences including those related to 
delayed effect.  
Topics include the development of markets, internal and external, service assets, 
service catalog, and implementation of strategy through the Service Lifecycle; 
setting objectives and expectations of performance towards serving customers and 
market spaces, and to identify, select, and prioritize opportunities. Assisting an 
organization to position it to deal with the costs and risks associated with its service 
portfolios, establishing both operational effectiveness and distinctive performance. 
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