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SUGGESTED ANSWERS/HINTS 

1. (a)  Steps that an Auditor follows during Information System Audit are as follows: 
 
 
 
 
 
 
 
 

Steps in Information System Audit process 
(i) Scoping and pre-audit survey: Auditors determine the main area/s of focus 

and any areas that are explicitly out-of-scope, based on the scope-definitions 
agreed with management. Information sources at this stage include 
background reading and web browsing, previous audit reports, pre audit 
interview, observations and, sometimes, subjective impressions that simply 
deserve further investigation. 

(ii) Planning and preparation: During this step, the scope is broken down into 
greater levels of detail, usually involving the generation of an audit work plan 
or risk-control-matrix. 

(iii) Fieldwork: This step involves gathering of evidence by interviewing staff and 
managers, reviewing documents, and observing processes etc. 

(iv) Analysis: This step involves desperately sorting out, reviewing and trying to 
make sense of all that evidence gathered earlier. SWOT (Strengths, 
Weaknesses, Opportunities, and Threats) or PEST (Political, Economic, 
Social, and Technological) techniques can be used for analysis. 

(v) Reporting: Reporting to the management is done after analysis of evidence is 
gathered and analyzed. 

Scoping 

Planning 

Fieldwork 

Analysis 

Reporting 

Close 

© The Institute of Chartered Accountants of India



(vi) Closure: Closure involves preparing notes for future audits and follow up with 
management to complete the actions they promised after previous audits. 

Analysis and reporting may involve the use of automated data analysis tools such 
as ACL or IDEA, if not Excel, Access and hand-crafted SQL queries. Automated 
system security analysis, configuration or vulnerability management and security 
benchmarking tools are also used for reviewing security parameters, and the basic 
security management functions that are built-in to modern systems can help with log 
analysis, reviewing user access rights etc.  

(b) Some of the most notable issues because of which an enterprise at times fails to 
achieve the objectives of the system development are described briefly as follows: 
(i) User Related Issues: It refers to those issues where user/customer is 

reckoned as the primary agent. Some of the aspects with regard to this 
problem are mentioned as follows: 
• Shifting User Needs: User requirements for IT are constantly changing. 

As these changes accelerate, there will be more requests for Information 
systems development and more development projects. When these 
changes occur during a development process, the development team 
faces the challenge of developing systems whose very purpose might 
change since the development process began. 

• Resistance to Change: People have a natural tendency to resist change, 
and information systems development projects signal changes - often 
radical - in the workplace. When personnel perceive that the project will 
result in personnel cutbacks, threatened personnel will dig in their heels, 
and the development project is doomed to failure. 

• Lack of Users’ Participation: Users must participate in the development 
efforts to define their requirements, feel ownership for project success, 
and work to resolve development problems. User participation also helps 
to reduce user resistance to change. 

• Inadequate Testing and User Training: New systems must be tested 
before installation to determine that they operate correctly. Users must be 
trained to effectively utilize the new system. 

(ii) Developer Related Issues: It refers to the issues and challenges with regard 
to the developers. Some of the critical bottlenecks are mentioned as follows: 
• Lack of Standard Project Management and System Development 

Methodologies: Some organizations do not formalize their project 
management and system development methodologies, thereby making it 
very difficult to consistently complete projects on time or within budget. 

• Overworked or Under-Trained Development Staff: In many cases, 
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system developers often lack sufficient educational background and 
requisite state of the art skills. Furthermore, many companies do a little to 
help their development personnel stay technically sound, and more so a 
training plan and training budget do not exist. 

(iii) Management Related Issues: It refers to the bottlenecks with regard to 
organizational set up, administrative and overall management to accomplish 
the system development goals. Some of such bottlenecks are mentioned as 
follows: 
• Lack of Senior Management Support and Involvement: Developers 

and users of information systems watch senior management to determine 
‘which systems development projects are important’ and act accordingly 
by shifting their efforts away from any project, which is not receiving 
management attention. In addition, management can see that adequate 
resources, as well as budgetary control over use of those resources, are 
dedicated to the project. 

• Development of Strategic Systems: Because strategic decision making 
is unstructured, the requirements, specifications, and objectives for such 
development projects are difficult to define. 

(iv) New Technologies: When an organization tries to create a competitive 
advantage by applying advance technologies, it generally finds that attaining 
system development objectives is more difficult because personnel are not as 
familiar with the technology. 

(c)  In Information Technology (Amendment) Act, 2008; Section 7 is related to the 
“Retention of Electronic Records” and Section 7A is related to the “Audit of 
documents in electronic form”.  
[Section 7] Retention of Electronic Records 
(1) Where any law provides that documents, records or information shall be 

retained for any specific period, then, that requirement shall be deemed to 
have been satisfied if such documents, records or information are retained in 
the electronic form, - 
(a) the information contained therein remains accessible so as to be usable 

for a subsequent reference; 
(b) the electronic record is retained in the format in which it was originally 

generated, sent or received or in a format which can be demonstrated to 
represent accurately the information originally generated, sent or 
received; 

(c) the details which will facilitate the identification of the origin, destination, 
date and time of dispatch or receipt of such electronic record are 
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available in the electronic record. 
However, this clause does not apply to any information which is automatically 
generated solely for the purpose of enabling an electronic record to be 
dispatched or received. 

(2) Nothing in this section shall apply to any law that expressly provides for the 
retention of documents, records or information in the form of electronic 
records, publication of rules, regulation, etc. in Electronic Gazette. 

[Section 7A] Audit of Documents etc. in Electronic form 
Where in any law for the time being in force, there is a provision for audit of 
documents, records or information, that provision shall also be applicable for audit 
of documents, records or information processed and maintained in electronic form. 

2. (a) Information System: An Information System comprises of people, hardware, 
software, data and network for communication support.  
• People mean the IT professionals i.e. system administrator, programmers and 

end users i.e. the persons, who can use hardware and software for retrieving 
the desired information; 

• Computer system consisting of hardware and software where - 
 The hardware means the physical components of the computers; 
 The software means the system software (different types of operating 

systems e.g. UNIX, LINUX, WINDOWS etc.) and application software 
(different type of computer programs designed to perform specific task) 
and utility software (e.g. tools); 

• The data is the raw fact, which may be in the form of database. The data may 
be alphanumeric, text, image, video, audio, and other forms; and 

• The network means communication media (Internet, Intranet, Extranet etc.).  

 Components of Information Systems 
The basics activities of an Information System model are as follows: 
• Data is collected from an organization or from external environments and 

converted into suitable format required for processing (Input); 

© The Institute of Chartered Accountants of India



• This is converted into information (more meaningful form) obtained after 
manipulation of these collected data (Processing); and 

• Then information is stored for future use or communicated to user after 
application of respective procedure on it (Output). 

The activities that are defined above help enterprises in making decisions, control 
operations, analyze problems and create new products or services. Apart from 
these activities, information systems also need feedback, which is output that is 
returned to appropriate members of the enterprises to help them to evaluate at the 
input stage. 

(b) Backup Plan: The Backup Plan specifies the type of backup to be kept, frequency 
with which backup is to be undertaken, procedures for making backup, location of 
backup resources, site where these resources can be assembled and operations 
restarted, personnel who are responsible for gathering backup resources and 
restarting operations, priorities to be assigned to recovering the various systems, 
and a time frame for recovery of each system. The Backup Plan is intended to 
restore operations quickly so that information system function can continue to 
service an organization. For example, it might be difficult to specify; exactly how an 
organization’s mainframe facility will be recovered in the event of a fire. The backup 
plan needs continuous updating as changes occur. Similarly, lists of hardware and 
software must be updated to reflect acquisitions and disposals. 

 Recovery Plan: Recovery plan sets out procedures to restore full information 
system capabilities. Recovery Plan should identify a recovery committee that will be 
responsible for working out the specifics of the recovery to be undertaken. The plan 
should specify the responsibilities of the committee and provide guidelines on 
priorities to be followed. The plan might also indicate which applications are to be 
recovered first. Members of a recovery committee must understand their 
responsibilities. Periodically, they must review and practice executing their 
responsibilities so they are prepared should a disaster occur. If committee members 
leave the organization, new members must be appointed immediately and briefed 
about their responsibilities. 

(c) Some of the strengths of Agile Model identified by the experts and practitioners 
include the following: 
• Agile methodology has the concept of an adaptive team, which enables to 

respond to the changing requirements.  
• The team does not have to invest time and efforts and finally find that by the 

time they delivered the product, the requirement of the customer has changed.  
• Face to face communication and continuous inputs from customer 

representative leaves a little space for guesswork.  
• The documentation is crisp and to the point to save time.  
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• The end result is generally the high quality software in least possible time 
duration and satisfied customer.  

Some of the weaknesses of Agile Model identified by the experts and practitioners 
include the following: 
• In case of some software deliverables, especially the large ones, it is difficult 

to assess the efforts required at the beginning of the software development life 
cycle.  

• There is lack of emphasis on necessary designing and documentation.  
• Agile increases potential threats to business continuity and knowledge 

transfer. By nature, Agile projects are extremely light on documentation 
because the team focuses on verbal communication with the customer rather 
than on documents or manuals.  

• Agile requires more re-work and due to the lack of long-term planning and the 
lightweight approach to architecture, re-work is often required on Agile projects 
when the various components of the software are combined and forced to 
interact. 

• The project can easily get taken off track if the customer representative is not 
clear about the final outcome.  

• Agile lacks the attention to outside integration.  
3. (a)  Green IT: Green IT refers to the study and practice of establishing / using 

computers and IT resources in a more efficient and environmentally friendly and 
responsible way. Computers consume a lot of natural resources, from the raw 
materials needed to manufacture them, the power used to run them, and the 
problems of disposing them at the end of their life cycle.  

 Green computing is the environmentally responsible use of computers and related 
resources. Such practices include the implementation of energy-efficient Central 
Processing Units (CPUs), servers and peripherals as well as reduced resource 
consumption and proper disposal of electronic waste (e-waste). Some of such steps 
for Green IT include the following: 
• Power-down the CPU and all peripherals during extended periods of inactivity. 
• Try to do computer-related tasks during contiguous, intensive blocks of time, 

leaving hardware off at other times. 
• Power-up and power-down energy-intensive peripherals such as laser printers 

according to need. 
• Use Liquid Crystal Display (LCD) monitors rather than Cathode Ray Tube 

(CRT) monitors. 
• Use notebook computers rather than desktop computers whenever possible. 
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• Use the power-management features to turn off hard drives and displays after 
several minutes of inactivity. 

• Minimize the use of paper and properly recycle waste paper. 
• Dispose of e-waste according to central, state and local regulations. 
• Employ alternative energy sources for computing workstations, servers, 

networks and data centers. 
(b)  Risk Assessment: The Risk Assessment is assessment of the disruption to critical 

activities, which are supported by resources such as people, process, technology, 
information, infrastructure supplies and stakeholders. The enterprise should 
determine the threats and vulnerabilities of each resource, and the impact that 
would have, in case it becomes a reality. It is the decision of the enterprise to select 
a risk assessment approach, but it is important that it is suitable and appropriate to 
address all of the enterprise’s requirements.  

 Specific threats may be described as events or actions, which could, at some point, 
cause an impact to the resources, e.g. threats such as fire, flood, power failure, staff 
loss, staff absenteeism, computer viruses and hardware failure. 

 Vulnerabilities might occur as weaknesses within the resources and can, at some 
point be exploited by the threats, e.g. single points of failure, inadequacies in fire 
protection, electrical resilience, staffing levels, IT security and IT resilience. The 
Security Assessment will enable the business continuity team to improve any 
existing emergency plans and to implement required emergency plans where none 
exist. This is similar to vulnerability assessment phase of developing a BCP. 

 Impacts might result from the exploitation of vulnerabilities by threats. As a result of 
the Business Impact Assessment (BIA) and the risk assessment, the enterprise 
should identify measures that reduce the likelihood of a disruption; shorten the 
period of disruption; and limit the impact of a disruption on the enterprise’s key 
products and services. These measures are known as loss mitigation and risk 
treatment.  

(c) Integration Testing: Integration testing is an activity of software testing in which 
individual software modules are combined and tested as a group. It occurs after unit 
testing and before system testing with an objective to evaluate the validity of 
connection of two or more components that pass information from one area to 
another. Integration testing takes as its input modules that have been unit tested, 
groups them in larger aggregates, applies tests defined in an integration test plan to 
those aggregates, and delivers as its output the integrated system ready for system 
testing. This is carried out in the following two manners: 
• Bottom-up Integration: It is the traditional strategy used to integrate the 

components of a software system into a functioning whole. It consists of unit 
testing, followed by sub-system testing, and then testing of the entire system. 
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Bottom-up testing is easy to implement as at the time of module testing, tested 
subordinate modules are available. The disadvantage; however is that testing of 
major decision / control points is deferred to a later period. 

• Top-down Integration: An incomplete portion of a program code that is put under 
a function in order to allow the function and the program to be compiled and tested 
is referred to as a Stub. Top down integration starts with the main routine, and 
stubs are substituted, for the modules directly subordinate to the main module. A 
stub does not go into the details of implementing details of the function or the 
program being executed. Once the main module testing is complete, stubs are 
substituted with real modules one by one, and these modules are tested with 
stubs. This process continues till the atomic modules are reached.  

4. (a)  Boundary Controls: Boundary controls are the major controls of the boundary 
system that provide access control mechanisms. Access controls mechanism links 
the authentic users to the authorized resources, they are permitted to access. The 
access control mechanism has three steps of Identification, Authentication and 
Authorization with respect to the access control policy implemented.  
Major Boundary Control techniques are given as follows: 
• Cryptography: It deals with programs for transforming data into cipher text that 

are meaningless to anyone, who does not possess the authentication to access 
the respective system resource or file.  A cryptographic technique encrypts data 
(clear text) into cryptograms (cipher text) and its strength depends on the time 
and cost to decipher the cipher text by a cryptanalyst. Three techniques of 
cryptography are Transposition (permute the order of characters within a set of 
data), Substitution (replace text with a key-text) and Product Cipher (combination 
of Transposition and Substitution).  

• Passwords: User identification by an authentication mechanism with personal 
characteristics like name, birth date, employee code, function, designation or a 
combination of two or more of these can be used as a password boundary 
access control. A few best practices followed to avoid failures in this control 
system are; minimum password length, avoid usage of common dictionary 
words, periodic change of passwords, hashing of passwords and number of 
entry attempts. 

• Personal Identification Numbers (PIN): PIN is similar to a password assigned 
to a user by an institution a random number stored in its database independent 
to a user identification details, or a customer selected number. Hence, a PIN may 
be exposed to vulnerabilities while issuance or delivery, validation, transmission 
and storage. 

• Identification Cards: Identification cards are used to store information required 
in an authentication process. These cards are to be controlled through the 
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application for a card, preparation of the card, issue, use and card return or card 
termination phases. 

• Biometric Devices: Biometric identification e.g. thumb and/or finger impression, 
eye retina etc. are also used as boundary control techniques. 

(b) The key functions of IT steering committee include the following: 
• To ensure that long and short-range plans of the IT department are in tune 

with enterprise goals and objectives; 
• To establish size and scope of IT function and sets priorities within the scope; 
• To review and approve major IT deployment projects in all their stages; 
• To approve and monitor key projects by measuring result of IT projects in 

terms of return on investment, etc.; 
• To review the status of IS plans and budgets and overall IT performance; 
• To review and approve standards, policies and procedures; 
• To make decisions on all key aspects of IT deployment and implementation; 
• To facilitate implementation of IT security within enterprise; 
• To facilitate and resolve conflicts in deployment of IT and ensure availability of 

a viable communication system exists between IT and its users; and 
• To report to the Board of Directors on IT activities on a regular basis. 

(c) Physical Access Controls: Physical Access Controls are personnel; hardware and 
software related and include procedures exercised on access to IT resources by 
employees/outsiders. These controls relate to establishing appropriate physical 
security and access control measures for IT facilities, including off-site use of 
information devices in conformance with the general security policy. 

 These Physical security and access controls should address supporting services 
(such as electric power), backup media and any other elements required for the 
system’s operation. Access should be restricted to authorized individuals where IT 
resources are located in public areas; they should be appropriately protected to 
prevent or deter loss or damage from theft or vandalism. Further, IT management 
should ensure zero visibility.  

 Logical Access Controls: Logical Access Controls are implemented to ensure that 
access to systems, data and programs is restricted to authorized users so as to 
safeguard information against unauthorized use, disclosure or modification, damage 
or loss. The key factors considered in designing logical access controls include 
confidentiality and privacy requirements, authorization, authentication and incident 
handling, reporting and follow-up, virus prevention and detection, firewalls, 
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centralized security administration, user training and tools for monitoring 
compliance, intrusion testing and reporting. 

5. (a) COBIT 5: COBIT 5 is a globally recognized framework that acts as a benchmark for 
reviewing and implementing governance and management of enterprise IT. It 
explains how it can be used as an effective tool to help enterprises to simplify 
complex issues, deliver trust and value, manage risk, reduce potential public 
embarrassment, protect intellectual property and maximize opportunities.  

 Need of Enterprises to Use COBIT 5 
• Using a comprehensive framework such as COBIT 5 enables enterprises in 

achieving their objectives for the governance and management of enterprise 
IT. The best practices of COBIT 5 help enterprises to create optimal value from 
IT by maintaining a balance between realizing benefits and optimizing risk 
levels and resource use.  

• COBIT 5 enables IT to be governed and managed in a holistic manner for the 
entire enterprise, taking in the full end-to-end business and IT functional areas 
of responsibility, considering the IT related interests of internal and external 
stakeholders.  

• COBIT 5 helps enterprises to manage IT related risk and ensures compliance, 
continuity, security and privacy.  

• COBIT 5 enables clear policy development and good practice for IT 
management including increased business user satisfaction.  

• COBIT 5 provides the tools necessary to understand, utilize, implement and 
direct important IT related activities, and make more informed decisions 
through simplified navigation and use.  

• COBIT 5 is intended for enterprises of all types and sizes, including non-profit 
and public sector and is designed to deliver business benefits to enterprises, 
including: 
 Increased value creation from use of IT;  
 User satisfaction with IT engagement and services; 
 Reduced IT related risks and compliance with laws, regulations and 

contractual requirements; 
 Development of more business-focused IT solutions and services; and  
 Increased enterprise wide involvement in IT-related activities. 

(b) Major limitations of Management Information System (MIS) are as below: 
• The quality of the output of MIS is basically governed by the quantity of input 

and processes. 
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• MIS is not a substitute for effective management, which means that it cannot 
replace managerial judgment in making decisions in different functional areas. 
It is merely an important tool in the hands of executives for decision making 
and problem solving. 

• MIS may not have requisite flexibility to quickly update itself with the changing 
needs of time, especially in fast changing and complex environment. 

• MIS cannot provide tailor-made information packages suitable for the purpose 
of every type of decision made by executives. 

• MIS takes into account mainly quantitative factors, thus it ignores the non-
quantitative factors like morale and attitude of members of organization, which 
have an important bearing on the decision making process of executives or 
senior management. 

• MIS is less useful for making non-programmed decisions. Such types of 
decisions are not of the routine type and thus require information, which may 
not be available from existing MIS to executives. 

• The effectiveness of MIS is reduced in enterprises, where the culture of 
hoarding information and not sharing with other holds. 

• MIS effectiveness decreases due to frequent changes in top management, 
organizational structure and operational team. 

(c)  Business Continuity Management (BCM) Process: The Business Continuity 
Management (BCM) process enables the business continuity, capacity and 
capability to be established and maintained. The capacity and capability are 
established in accordance to the requirements of the enterprise. The stages 
involved in BCM Process are as follows: 
• BCM – Information Collection Process: The activities of assessment process do 

the prioritization of an enterprise’s products and services and the urgency of the 
activities that are required to deliver them. This sets the requirements that will 
determine the selection of appropriate BCM strategies in the next process. 

• BCM – Strategy Process: Finalization of business continuity strategy requires 
assessment of a range of strategies.  This requires an appropriate response to be 
selected at an acceptable level and during and after a disruption within an 
acceptable timeframe for each product or service, so that the enterprise continues 
to provide those products and services. The selection of strategy will take into 
account the processes and technology already present within the enterprise. 

• BCM – Development and Implementation Process: Development of a 
management framework and a structure of incident management, business 
continuity and business recovery and restoration plans.     
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• BCM Testing and Maintenance Process: BCM testing, maintenance and audit 
testify the enterprise BCM to prove the extent to which its strategies and plans are 
complete, current and accurate and identifies opportunities for improvement.  

• BCM Training Process: Extensive trainings in BCM framework, incident 
management, business continuity and business recovery and restoration plans 
enable it to become part of the enterprise’s core values and provide confidence in 
all stakeholders in the ability of the enterprise to cope with minimum disruptions 
and loss of service. 

6. (a)  Some of the controls for environmental exposures are as follows: 
• Water Detectors: In the computer room, water detectors should be placed 

under the raised floor, near drain holes, and near any unattended equipment 
storage facilities.  

• Hand-Held Fire Extinguishers: Fire extinguishers should be in calculated 
locations throughout the area. They should be tagged for inspection and 
inspected at least annually. 

• Manual Fire Alarms: Hand-pull fire alarms should be purposefully placed 
throughout the facility. The resulting audible alarm should be linked to a 
monitored guard station. 

• Smoke Detectors: Smoke detectors are positioned at places above and below 
the ceiling tiles. Upon activation, these detectors should produce an audible 
alarm and must be linked to a monitored station (for example, a fire station) 
Fire repression systems should be supplemented and not replaced by smoke 
detectors. 

• Fire Suppression Systems: These alarms are activated when extensive heat 
is generated due to fire. Like smoke alarms they are designed to produce 
audible alarms when activated and should be regularly monitored.  

• Strategically Locating the Computer Room: To reduce the risk of flooding, 
the computer room should not be located in the basement or ground floor of a 
multi-storey building. The computer room located in the top floors is less prone 
to the risk of fire, smoke and water. 

• Regular Inspection by Fire Department: An annual inspection by the fire 
department should be carried out to ensure that all fire detection systems act 
in accordance with building codes.  

• Fireproof Walls, Floors and Ceilings surrounding the Computer Room: 
Information processing facility should be surrounded by walls that should 
control or block fire from spreading. The surrounding walls should have at least 
three hour fire resistance rating.  
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• Electrical Surge Protectors: The risk of damage due to power spikes can be 
reduced to a great extent using electrical surge protectors. Such protectors are 
typically built into the Uninterruptible Power System (UPS). 

• Uninterruptible Power System (UPS)/Generator: In case of a power failure, 
the UPS provides the back up by providing electrical power from the battery to 
the computer for a certain span of time.  

• Power Leads from Two Substations: Electrical power lines that are exposed 
to many environmental dangers such as waters fire, lightning, cutting due to 
careless digging etc. To avoid these types of events, redundant power links 
should feed into the facility. Interruption of one power supply does not 
adversely affect electrical supply. 

• Emergency Power-Off Switch: When the need arises for an immediate power 
shut down during situations like a computer room fire or an emergency 
evacuation, an emergency power-off switch at the strategic locations would 
serve the purpose. They should be easily accessible and yet secured from 
unauthorized people.  

• Wiring Placed in Electrical Panels and Conduit: To reduce the risk of 
electrical fires occurring and spreading, wiring should be placed in the fire 
resistant panels and conduit. This conduit generally lies under the fire-resistant 
raised floor in the computer room. 

• Prohibitions against Eating, Drinking and Smoking within the Information 
Processing Facility: These activities should be prohibited from the 
information processing facility. This prohibition should be clear, e.g. a sign on 
the entry door. 

• Fire Resistant Office Materials: The materials used in the information 
processing facility such as Wastebaskets, curtains, desks, cabinets and other 
general office materials should be fire proof. 

• Documented and Tested Emergency Evacuation Plans: Relocation plans 
should emphasize human safety, but should not leave information processing 
facilities physically unsecured.  

(b) Control Risk: Control Risk is the risk that could occur in an audit area and which 
could be material, individually or in combination with other errors, will not be 
prevented or detected and corrected on a timely basis by the internal control 
system. Control risk is a measure of the auditor's assessment of the likelihood that 
risk exceeding a tolerable level and will not be prevented or detected by the client's 
internal control system. This assessment includes an assessment of whether a 
client's internal controls are effective for preventing or detecting gaps and the 
auditor's intention to make that assessment at a level below the maximum (100 
percent) as a part of the audit plan. 

© The Institute of Chartered Accountants of India



 Detection Risk: Detection Risk is the risk that the IT auditor’s substantive 
procedures will not detect an error which could be material, individually or in 
combination with other errors. For example, the detection risk associated with 
identifying breaches of security in an application system is ordinarily high because 
logs for the whole period of the audit are not available at the time of the audit. The 
detection risk associated with lack of identification of disaster recovery plans is 
ordinarily low since existence is easily verified. 

(c) Audit of Environmental Controls: Audit of environmental controls requires the 
Information System auditor to conduct physical inspections and observe practices. 
The Auditor should verify that: 
• The Infrastructure Planning and Facilities (IPF) and the construction with regard to 

the type of materials used for construction; 
• The presence of water and smoke detectors, power supply arrangements to such 

devices, and testing logs; 
• The location of fire extinguishers, firefighting equipment and refilling date of fire 

extinguishers; 
• Emergency procedures, evacuation plans and marking of fire exists. There should 

be half-yearly Fire drill to test the preparedness; 
• Documents for compliance with legal and regulatory requirements with regards to 

fire safety equipment, external inspection certificate and shortcomings pointed out 
by other inspectors/auditors; 

• Power sources and conduct tests to assure the quality of power, effectiveness of 
the power conditioning equipment, and generators. Also the power supply 
interruptions must be checked to test the effectiveness of the back-up power; 

• Environmental control equipment such as air-conditioning, dehumidifiers, heaters, 
ionizers etc; 

• Compliant logs and maintenance logs to assess if Mean Time Between Failures 
(MTBF) and Mean Time To Repair (MTTR) are within acceptable levels; and 

• Identify undesired activities such as smoking, consumption of eatables etc. 
7. (a)  Strategic Planning: In the context of Information systems, strategic planning refers 

to the planning undertaken by top management towards meeting long-term 
objectives of the enterprise. Strategic planning is the process by which top 
management determines overall organizational purposes and objectives and how 
they are to be achieved. It is defined as the process of deciding on objectives of the 
enterprise, on changes in these objectives, on the resources used to attain these 
objectives, and on the policies that are to govern the acquisition, use, and 
disposition of these resources.  
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(b) Back-up Controls: Backup controls ensure the availability of system in the event of 
data loss due to unauthorized access, equipment failure or physical disaster; the 
organization can retrieve its files and databases. 

 Backup refers to making copies of the data so that these additional copies may be 
used to restore the original data after a data loss. Backup controls ensure the 
availability of system in the event of data loss due to unauthorized access, 
equipment failure or physical disaster; the organization can retrieve its files and 
databases. Various backup strategies are given as follows: 
• Dual recording of data: Under this strategy, two complete copies of the database 

are maintained. The databases are concurrently updated.  
• Periodic dumping of data: This strategy involves taking a periodic dump of all or 

part of the database. The database is saved at a point in time by copying it onto 
some backup storage medium – magnetic tape, removable disk, Optical disk. The 
dump may be scheduled. 

• Logging input transactions: This involves logging the input data transactions 
which cause changes to the database. Normally, this works in conjunction with a 
periodic dump. In case of complete database failure, the last dump is loaded and 
reprocessing of the transactions are carried out which were logged since the last 
dump. 

• Logging changes to the data: This involves copying a record each time it is 
changed by an update action. The changed record can be logged immediately 
before the update action changes the record, immediately after, or both. 

(c) Following are some of the limitations of the use of the continuous audit system: 
• Auditors should be able to obtain resources required from the organization to 

support development, implementation, operation, and maintenance of 
continuous audit techniques. 

• Continuous audit techniques are more likely to be used if auditors are involved 
in the development work associated with a new application system. 

• Auditors need the knowledge and experience of working with computer 
systems to be able to use continuous audit techniques effectively and 
efficiently. 

• Continuous auditing techniques are more likely to be used where the audit trail 
is less visible and the costs of errors and irregularities are high. 

• Continuous audit techniques are unlikely to be effective unless they are 
implemented in an application system that is relatively stable. 

(d) ISO 27001: ISO 27001 is the international best practice and certification standard 
for an Information Security Management System (ISMS). An ISMS is a systematic 
approach to manage Information security in an IS environment It encompasses 
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people and, processes. ISO 27001 defines how to organize information security in 
any kind of organization, profit or non-profit, private or state-owned, small or large. 
Four phases of ISMS are as follows: 
• The Plan Phase – This phase serves to plan the basic organization of 

information security, set objectives for information security and choose the 
appropriate security controls (the standard contains a catalogue of 133 
possible controls). 

• The Do Phase – This phase includes carrying out everything that was planned 
during the previous phase. 

• The Check Phase – The purpose of this phase is to monitor the functioning of 
the ISMS through various “channels”, and check whether the results meet the 
set objectives. 

• The Act Phase – The purpose of this phase is to improve everything that was 
identified as non-compliant in the previous phase. 

(e) Some of the characteristics of Cloud Computing are as follows: 
• High Scalability: Cloud environments enable servicing of business requirements 

for larger audiences, through high scalability. 
• Agility: The cloud works in the ‘distributed mode ‘environment. It shares resources 

among users and tasks, while improving efficiency and agility (responsiveness). 
• High Availability and Reliability: Availability of servers is supposed to be high 

and more reliable as the chances of infrastructure failure are minimal. 
• Multi-sharing: With the cloud working in a distributed and shared mode, multiple 

users and applications can work more efficiently with cost reductions by sharing 
common infrastructure. 

• Services in Pay-Per-Use Mode: Service Level Agreements (SLAs) between the 
provider and the user must be defined when offering services in pay per use mode. 
This may be based on the complexity of services offered. 

• Virtualization: This technology allows servers and storage devices to increasingly 
share and utilize applications, by easy migration from one physical server to 
another. 

• Performance: It is monitored and consistent and loosely coupled architectures are 
constructed using web services as the system interface. 

• Maintenance: The cloud computing applications are easier, because they are not 
to be installed on each user's computer and can be accessed from different 
places. 
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