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    Test Series: March, 2019 

MOCK TEST PAPER - 1 

FINAL (OLD) COURSE GROUP - II 

PAPER - 6: INFORMATION SYSTEMS CONTROL AND AUDIT 

ANSWERS 

MULTIPLE CHOICE QUESTIONS 

1. (b) Enabler 

2. (c) Decision Support System (DSS) 

3. (b) Segregation of Duty (SoD) 

4. (d) New Customer Acquisition 

5.  (b) Prototype 

6. (b) Integrated Test Facility (ITF) 

7.  (b) Section 7A 

8. (c) Bring Your Own Device (BYOD) 

9.  (b) c,b,a,d 

10. (b) Explicit knowledge is unarticulated and represented as intuition, perspective, beliefs, and values 

that individuals form based on their experiences. 

11. (a) Physical Level involves the implementation of the database on the hard disk. 

12. (d) New Customer Acquisition 

13. (b) Agile 

14. (c) Evidence collection and evaluation 

15. (d) casting responsibility on body corporates to protect sensitive personal information 

16. (a) Private Cloud 

17. (c) Evaluate and Direct Risk Management 

18. (c) The goal of individual subsystem is of highest priority than the goal of the entire system. 

19. (b) standards, guidelines and procedures 

20. (c) Corrective Control 

21. (d) Spiral 

22. (c) Documenting changes to be made in system 

 

DESCRIPTIVE QUESTIONS 

1.  (a)   During Information Technology (IT) Strategy Planning, the three levels of managerial activities 

that are involved in an enterprise are as follows: 

• Strategic Planning: Strategic Planning is defined as the process of deciding on objectives 
of the enterprise, on changes in these objectives, on the resources used to attain these 
objectives, and on the policies, that are to govern the acquisition, use, and disposition of 
these resources. Strategic planning is the process by which top management determines 

overall organizational purposes and objectives and how they are to be achieved. Corporate -
level strategic planning is the process of determining the overall character and purpose of 
the organization, the business it will enter and leave, and how resources will be distributed 

among those businesses.  
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• Management Control: Management Control is defined as the process by which managers 
assure that resources are obtained and used effectively and efficiently in the 

accomplishment of the enterprise's objectives.  

• Operational Control: Operational Control is defined as the process of assuring that specific 

tasks are carried out effectively and efficiently.  

(b)  Segregation of Duties (SoD): Segregation of Duties (SoD) refers to the concept of distribution 
of work responsibilities such that individual employees are performing only the duties stipulated 

for their respective jobs and positions. The main purpose is to prevent or detect errors or 
irregularities by applying suitable controls. It reduces the likelihood of errors and wrongful acts 
going undetected because the activities of one group or individual will serve as a check on the 

activities of the other. The irregularities are frauds due to various facts like Theft of assets like 
funds, IT  equipment, the data and programs; Modification of the data leading to misstated and 
inaccurate financial statements; and Modification of programs to perpetrate irregularities like 

rounding down, salami etc.  

 In a manual system, during the processing of a transaction, there are split between different 
people, such that one person does not process a transaction right from start to finish. However, 
in a computerised system, the critical factors that need to be considered are Nature of business 

operations; Managerial policy; Organization structure with job description; and IT  resources 
deployed such as Operating system, Networking, Database, Application software, Technical staff 
available, IT  services provided in-house or outsourced, Centralized or decentralized IT  

operations.  

 Examples of Segregation of Duties are as follows:  

o Systems software programming group from the application programming group;  

o Database administration group from other data processing activities;  

o Computer hardware operations from the other groups;  

o Systems analyst function from the programming function;  

o Physical, data, and online security group(s) from the other IS functions; and  

o IS Audit from business operations groups.  

(c)  Changes to Evidence Evaluation: Evaluation of audit trail and evidence is to trace 

consequences of control’s strength and weakness throughout the system.  

• System generated transactions: Financial systems may have the ability to initiate, 

approve and record financial transactions.  

• Automated transaction processing systems can cause the auditor problems. For 
example, when gaining assurance that a transaction was properly authorised or in 
accordance with delegated authorities, Automated transaction generation systems are 
frequently used in “Just in time” (JIT) inventory and stock control systems. When a stock 

level falls below a certain number, the system automatically generates a purchase order and 

sends it to the supplier. 

• Systemic Error: Computers are designed to carry out processing on a consistent basis. 
Given the same inputs and programming, they invariably produce the same output. This 

consistency can be viewed in both a positive and a negative manner.  

2.   (a) Planning is one of the primary and important phases in an Information System Audit, which 
ensures that the audit is performed in an effective manner. For the audit efforts to be successful, 

a good audit plan is a critical success factor. Planning develops the annual audit schedule to 
perform the individual audits. It includes budgets of time and costs, and state priorities according 
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to organizational goals and policies. The objective of audit planning is to optimize the use of audit 

resources.  

 Adequate planning of the audit work helps to ensure that appropriate attention is devoted to 

important areas of the audit, those potential problems are identified and that the work is 
completed expeditiously. Planning also assists in proper assignment of work to assistants and in 
coordination of the work done by other auditors and experts. Important points are given as 

follows:  

• The extent of planning will vary according to the size of the entity, the complexity of the 

audit and the auditor’s experience with the entity and knowledge of the business.  

• Obtaining knowledge of the business is an important part of planning the work. The audito r’s 
knowledge of the business assists in the identification of events, transactions and practices 

which may have a material effect on the financial statements.  

• The auditor may wish to discuss elements of the overall audit plan and certain audit 
procedures with the entity’s audit committee, the management and staff to improve the 

effectiveness and efficiency of the audit and to coordinate audit procedures with work of the 
entity’s personnel. The overall audit plan and the audit program; however, remains the 

auditor’ s responsibility.  

• The auditor should develop and document an overall audit plan describing the expected 

scope and conduct of the audit. While the record of the overall audit plan will need to be 
sufficiently detailed to guide the development of the audit program, its precise form and 
content will vary depending on the size of the entity, the complexity of the audit and  the 

specific methodology and technology used by the auditor.  
• The audit should be guided by an overall audit plan and underlying audit program and 

methodology. Audit planning is often mistaken as a onetime activity to be taken and 
completed in the beginning of the audit. While for all practical purposes, planning is a 
continuous activity which goes on throughout the entire audit cycle. Many times, changes in 

conditions or circumstances or unexpected findings during audit require changes in the audit 
procedures and methodology initially planned. Hence, an auditor is expected to modify the 

audit plan as warranted by the circumstances.  

(b)  In case of Development of Business Continuity Planning (BCP), the objectives of performing BCP 

tests are to ensure that:  

• The recovery procedures are complete and workable.  

• The competence of personnel in their performance of recovery procedures can be 

evaluated.  

• There sources such as business processes, systems, personnel, facilities and data are 

obtainable and operational to perform recovery processes. 

• The manual recovery procedures and IT  backup system/s are current and can either be 

operational or restored.  

 The success or failure of the business continuity training program is monitored.  

 BCP Implementation: Once plans are developed, initial tests of the plans are conducted and 

any necessary modifications to the plans are made based on an analysis of the test results. 

Specific activities of this phase include the following:  

• Defining the test purpose/approach;  

• Identifying test teams; 

• Structuring the test; 
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• Conducting the test;  

• Analysing test results; and 

• Modifying the plans as appropriate.  

 The approach taken to test the plans depends largely on the recovery strategies selected to meet 

the recovery requirements of the organization. As the recovery strategies are defined, specific 
testing procedures should be developed to ensure that the written plans are comprehensive and 

accurate. 

(c) Security policy broadly comprise the following three groups of management:  

o Management members who have budget and policy authority,  

o Technical group who know what can and cannot be supported, and  

o Legal experts who know the legal ramifications of various policy charges.  

 Information security policies must always consider business requirements. Business 

requirements are the principles and objectives adopted by an organization to support its 
operations and information processing. E-commerce security is an example of such business 
requirements. Furthermore, policies must consistently consider the legal, statutory, regulatory 

and contractual requirements that the organization and its professional partners, suppliers and 
service providers must respect. The respect of intellectual property is a good example of such 

requirements. 

3. (a) An Information System can be large or small depending upon the size of the company and can 

help in decision making, produce high quality of products and perform logistical functions. An 
information system can assist in determining scenarios such as unifications and achievements, 
and streamline the strategic planning process that can help top management to take corporate 

decision, easily. 

• In Operations Management, information systems design can apply to production control, 
research, development, and manufacturing to produce desired results of the products in 
terms of quality and cost. Information systems applications in human resources 
management can help in retaining highly qualified employees by having important data 

concerning employees obtained after several processes used by human resource managers 
or personnel. Information systems also support logistical processes in various ways, such 
as real time inquiries to track an item from the point of shipment, receiving and storage of 

the item and inventory status of the item. Not only this, information systems can also 
provide the structure for programmers, database managers and data administrators to 

collaborate on new and existing projects. 

• In Strategic Management, Information system is used in every aspect of business right 
from customer relationship management, marketing strategies, retailing, communication, 
product promotion, product development, forecast future sales to supply chain management 

etc. ERP, Data Mining tools, Data warehouse, Business intelligence, MIS, internet, intranet, 
extranet etc. are the information systems and information technologies that support 

managers in every step of business.  

(b) Information Systems Audits has been categorized into five types:  

• Systems and Application: An audit to verify that systems and applications are appropriate, 
are efficient, and are adequately controlled to ensure valid, reliable, timely, and secure 

input, processing, and output at all levels of a system's activity. 

• Information Processing Facilities: An audit to verify that the processing facility is 
controlled to ensure timely, accurate, and efficient processing of applications under normal 

and potentially disruptive conditions.  
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• Systems Development: An audit to verify that the systems under development meet the 
objectives of the organization and to ensure that the systems are developed in accordance 

with generally accepted standards for systems development.  

• Management of IT and Enterprise Architecture: An audit to verify that IT  management 
has developed an organizational structure and procedures to ensure a controlled and 

efficient environment for information processing.  

• Telecommunications, Intranets, and Extranets: An audit to verify that controls are in 
place on the client (end point device), server, and on the network connecting the clients and 

servers. 

(c) The key benefits of ISO 27001 are given as follows:  

• It can act as the extension of the current quality system to include security.  

• It provides an opportunity to identify and manage risks to key information and systems 

assets.  

• Provides confidence and assurance to trading partners and clients; acts as a marketing tool.  

• Allows an independent review and assurance to you on information security practices.  

4.  (a) A typical IaaS provider may provide the following services:  

• Compute: Computing as a Service includes virtual Central Processing Inputs (CPUs) and 

virtual main memory for the Virtual Machines (VMs) that are provisioned to the end users.  

• Storage: STaaS provides back-end storage for the Virtual Machine(VM) images. Some of 

the IaaS providers also provide the back end for storing files. 

• Network: Network as a Service (NaaS) provides virtual networking components such as 

virtual router, switch, and bridge for the VMs. 

• Load Balancers: Load balancing as a Service may provide load balancing capability at the 

infrastructure layer. 

 Typical PaaS providers may provide programming languages, application frameworks, 
databases, and testing tools apart from some build tools, deployment tools and software load 

balancers as a service in some cases.  

• Programming Languages: PaaS providers provide a wide variety of programming 

languages like Java, PHP, Python, Ruby etc. for the developers to develop applications.  

• Application Frameworks: PaaS vendors provide application development framework like 

Joomla, WordPress, Sinatra etc. for application development.  

• Database: Along with PaaS platforms, PaaS providers provide some of the popular 
databases like ClearDB, Cloudant, Redis etc. so that application can communicate with the 

databases.  

• Other Tools: PaaS providers provide all the tools that are required to develop, test, and 

deploy an application. 

(b)  An Information Security Policy is the statement of intent by the management about how to 

protect a company’s information assets. It is a formal statement of the rules, which give access to 
people to an organization's technology and information assets, and which they must abide. In its 
basic form, an information security policy is a document that describes an organization’s 

information security controls and activities. The policy does not specify technologies or specific 
solutions; it defines a specific set of intentions and conditions that help protect a company’s 
information assets and its ability to conduct business.  An Information Security Policy is the 

essential foundation for an effective and comprehensive information security program. It is the 
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primary way in which management’s information security concerns are translated into specific 
measurable and testable goals and objectives. It provides guidance to the people, who build, 

install, and maintain information systems. Information Security policy invariably includes rules 

intended to:  

• Preserve and protect information from any unauthorized modification, access or disclosure;  

• Limit or eliminate potential legal liability from employees or third parties; and  

• Prevent waste or inappropriate use of the resources of an organization.  

 An Information Security Policy should be in written form. It provides instructions to employees 

about “what kinds of behavior or resource usage are required and acceptable ”, and about “what 
is unacceptable”. An Information Security policy also provides direction to all employees about 
how to protect organization’s information assets, and instructions regarding acceptable (and 

unacceptable) practices and behaviour. 

(c)   If a third-party site is to be used for backup and recovery purposes, security administrators must 

ensure that a contract is written to cover issues such as - 

• how soon the site will be made available subsequent to a disaster;  

• the number of organizations that will be allowed to use the site concurrently in the event of a 

disaster;  

• the priority to be given to concurrent users of the site in the event of a common disaster;  

• the period during which the site can be used;  

• the conditions under which the site can be used;  

• the facilities and services the site provider agrees to make available; and  

• what controls will be in place and working at the off -site facility. 

5. (a) (i) As per Section 71 of the IT  Act, 2000; whosoever misrepresents or suppress any material 
fact from the Controller or the Certifying Authority for obtaining any licenses or any 

Electronic Signature Certificate shall be liable and be punished with imprisonment for the 

term extending to two years or with fine upto 1 lakh rupees or both. 

As per the stated fact, since Mr. R misrepresents himself as the Director of X & Company 
before the Certifying Authority and obtains the Electronic Signature Certificate, this will 

make him liable under the Section 71 and the Certifying Authority will not be liable for any 

legal action. 

(ii) As per the Section 72 of the IT  Act, 2000; any person who, in pursuance of any of the 
powers conferred under this Act, rules or regulations made thereunder, has secured access 

to any electronic record, book, register, correspondence, information, document or other 
material without the consent of the person concerned discloses such electronic record, 
book, register, correspondence, information, document or other material to any other person 

shall be punished with imprisonment for a term which may extend to two years, or with fine 

which may extend to one lakh rupees, or with both.  

Accordingly, as Mr. R has gained secured access of confidential information and documents 
without the knowledge of the person (X & Company) and shared with the other entities; Mr. 

R is liable for breach of Confidentiality and Privacy of the X & Company. Therefore, he shall 
be punished with imprisonment for a term which may extend to three years, or with a fine 

which may extend to five lakh rupees, or with both. 
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(b)   Communication Controls: These maintain a chronology of the events from the time a sender 

dispatches a message to the time a receiver obtains the message.  

 Accounting Audit Trail  

• Unique identifier of the source/sink node;  

• Unique identifier of each node in the network that traverses the message; Unique identifier 
of the person or process authorizing dispatch of the message; T ime and date at which the 

message was dispatched;  

• Time and date at which the message was received by the sink node;  

• Time and date at which node in the network was traversed by the message; and  

• Message sequence number; and the image of the message received at each node traversed 

in the network.  

 Operations Audit Trail  

• Number of messages that have traversed each link and each node;  

• Queue lengths at each node; Number of errors occurring on each link or at each node; 
Number of retransmissions that have occurred across each link; Log of errors to identify 

locations and patterns of errors;  

• Log of system restarts; and  

• Message transit times between nodes and at nodes.  

(c)  Program Debugging: Debugging is the most primitive form of testing activity, which refers to 

correcting programming language syntax and diagnostic errors so that the program compiles 
cleanly. A clean compile means that the program can be successfully converted from the source 
code written by the programmer into machine language instructions. Debugging can be a tedious 

task consisting of following four steps: 

• Giving input the source program to the compiler,  

• Letting the compiler to find errors in the program,  

• Correcting lines of code that are erroneous, and  

• Resubmitting the corrected source program as input to the compiler.  

6.  (a) The major activities that are involved in Database Designing are as follows: 

• Conceptual Modeling: These describe the application domain via entities/objects, 
attributes of these entities/objects and static and dynamic constraints on these 

entities/objects, their attributes, and their relationships. 

• Data Modeling: Conceptual Models need to be translated into data models so that they can 

be accessed and manipulated by both high-level and low-level programming languages.  

• Storage Structure Design: Decisions must be made on how to linearize and partition the 
data structure so that it can be stored on some device. For example- tuples (row) in a 
relational data model must be assigned to records, and relationships among records might 

be established via symbolic pointer addresses.  

• Physical Layout Design: Decisions must be made on how to distribute the storage 
structure across specific storage media and locations; for example - the cylinders, tracks, 

and sectors on a disk and the computers in a LAN or WAN. 
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(b)  Some of the key practices, which determine the status of IT  Governance in an enterprise are as 

follows: 

• Who makes directing, controlling and executing decisions?  

• How the decisions are made?  

• What information is required to make the decisions?  

• What decision-making mechanisms are required?  

• How exceptions are handled?  

• How the governance results are monitored and improved?  

 The benefits of IT  Governance in an enterprise are as follows: 

• Increased value delivered through enterprise IT ;  

• Increased user satisfaction with IT  services;  

• Improved agility in supporting business needs;  

• Better cost performance of IT ;  

• Improved management and mitigation of IT -related business risk;  

• IT  becoming an enabler for change rather than an inhibitor;  

• Improved transparency and understanding of IT ’s contribution to the business;  

• Improved compliance with relevant laws, regulations and policies; and  

• More optimal utilization of IT  resources.  

(c) The Reserve Bank of India (RBI) is India's central banking institution, which formulates the 

monetary policy with regarding Indian rupee. The Bank was constituted for the need of following:  

• To regulate the issue of banknotes,  

• To maintain reserves with a view to securing monetary stability, and  

• To operate the credit and currency system of the country to its advantage.  
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