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(v)	 Cloud-based Communication and Collaboration: 
	 Applications like Microsoft Teams, Google Workspace (formerly G Suite), and Zoom 

provide cloud-based communication and collaboration tools that facilitate real-
time messaging, video conferencing, file sharing, and project management.

(vi)	 Cloud-based E-commerce: 
	 Few platforms enable businesses to set up and manage online stores using cloud 

infrastructure. These platforms provide features like product catalogues, payment 
processing, inventory management, and customer analytics.

(vii)	 Big Data Analytics: 
	 Cloud computing enables organizations to process and analyze large volumes of 

data efficiently. Services like Amazon Redshift, Google BigQuery, and Microsoft 
Azure Data Lake Analytics provide scalable infrastructure for big data processing 
and analytics, empowering businesses to derive valuable insights from their data.

B Benefits of  Cloud Computing

	 Following are some of the ways in which Cloud Computing has positively impacted 
accounting:

(i)	 Improved accessibility: 
	 Cloud-based accounting software allows users to access their financial data from 

any location with an internet connection. This has increased accessibility and flex-
ibility for accountants and business owners, allowing them to work remotely and 
collaborate in real-time.

(ii)	 Enhanced security: 
	 Cloud-based accounting software providers typically offer advanced security features 

such as encryption, firewalls, and multi-factor authentication helping in the protec-
tion of sensitive financial data from cyber threats and data breaches.
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Challenges in Cloud Computing

(iii)	 Increased scalability: 
	 Cloud-based accounting software allows businesses to easily scale up or down based 

on their changing needs. As a business grows, it can easily add new users and features 
without having to invest in additional hardware or software.

(iv)	 Reduced costs: 
	 Cloud-based accounting software typically requires less upfront investment in hard-

ware and software, as well as ongoing maintenance costs. 

(v)	 Streamlined collaboration: 
	 Cloud-based accounting software allows multiple users to collaborate in real-time, reducing 

the need for manual data entry and communication. This can help to streamline workflows 
and reduce errors caused by miscommunication.

(vi)	 Improved reporting and analytics: 
	 Cloud-based accounting software often includes powerful reporting and analytics tools that 

allow businesses to gain deeper insights into their financial performance. This can help busi-
nesses make more informed decisions and identify areas for improvement.

	 Following are the potential challenges which may emerge in cloud computing:
 	 Since cloud-based software are completely online, they could be prone to hackers who 

could ‘steal’ data or passwords or compromise the integrity of the processed data, 
thereby causing disruptions to the businesses.

 	 Strong net connectivity is a must for cloud-computing to be a success. Though there has 
been a huge surge in network and mobile connectivity in the past decade, connectivity in 
non-metros, tier-2 or tier-3 cities is not well-developed, which could create accessibility 
issues to the users of the cloud-based accounting software

 The finance team at XYZ Company, comprised of chartered accountants and financial 
analysts, employs cloud-based collaboration tools like Microsoft Teams or Google Workspace to streamline 
Income Statement preparation. They use cloud-based spreadsheets and shared documents to input 
pertinent financial data, ensuring accuracy and comprehensiveness. This allows for real-time collaboration, 
enabling team members from different locations to simultaneously review, edit, and update the Income 
Statement. Version control features ensure that the latest version is always accessible, maintaining an 
audit trail of revisions. After preparation, cloud-based communication channels are used for discussions 
and approvals, with the team lead providing feedback before submission. This approach guarantees 
secure access to the Income Statement for all team members, with strict user access controls to uphold 
data confidentiality and security.

EXAMPLE

C
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	 ENTERPRISE RESOURCE PLANNING (ERP)5
 	Enterprise resource planning (ERP) is a type of software that organizations use for 

managing day- to-day business activities like procurement, project management, 
accounting, risk management, compliance, and supply chain operations. ERP systems 
connects and correlates a multitude of business processes and enable the flow of data 
between them. 

 	It collects an organization’s shared transactional data from multiple sources and thus 
eliminate data duplication and provide data integrity with a single source of authentication.

 	Cloud-based ERP applications are embedded with next-generation technologies, such as 
AI, machine learning (ML), and digital assistants.

 	ERP systems are designed around a single, defined data structure (schema) that typically 
has a common database. 

	 These core constructs are interconnected with business processes driven by workflows 
across business departments (e.g. finance, human resources, engineering, marketing, and 
operations), connecting systems and the people who use them.

 	Since data is the lifeblood of every modern company, ERP makes it easier to collect, 
organize, analyze, and distribute the  information to every individual and system that 
needs it to best fulfill their role and responsibility. 

	 ERP also ensures that  these data fields and attributes roll up to the correct account in the 
company’s general ledger so that all costs are properly tracked and represented.

 	A key ERP principle is the central collection of data for wide distribution. With a secure 
and centralized data repository, everyone in the organization can be confident that data 
is correct, up- to-date, and complete. 

A Benefits of ERP

	 It’s impossible to ignore the impact of ERP in today’s business world. As enterprise 
data and processes are caged into ERP systems, businesses can align separate 
departments and improve workflows, resulting in significant bottom-line savings. 

	 Examples of specific business benefits include:
 	Improved business insight from real-time information generated by reports
 	Less operational costs through streamlined business processes and best practices
 	Enhanced collaboration of  users sharing data in contracts,  requisitions, and 

purchase orders
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B How does an ERP system work?

 	Better efficiency through a common user experience across many business functions 
and well-defined business processes

 	Consistent infrastructure from the back office to the front office Increased   
user-adoption rates from a common user experience and design

 	Increased user-adoption rates from a common user experience and design
 	Reduction in risk through improved data integrity and financial controls
 	Less management and operational costs through uniform and integrated system.

 	ERP systems work by using a defined, standard data structure. Information entered 
by one department is immediately available to authorized users across the business. 
This uniform structure helps keep everyone on the same page.

 	Real-time data is then woven into business processes and workflows across  
departments. Managers check if one location is doing significantly better than 
another site and can figure out why. 

 	Finance department can use ERP for comparison of sales, profits and other financial 
data to help executives in understanding the performance of the organization and 
also for setting new targets.

 	ERP systems deliver the most value when a company has modules for each major 
business function and ensures timely and accurate data entry.

Illustrative steps for integrating Internal Control Over Financial Reporting with an ERP
	 Integrating Internal Control over Financial Reporting (ICOFR) with an Enterprise 

Resource Planning (ERP) system offers the key advantage of streamlining financial 
processes, ensuring data integrity, and promoting effective internal controls. By 
automating and standardizing procedures, the ERP system reduces manual effort 
and minimizes the risk of errors. It enables segregation of duties, real-time visibility 
into financial data, comprehensive audit trails, enhanced reporting capabilities, and 
proactive risk mitigation. This integration strengthens financial control, accuracy, and 
compliance, ultimately enabling better decision-making and reducing the likelihood of 
fraud or errors.

	 The following are illustrative steps for integrating ICOFR within ERP:
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1.	 Verify that the process includes identification and updating of internal and 
external financial reporting requirements and deadlines.

	 The finance team regularly reviews the regulatory guidelines and reporting 
requirements set by the regulators and ensures that the ERP system’s financial 
closing process is aligned with these requirements. Examples are listed companies 
to declare quarterly results as per LODR, filing of periodical returns under GST, 
Income Tax, Labour laws, etc.,Review the documented process to ensure it aligns 
with the organization’s financial reporting policies and regulatory guidelines.

	 The finance team reviews the documented process in the ERP system and cross-
checks it with the organization’s financial reporting policies and regulatory 
guidelines to ensure consistency. Examples are accounting polices relating to 
Property plant and equipment, depreciation, Inventory etc.

2.	 Use the ERP system’s change management functionality to track and validate 
changes made to the financial closing and reporting process.

	 When changes are made to the financial closing and reporting process, the 
finance team uses the ERP system’s change management functionality to track 
and record these changes. They review system logs and audit trail for changes 
made to the financial closing and reporting process are as per defined roles and 
responsibilities for change control, including change initiators, approvers, and 
change management teams.

3.	 Verify that changes to the process are authorized by designated individuals with 
appropriate authority using system logs.

	 The finance team reviews the system logs, audit trail and confirms that any 
changes to the financial closing and reporting process were authorized by designated 
individuals with the appropriate authority, such as the CFO or finance manager.

4.	 Review the change requests, approvals, and documentation within the ERP system 
to ensure proper authorization and validation of process changes.

5.	 Validate that roles and responsibilities in the financial closing and reporting 
process are clearly defined within the ERP system by reviewing users access 
matrix configurations and system logs.
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	 Review system logs and audit trail with Responsibility assignment matrix (RAM). 
RAM is a tool used in project management and enterprise resource planning (ERP) 
implementations to define and communicate the roles and responsibilities of 
individuals or teams involved in a project or process. The matrix clarifies who is 
responsible, accountable, consulted, and informed for each task or deliverable within 
the ERP implementation.

6.	 Assess the qualifications and training records of individuals assigned to financial 
reporting roles within the ERP system.

7.	 Validate that individuals responsible for financial reporting have the necessary 
understanding of the organization’s operations and appropriate accounting 
knowledge.

	 For example, verify HR records of those involved in accounting have appropriate 
knowledge.

8.	 Validate that decisions on alternative accounting treatments for significant events 
or transactions are documented and approved by management.

	 Reviewing the Journal vouchers listing by identifying non routine transactions. 
Review the system of Standardizing voucher types. This involves defining a set of 
predefined templates or formats for different types of journal entries to ensure 
consistency and accuracy in recording financial data.

9.	 Review the ERP system for documentation of accounting treatment decisions,  
including approvals and communication to the audit committee.

	 Documentation of accounting treatment decisions refers to the process of recording 
and maintaining comprehensive documentation regarding the rationale, analysis, 
and conclusions related to accounting treatments chosen for specific transactions or 
events like recognizing long term construction projects.

10.	 Review the ERP system’s user administration functionality to ensure appropriate 
individuals have access to the financial reporting process.

	 Review system logs and audit trail with Responsibility assignment matrix (RAM).
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11.	 Review whether proper KYC validation controls are in place for creating account 
masters and review the process for identifying related party transactions.

	 Separate ledger coding for related parties for auto tabulating transactions to  
present as per Schedule III of Companies Act, 2013.

12.	 Validate that the ERP system captures and documents the appropriate accounting 
treatment for each non-routine event, transaction, and account balance by review-
ing Journal Vouchers listing.

13.	 Use the ERP system’s audit trail and reporting capabilities to validate that all post-
ings have occurred in the correct accounting period reviewing accounting period 
configuration controls.

	 In an ERP system, the accounting date and transaction date are captured and 
stored as part of the transactional data. They are used in various processes, such as 
journal entry creation, financial statement generation, period-end closing activities, 
and audit trails. Understanding the distinction between these dates is important 
for accurate financial reporting, compliance, and analysis of business transactions 
within the ERP system.

14.	 Review the system’s controls for preventing backdating or unauthorized adjust-
ments to postings by reviewing the posting date and transactions date of entries.

	 CYBERSECURITY IN ACCOUNTING6
	 This section seeks to provide an overview of cybersecurity threats and risks and 

explores the impact of cybersecurity breaches on accounting firms and their cli-
ents which may range from accessing the financial data of the firm or client, to 
an extent of modifying the financial statements without the knowledge of the 
management. Protecting financial information is crucial to prevent unauthorized 
access and data breaches. Key Aspects of Cybersecurity in accounting:

  (i)	 Compliance:  Legal and regulatory frameworks, like the Information Technology 
Act, 2000 (Amended in 2008), govern the collection, storage, and transmission of 
financial data. Non-compliance with data protection laws can lead to financial 
penalties and reputational damage. This section also discusses best practices for 
mitigating cybersecurity risks.



334 F A S T CA Final-Financial Reporting: By CA. Sarthak Jain

Accounting & Technology

(ii)	 Legal Obligation:  Organizations have legal and ethical obligations to disclose  
cybersecurity incidents with financial implications. 

(iii)	 Consequences of lack of Cybersecurity: Cybersecurity incidents can affect 
financial reporting through financial losses, reputational damage, and legal 
consequences. Reporting guidelines of various regulators such as SEBI, RBI etc., 
address the disclosure of cybersecurity incidents in financial statements. In all 
the cases, the aim of the attack would be either stealing sensitive financial data 
or disrupting operations or demand ransom money.

(iv)	 Reliance on IT increases risk: Cybersecurity is a critical concern for accounting 
professionals, as sensitive financial data is often stored and transmitted digitally. 
With the increasing reliance on technology in accounting, the risk of cybersecurity 
threats and breaches has also increased. 

(i)	 Phishing attacks: Phishing attacks are a common cybersecurity threat that  
involves tricking users into clicking on malicious links or providing sensitive  
information.

(ii)	 Malware attacks: Malware attacks involve infecting computers or networks with 
malicious software that can steal data or disrupt operations.

(iii)	 Ransom ware attacks: Ransom ware attacks involve encrypting files or locking users 
out of systems and demanding a ransom payment in exchange for restoring access.

(iv)	 Insider threats: Insider threats involve malicious actions by employees or other 
insiders who have access to sensitive data.

(v)	 Denial of Service (DoS) attacks: DoS attacks involve overwhelming a system or 
network with traffic to disrupt operations.

(vi)	 Supply chain attacks: Supply chain attacks involve compromising third-party 
software or hardware to gain access to a system or network.

A Common cybersecurity threats
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	 In view of the cybersecurity attacks and threats discussed above, it is important to 
taking proactive measures to mitigate cybersecurity risks as listed below:

B Proactive measures to mitigate cybersecurity risks

Password management
Strong passwords are critical for protecting sensitive financial data. Accounting  
professionals should ensure that all passwords are complex and changed regularly.

Encryption
Encryption can be used to protect sensitive data during transmission and storage. 
The IT Team of an organization should ensure that all sensitive data is encrypted 
using appropriate methods.

Access control
Access control is critical for preventing unauthorized access to financial data. 
Accounting professionals should ensure that access to sensitive data is limited to 
authorized personnel and that appropriate access controls are in place. The access 
controls should be continuously reviewed and updated based on any changes in the 
management or employee structure.

Network security
Network security is critical for  protecting financial data from cyberattacks. It 
should be ensured that firewalls and other security measures are in place to prevent 
unauthorized access to the network.

Employee training
Employee training is critical for ensuring that all staff members are aware of the 
importance of cybersecurity and understand how to protect sensitive financial data.
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Data backup
Regular data backups are critical for ensuring that financial data is not lost in the 
event of a cyberattack. Accounting professionals should ensure that data backups 
are performed regularly and that backups are stored securely

Incident response planning
Accounting professionals should have a clear incident response plan in place in the 
event of a cyberattack. This plan should include procedures for detecting, containing, 
and mitigating the impact of a cyberattack.

06

07

	 Overall, cybersecurity is a critical concern for accounting professionals, and it is 
essential to take appropriate measures to protect sensitive financial data.

	 Blockchain is a decentralized and transparent ledger that enables secure and 
immutable transactions. Unlike traditional centralized systems, blockchain offers a 
distributed network where information is shared and verified by multiple participants, 
eliminating the need for intermediaries and enhancing data integrity. From a 
financial statement preparation perspective, blockchain holds immense potential 
to streamline processes, enhance transparency, and improve the accuracy and 
reliability of financial reporting. By leveraging blockchain, financial professionals 
can ensure trustworthy and real-time financial information, revolutionizing how 
financial statements are prepared, audited, and shared with stakeholders.

	 Key impacts of blockchain on financial reporting:
(i)	 Enhanced Transparency
	 Blockchain technology provides a decentralized and immutable ledger, where 

transactions are recorded and stored in a transparent and tamper-proof manner. 
This increased transparency ensures that financial data is accurately captured 
and can be easily audited, promoting trust and reliability in financial reporting.

(ii)	 Improved Data Integrity
	 Blockchain’s distributed ledger ensures that each transaction is verified and

	 THE FUTURE OF TECHNOLOGY IN ACCOUNTING7

A Blockchain
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	 encrypted, preventing unauthorized modifications or tampering. This feature 
enhances data integrity, reducing the risk of fraudulent activities and errors in 
financial reporting.

(iii)	 Streamlined Audit Processes
	 Blockchain technology enables real-time access to financial data, eliminating the 

need for time-consuming and manual data reconciliation processes. Auditors can 
directly access the blockchain ledger to verify transactions, reducing audit time  
and enhancing efficiency in financial reporting.

(iv)	 Enhanced Security
	 Block chain incorporates advanced cryptographic algorithms, making it highly 

secure against unauthorized access or data breaches. Financial data stored on the 
blockchain is encrypted and protected, minimizing the risk of data manipulation or 
unauthorized disclosure, thus strengthening the security of financial reporting.

(v)	 Simplified Reconciliation
	 Blockchain’s decentralized ledger eliminates the need for reconciling multiple  

versions of data across different systems. With a single shared source of truth, 
financial reporting processes become more streamlined, reducing reconciliation  
efforts and potential errors.

(vi)	 Cost Reduction
	 By eliminating intermediaries and central authorities, blockchain reduces the costs 

associated with traditional financial reporting processes. It eliminates the need for 
third-party verification and reconciliation, leading to cost savings for organizations.

(vii)	 Enhanced Audit Trail
	 Blockchain maintains a comprehensive and immutable audit trail of all transac-

tions, providing a transparent and traceable record of financial activities. This audit 
trail simplifies the identification and investigation of any irregularities or discrep-
ancies, improving the accuracy and reliability of financial reporting.
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(viii)	 Real-time Financial Reporting
	 With blockchain’s real-time data availability and consensus mechanism, financial 

reporting can be performed more frequently and with greater accuracy. Organiza-
tions can generate up-to-date financial statements, enabling stakeholders to make 
informed decisions based on the most current financial information.

	 AI refers to the simulation of human intelligence in machines, enabling them to  
perform tasks that would typically require human intervention.

	 Apart from the aspects of automation, accuracy, fraud detection and cost savings, 
the most important feature is enabling predictive analytics. 

	 AI can be used to analyze large amounts of data and make predictions about future 
trends, which can be useful for forecasting financial performance and identifying 
potential risks. 

	 Thus, AI has the potential to transform the accounting profession by enabling  
accountants to provide more accurate and timely financial information to their clients.

	
	 While technology has transformed the accounting profession, it has also presented 

challenges such as the need for ongoing training and education, the risk of data 
breaches, and the potential loss of jobs due to automation. 

	 This section seeks to provide an understanding of how AI and machine learning are 
transforming/disrupting the accounting profession. 

	 Artificial Intelligence (AI) and Machine Learning (ML) are technologies that enable 
computers to learn and perform tasks without being explicitly programmed to do so. 

	 AI and ML are having a significant impact on the accounting profession, enabling  
accounting professionals to automate routine tasks, improve decision-making  
processes, and reduce errors. 

(i)	 Automated Data Entry: AI and ML algorithms can process and extract data from 
invoices, receipts, and other documents, reducing the need for manual data entry. 

B Artificial Intelligence (AI)

Benefits of AI and ML when used in accounting1
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	 If programmed, AI and ML algorithms can also review bank statements and pass 
entries in the system, followed by a bank reconciliation, thereby automating the 
entire process, saving time and improving efficiency.

(ii)	 Fraud Detection: AI can help detect fraud by analysing large amounts of data and 
identifying patterns that may indicate fraudulent activity.

(iii)	 Financial Forecasting: ML can be used to develop predictive models that can fore-
cast financial performance based on historical data, market trends, and other 
factors. The predictive models can be of particular advantage where estimates are 
required to be made in financial reporting. For instance, where a store sells goods 
and offers a voucher giving the customer a discount on subnsequent purchases, Ind 
AS 115 requires a degree of estimation of the likelihood of availing such discount to 
record Revenue. Predictive models can track customers’ preferences and likelihood 
of availing the voucher, in which case the estimation of revenue as required under 
Ind AS 115 becomes more realistic.

(iv)	 Accounting Automation: AI can analyse financial statements and other data to 
identify errors or inconsistencies, making accounting more efficient and accurate.

(v)	 Tax Compliance: AI can help automate tax compliance by analysing financial data 
and identifying tax obligations, ensuring that businesses remain compliant with  
tax regulations.

	      Along with the advantages of AI and ML, there are following potential challenges 		
	      and risks associated with the adoption of AI and machine learning like:

1.	 data privacy
2.	 security concerns
3.	 technical complexity
4.	 need to train employees in an organization to extract capabilities of AI from the system
	 As accounting professionals, it becomes imperative to understand new business 

models based on which accounting can be done to give a true and fair view of the 
affairs of the business. 

	 Accounting professionals who are willing to adapt to these changes and develop 
new skills and competencies will be better positioned to provide value-added  
services to their clients or organizations and maintain a competitive edge in the 
industry.

Challenges with Artificial Intelligence2
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	 Ind AS is predominantly a principle-based framework.
	 Ind AS consists of specific principles for various accounting topics, such as revenue 

recognition, leasing, financial instruments, employee benefits, consolidation, and many 
more. 

	 These principles provide detailed guidance on how to account for transactions in 
accordance with the principles of measurement and recognition.

	 For implementation of Ind AS, the technology will play key role in automating the 
process of validating while generating the reports. 

	 However, the role of technology for such processing is directly related to the configuration 
at the Account level with rule-based validations. 

	 Configuration implements pre-defined validation rules within the system to identify 
discrepancies or non- compliance with Ind AS.

	 If the account level configuration is not done properly, then the next phase of using 
technology will be after generating the reports. In such scenario, the use of technology 
is about applications such as Microsoft Excel or Google Sheets which can be used to 
perform such validations from the Ind AS point of view and then generate the report. 

	 This is purely dependent on human intelligence rather than on technology, except for 
the cases where Artificial Intelligence is involved with proper training using machine 
learning.
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