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Chapter-12 DIGITAL AUDITING AND ASSURANCE

5 Digital Auditing & Assurance
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>
>
D> Help the auditee to make informed decisions.
G) Advantages
(> . o ,

)

I A onsiderations that orgav

technigues & automation:

12.2
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\ Digital Auditing & Assurance

Think
Know what people first Target the
business ben- and do not right processes
efits the organisation underestimate - this is a key for )
ants to achieve with change is successful /

\ automation. diffcult. automatioy

\/

Automation

Automation Ensure the introduces new
is not a standalone process works and it challenges for organisa-
is standardised

tion. Don’t forget about
governance and data

solution and should be before automating. Bots

\ part of a broader do not easily adapt to

digitalization security in the risk

process change. framework.

strategy.

on the functioning of internal control.
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AUDITING DIGITALLY (for auditor)

Una’erstana’ how technology (T) can help in:

A R Capturing data

Concept Automating procedures

Analysing information, and

Focussing on real risks

Involve experts

Xpectation Upskill people digitally

€Ce O9O9®

Use tools to automate/enhance audit, existing audit

from Auditor

processes eq RPA, Al, Blockchain etc.

Ask and answer at each stage:

What problems are you trying to solve?

@ which technology can help you?

@  How will you upskill your people to make best use of

the technology available?

@ range of automated solutions

Q)| concept
>
>
) :
Mmtmnﬁm«s on the real nsks of the chent
12.4 |/ AN B / CA FINAL AUDIT - BY CA ST
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Expectations from an Auditor

identify fraud).

Example

A manager on a weekly basis performs a manual control to review if vendor

master additions and changes in the system are done post appropriate ap-

J | provals. This control can be tested and re-performed by the auditor using RPA
technology
BOTs can login into the system and generate the report and write the output in
an excel file.
Based on population, BOT will select the samples of changes to be tested.

Further, BOT will pull the correct file with approved changes from SharePoint.

Then it will perform the testing wherein it will populate the details of approvals

(date, approved by) and identify if changes made without approvals.

Lastly, BOT will summarise the results for all the selected samples in an excel file.

The auditor will then review the final results file to check if there are any
exceptions (changes made without approvals) noted in the selected samples.

Due to the usage of BOT manual intervention has been reduced, more accurate

results are populated, it results in saving auditors time as well and exceptions

highlighted can be readily reviewed.

(2)

Key Features or Advantages

Improved

better understand the business they audit.
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what all areas need more attention.

(3) Considerations

you Will measure return on your investment.

(>) Which technology can help you?

implementation issues early on.

12.6 |/} WA W /CA FINAL AUDIT - BY CA ST
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Macros Business l Robotic Process ‘ Intelligent Process

and Scripts Process Automation (RPA) Automation (IPA)

Automating

Rules- it lgluidy Combining RPA with

based
automation

within a existing busi- across multiple tify pattems, learn

specific ness processes systems and over time and optimise

:

i 5

i (8rPa) labour- intensive, g artificial intelligence
] :

; 5

Re-engineering = repetitve activities technologies to iden-

application § 9. workflows Vi s workflows

7

Emerging technologies can bring great benefits, but they also come with a varied set
of substantial risks. Give some examples of technology risks of digital system and the

control considerations to consider while assessing technology risk. (1CAI SM)

)

(q)

Challenges

v Briefly describe the advantages and challenges of Auditing digitally. (1CAI SM)

(>

9 UNDERSTAND THE IT ENVIRONMENT

Understanding the ways in which

v entity relies upon IT; and

v

AB AUDIT HOGA SABSE SCORING | || s W I M




CHAPTER 12 /

entity’s use of IT (required as per SA 315).

! ing hows IT is used by the entity helps in identifyi rrol !

entity’s IT processes.

S , na lexity of the IT envi  helps the 1 ider:

the audit

Understand Identify Assess

Understandmg of the Automated Environment

B -

following:

v Avplicati that bei | by t)
v Details of the IT infrast ! b £, h of th licati
v ngamsgtmn structure and governance.
v EQ}[C[QS, plQCQdﬂlﬁ Qnd plQCQ,SSQS ilQ“QlA)QQ. N
v Extent of IT int b . R isati

v T risks and controls.

automated enwomment.

Application Used for Database Operating  Network Server and
System Storage
SAP ECC/ Integrated Oracle 19¢ HP-UX LAN, WAN | HP Server and
HANA application NAS
software
REVS Front Desk, MS-SQL Windows In-house HP Server
Guest Server 2018 | 2016 Server | developed | Internal HDD
Reservations
KOTS Restaurant MS-SQL Windows In-house HP Server
and Kitchen | Server 2018 | 2016 Server | developed | Internal HDD
Orders
BILLSYS Billing Oracle 12¢ Windows Packaged | HP Server
2016 Software Internal HDD
Server

F A 5 T / CA FINAL AUDIT - BY CA ST
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and may give rise to risks from the use of IT.

. .

v .

! !-! . ! . . ! 2

» Robotics

> Artificial Intelligence

AB AUDIT HOGA SABSE SCORING [ =W~ T A/ 12.9
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> Internet of Things

» Blometrics

» Drone

@ | Assessing the complexity of the IT environment:

based on the following factors —

v Automation used in the organisation,

Customisation in IT applications,

v
v Business model of the entity,

v Implementation of emerging technologies.

IT environment.

N
D | what are the stages involved in understanding the IT environment and what key
considerations auditor should consider. (1CAI SM)

o IDENTIFYING THE RISKS ARISING FROM USAGE OF IT

J |\

/ \

How to identify the . Risks arising from . ow to Identlfg( the
IT dependencies

IT Risks? use of IT . impacting the Audit?

Why is it important to iden-
tify IT dependencies?

How IT dependencies arise?

Understanding and re-
sponding to risks arising
from IT dependencies

12.10 /CA FINAL AUDIT - BY CA 57
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Q)

How to identify the IT Risks?

o8
N

(V)

Unauthorised ¢l o IT licati y , Fthe IT R ,

O 0 0 O

end result would be incorrect.

AB AUDIT HOGA SABSE SCORING (I aW- I B/ 12.11
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manner helps to:

©  jdentify the entity’s reliance upon IT,
° s s 1y . ) .
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\ Digital Auditing & Assurance

There are five types of IT dependencies as described below:

Automated
Controls

v

» Automated
controls are
designed
into the IT
environment
to enforce
business
rules.

For example,
Purchase
order ap-
proval via
workflow

or format
checks (e.y.,
only a par-
ticular date
format is
accepted),
existence
checks (e.y.,
Duplicate
customer
number can-
not exist),
andfor
reasona-
bleness
checks (e.y.,
maximum
payment
amount)
when a
transaction
is entered.

Reports

* System gen-
erated reports
are informa-
tion gener-
ated by IT
systems.
These reports
are often used
in an entity’s
execution of a
manual con-
trol, including
business
performance
reviews, or
may be the
source of
entity infor-
mation used
by auditors
when select-
ing items for
testing, per-
forming sub-
stantive tests
of details or
performing a
substantive
analytical
procedure.
E.9. (Vendor
master report,
customer age-
ing report).

v

Calculations

* Calculations
are accounting
procedures
that are
performed by
an IT system
instead of a
person.

For example,
the system
will apply the
‘straight-line’
depreciation
formula to
calculate de-
preciation of
an asset (i.e.,
cost of the
asset, less the
residual value
of the asset
at the end of
its useful life
divided by the
useful life of
the asset) or
the system
will calculate
the value of
the amount
invoiced to a
customer by
multipil-

ing the item
price times
the quantity
shipped.

-

Security

» Security
including
segregation
of duties is
enabled by
the IT en-
vironment
to restrict
access to
information
and to de-
termine the
separation of
roles and
responsi-
bilities that
could allow
an employee
to perpetrate
and conceal
errors or
fraud, or to
process er-
rors that go
undetected.

Interfaces

* Interfaces
are pro-
grammed
logic that
transfer
data from
one IT sys-
tem to
another.

* For example,
an inter-
face may be
programmed
to transfer
data from a
payroll
sub- ledger
to the gen-
eral ledger.

AB AUDIT HOGA SABSE SCORING
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w

Understanding and responding to risks arising from IT dependencies

When auditor identify IT dependencies that are relevant to the entity’s flow of

transactions and processing of financial information, he need to understand how

management responds to the associated risks that may arise from them.

Management may implement Information Technology General Controls (ITGCs)

to address risk related to IT dependencies.

The illustration below is an overview of the control objectives and controls for each

area of General IT Controls:

Access Security Objective: Program Change Objective: bata c‘entre an d fpetwork
operations objective:

To ensure that access to To ensure modified systems || 1 epsure production

programs and data is continue to meet financial o atel

authenticated and reporting objectives systems are appropriatey

authorised to meet financial || ¥ Change Management backed up to meet

reporting objectives. policy and procedures financial reporting

b Access reguests to the are maintained. objectives

application are properly
reviewed and authorised
by management.

» Access to terminated
user is removed on a
timely basis.

b Access rights to
applications are
periodically monitored
for appropriateness.

» Transactions of
administrative and
sensitive generic IDs are
monitored.

b Security policies and
procedures are
maintained.

P Access to_operating
system and database is

restricted.

b Development, testing
and production
environments are
segregated for changes
to application
configurations.

» Changes are
adeguately tracked
and recorded.

> Changes to application
configurations are
adeguately tested and

approved before being
migrated into production.

> Emergency changes
are approved.

b Segregation of duties
is maintained between

developer and

implementor.

» Policies and
proceaures for data
backup and recovery
is maintained.

» Data is appropriately
backed up and

recoverable.

» Restoration testing is
performed.

» Monitoring and
compliance of service
level agreements.

» Batch job scheduled
are monitored for
failures and access is
restricted.

12.14
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nerefore, audito

the related risks.

encies could not be relied upon.

6)

Auditor should scope in ITGCs to tests when there are IT dependencies identified in
the system. Briefly describe the types of IT dependencies. (ICAI SM)

e ASSESSING CYBER RISKkS (INCLUDING REMOTE AUDIT)

Q)

What is Cyber Risk?

Types of cyber-attacks

Fileless (" ian | Mobile
Ransonware ol Malware

B Devial-of-
service (Dos)

Spear

Phishing Phishing

Y

Types |

—> poo q
ftf Y ier—»_» ldentity- Domain
o B Based Attacks Spoofing =~

W Insider oy
Threats Email

DAY
Tunneling

/ . a
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>

Unlike traditional

or harmless files

Fileless Malware Trojan Mobile Malware
» Inaransomware

attack, an > Fileless malware » Atrojan is ~» Mobile
aa’versarg encrypts | is a type of malware that B malware is
a victim’s data malicious activity appears to be any type of
and offers to  thatuses native, | legitimate ~ malware
provide a ~ legitimate tools software  designed to
decryption key in built into a disguised as target mobile
exchange for a system to execute | hative operating | devices.
payment. a cyber-attack. system programs | » Mobile malware

is delivered

» Ransomware

attacks are usually malware, fileless Zke f;ee d throggh
launched through~ | malware does not |- Ob\?n oads. . wmalicious
malicious links require an | > Trojans are i clioro
delivered via attacker to install inst‘alled through g
phishing emails, any codeona |  social - sy’stemb‘”t‘
but unpatched ~ target’s system, |  engineering - w;;r;;:a HIes,
vulnerabilities and malking it hard to technigues such P I:{')g, d
policy  detect. | asphishingor | ;;,n 1S9 ,fan
misconfigurations | | bait websites. | uni:;:r:d

are used as well. B  WIi-Fi.

as pa Woras or a ouUnNt humoe

. .

iruses on their computer or phone.

12.16 |/ | alVA =W & /CA FINAL AUDIT - BY CA ST
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Spear Phishing

» Domain spoofing is a form of
phishing where an attacker

AR

software on the device.

. IR

b Spear-phishing is » A whaling attack | » Smishing is a > Vishing, a voice
a type of phishing is a type of type of P””Sh'”Q
attack that social engineer- fraudulent attack, is the
targets specific ing attack practice of fraudulent use
individuals or specifically sending text OFP""”"‘-’ calls
organisations targeting senior messages and voice
typically through 24 C—Ie}lel pretending to me.;sazgs .
malicious emails executive be from i’e SliA) Y

: employees with reputable e from a

> The goal is to steal the purpose of companies in reputable
sensitive stealing money order to induce organisation to
information such or information individuals to iz
as login or gaining reveal personal individuals
credentials or access to the information, to ‘reveal
infect the targets’ person’s such as private
device with computer in passwords or information
malsare order to execute credit card SUC”"OS bank

‘ further numbers. details and
cyberattacks. passwords.

Spoofing: Spoofing is a technigue through which a cyber criminal disguises them-
selves as a known or trusted source. In so doing, the adversary is able to engage
with the target and access their systems or devices with the ultimate goal of
stealing information, extorting money or installing malware or other harmtul

Email Spoofing

~

» Emalil spoofing is a type of
cyberattack that targets the

impersonates a known business
or person with fake website or
email domain to fool people
into trusting them.

The domain appears to be legiti-
mate at first glance, but a closer
look will reveal subtle differ-
ences.

AB AUDIT HOGA SABSE SCORING / FA.S TRV

businesses by using emails with
forged sender addresses.

Because the recipient trusts the
alleged sender, they are more
likely to open the email and in-
teract with its contents, such as
a malicious link or attachment.
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>)
>)
D) DNS Tunmeling: DNS Tunneling is a type of cyber —

attack that leverages Domain Name
>)

. Once
compromised, the hacker can assume control —
 the devi ' d - L infected devi

@) Stages of Cyber Risks

N . . . N .
.

attack to attack)

12.18
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STAGE

Assessing
the cyber risk

No organisation is com-
pletely immune to a
cyber-risk, hence every
organisation should con-
sider at least the com-
mon threats-
» Ransomware disabling
their organisation

(including their plants

and manufacturing
facilities)

Common criminals us-
ing email phishing and
hacks for fraud and
theft.

Insiders comwmitting
malicious activities or
accidental activities
resulting in unintended
discourse of informa-
tion theft and frauds.

STAGE

Impact of
cyber risk

Cyber-attack can impact

one, two or more types of

risks. Some of the indica-

tive areas of impact of

attack can be -

» Regulatory costs

* Business interruptions:
Causing operational
challenge.
Data loss, reputational
loss and litigation.
Ransomware: Most
common, entire sys-
tems are encrypted.
Intellectual property
theft: Loss of competi-
tive advantage, & risk
& impairment/impedi-
ment charge because
of loss of IP.
Incident response
cost: For investigations
& remediations.
Breach of Privacy, if
personal data of a
consumer is hacked.
Fines and penalties

STAGE

03

Managing
the cyber
risk

A strategic approach to
cyber risk management
can help an organisation
to:

*» Gain a holistic under-
standing of the cyber
risks, threats facing
their organisation and
other financial institu-
tions.

Assess existing IT and
cyber security pro-
gram and capabilities
against the relevant
requlatory require-
ments.

Align cyber security
and IT transformation
initiatives with strate-
gic objectives and criti-
cal risks

Understand accepted
risks & document com-
pensating controls.

What does cyber risk explain it with some examples. (1CAI SM) )

AB AUDIT HOGA SABSE SCORING
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3) Cybersecurity Framework

D> Cybersecurity framework includes:

i.how management is
»  identifying the risk.
R vecti ) saf: ina it s (including electroni ) £

ness to the adverse event.

Develop and implement X Develop the
the appropriate activities to 3 | organisational
maintain plans for resilience. | LA Identify understanding to
and to restore any fromirisk manage cybersecurity
capalbilities or services that | | risk to systems, assets,
were impaired due to a 4 Risk data, and capabilities
be . R . Management 2 ’
cybersecurity event espon Process i .. ... Y Asset Management
: to the
> Recovery Planning risk > Business Environment
» Improvements & > Governance
. Detect Sy— \
» Communications oSk P Risk Assessment &
Management Strateqy
( N
Develop and implement /D ) J N \ 2
the appropriate activities evelop an Develop and implement the

g 7 Ieme:*nt the . ' | appropriate safegaurds to
a detected cybersecurity | | 2PPP" ate activities 10 | | epsyre delivery of critical
identify the occurrence | | j\fracirycture services

event | of a cyber security event
» Response Planning - Y v | ¥ Access control

S » Anomalies and Events| | ) i
(incident response . ) Awareness and Training
» Security Continuous

to take action regarding

plan) | o | ? Data Security
» Communications Monitoring & > Information Protection
: | » Detection Processes ||
b Analysis Processes and Procedures
b Mitigation & - 7 o
Improvements

. Identify the risk

cybersecurity risks.

12.20 / CA FINAL AUDIT - BY CA ST
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Manaagement neea 0 14éV / aviy CSLau

gram can be leveraged e.g. (NIST, 150 etc.)

tee or Board of Directors).

Protect the risk

Ject to cyber security.

Entity should:

with cyber- attacks.

AB AUDIT HOGA SABSE SCORING [N aW- LTI B/ 12.21
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3

Detect the risk

>

v

v

Management should assess-

v Litigation costs,
v Regulatory investigation costs, and
v Remediation costs

sure the business is running smooth.

FAST / CA FINAL AUDIT - BY CA ST

first attempt success tutorials




\ Digital Auditing & Assurance

echnology in term

safequard the entity.

‘

Briefly describe the cyber security Framework. (1CAI SM) ]

they are covered from cyber risks:

Vendor setup and

modifications

Electronic transfer of funds

Controls around

Patch management

= Certain cyber schemes

exist in which chang-

es to bank account or
other critical vendor in-

formation are requested

through email phishing

scams by individuals

= Wire transfers or elec-
tronic funds transfers,
similar to vendor chang-
es noted earlier, cyber
schemes pertaining to
fraudulent requests for
wire transfers are made

u Cyber and ransomware
attacks exploit known
security vulnerabilities
resulting in the manip-
ulation or the destruc-
tion of data.
Exploitations of known

AB AUDIT HOGA SABSE SCORING
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claiming to be authorised

vendor personnel.

u Entities have inappropriate-
ly dispersed funds to these
individuals and therefore,
inappropriately reduced the
liability owed to the actual
vendor, resulting in an
impact to the FS (i.e., loss
of cash and related
expense)
v'"Who is responsible for

making changes to
vendor master data? Is
the process centralized or
decentralized?

v’ Are other communication
channels, such as email,
used to request changes
to vendor master data?
(If yes, consider if multi-
factor authentication is
enabled for email).

v What systems and
technologies are used to
initiate, authorise and
process requests related
to changes to vendor
master data?

v’ Are authentication
protocols defined to verify
modifications to vendor
master data (eyg., call
back procedures, multi-
factor authentication)?

relating to business

transactions and ven-

dor payments, as well
as fraudulent requests
appearing to come from
financial institutions
requesting disbursement
from customer asset
accounts.

v’ Are personnel responsi-
ble for wire transfers
educated on the
relevant threats and
information related
to common phishing
scams associated with
fraudulent requests for
wire transfers?

v Are authentication
protocols defined to
verify wire transfer re-
quests (eyg., call back
procedures,
dual-authentication
procedures) ?

v'What systems and
technologies are used
to facilitate the
reguest/initiation,
authorisation and
release of 0 wire
transfers?

security vulnerabili-

ties are often caused

by unapplied patches
or upgrades.

v'Does the entity
have a patch
management
program?

v'Does the entity run
periodic vulnerabili-
ty scans to identify
missing/unapplied
patches?

v How is the entity
notified of patches
by external vendors
(e.g., Microsoft for
Windows patches)?

12.24
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(s) Remote Audit

obtain the audit evidence or to perform documenta

Feasibility
and

Planning

Risk
Assessment

AUAITO m agevelop talloread ateqle 0 en :

na emote auait mee ne re emen ana aeliive Confidentiality,
Security

C S alen 0 aditional on o auad and Data

Protection

through a document sharing platform.

M&t@i@,ﬁwﬁy and Data Protection

ecording of sound ana

©  Auditors should not take screenshots of auditees as audit evidence. Any

AB AUDIT HOGA SABSE SCORING [ =W - B | 12.25
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ous) horised bu t ited o
@ In case of accessing the auditee’s IT system auditor should use VPN (Virtual

private network).

to perform work remotely.

4@4&& Assessment

2. Advantages and Disadvantages of remote audit

Cost and time effective: No travel

time and travel costs involved.

Advantages Disadvantages

Due to network issues, interviews and meetings can be
interrupted.

Comfort and flexibility to the audit
team as they would be working from
home environment.

Limited or no ability to visualise facility culture of the
organisation, and the body language of the auditees.
Time zone issues could also affect the efficiency of

remote audit session.

Time regquired to gather evidence can
spread over several weeks, instead of
concentrated into a small period that
takes personnel from their daily ac-
tivities.

The opportunity to present doctored documents and to
omit relevant information is increased. This may call
for additional planning, some additional/different audit

procedures, Security and confidentiality violation.

Auditor can get first-hand evidence
directly from the IT system as
direct access may be provided.

Remote access to sensitive IT systems may not be
allowed. Security aspects related to remote access and

privacy needs to be assessed.

Widens the selection of auditors
from global network of experts.

Cultural challenges for the auditor. Lack of knowledge
for local laws and requlations could impact audit.

Audit procedures like physical verification of assets and
stock taking cannot be performed.

12.26 |/ | aVA N B / CA FINAL AUDIT - BY CA ST
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performing remote audlit.

71 What are the advantages and disadvantages of remote audit. (1CAI SM)

° EMERGING TECHNOLOGIES IN AUDIT

>

D>

AB AUDIT HOGA SABSE SCORING [ sV - B | 12.27
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| processed in IT systems in larger clients.

[>) Audit analytics helps:

v To discover and analyse patterns

v ldentifying anomalies

v  Extract other useful information in data

o data analytics m

| Technigues (CAATs).

o000

.
e @ 50"

VIAIFA .S T / CA FINAL AUDIT - BY CA ST
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Audit Power Bl Caseldare
Command
Language
(act)
Descrip- It is a data | et is used to consolidate | it is a eltisadata |
tion extraction financial or operational business analysis soft-
and data to assess controls. intelligence | ware & pro-
analysis « A fully transparent audit (¢:))) vide tools that |
softiare trail of every action is platform helps in -
used for performed in Altergx in that provides |  conducting
fraud Form of a workfow which | non-techni- | audit and
detection makes it easier for the cal business | assurance
and user to learn as no prior users with engagements |
prevention, knowledge of coding or tools for quickly, accu- |
and risk scripting is required. aggregating, | rately and
manage- analysing, consistently.
R e It can also be leveraged visualising it sh —
to automate analytics and sharina | =274
It samples | perform dat 9 | analytical
large data Machine Learming to a insights which |
setstofind | .. pattems o From audit help in taking |
irreqular- indicative of Fraud or perspective, | better
ities or iegularities speed up such visual- | informed
patterns in your processes like isation tools | decisions I
transac- accounting close, tax can beused | and helpsin |
tions that Flings, regul atorg; to find the streamlining
could report;‘n 9, forecast outliers in processes and
indicate creation ete. the popula- | eliminating |
control oIt can also be used to tion, it can the routine -
weaknesses | o aom bo cot procedures also be used | tasks. I
or fraud. that are performed for rep or?ing o Used by -
periodically like recon- purpose in accounting
ciliations, consolidations, anin terac- firms, govern-
marketing workflows, tive dash- ments and -
system integrations, b?ard to the corporations |
continuous audits etc. higher man-"| - o i dvoide. I
agement.
Example | ACL s used to [ ajroryy ysed for logistics Power Bl * Provides
analyse and | o0 apisation to recompute | dashboard solutions to
check com- | e yevenue entries used for build account-
plete data sets | ve orded by the system checking the ing software
to perform to match with the outliers of the | Which tums any
Trial Balance | f,5cials that showcased apparel document,
reconciliations | tpe expected revenue turn- | company. including Fs
during the e into cost
audits.

AB AUDIT HOGA SABSE SCORING

[122>

1[. 12.29




CHAPTER 12

/

Example

In such case
scenarious, the
entity provided
the General
Ledger dump and
system Trial
Balance.

Using ACL, the
completeness of
the data can be
ensured as the
data set
exceeded beyond
the capacity of
the excel and
baisc functions
like record count,
sum, pivoting
can be performed
within ACL where
excel could not
perform such
actions.

Due to Alteryx’s processing
speed and ease to
implement functions,
auditors could perform
re-computation for all the
transactions entry and
noted that the revenue was
being understated as the
expected revenue was more
than the actual calculated.
This was due the fact that
the addendum between the
logistic company and the
client was not revised in
the system and old
versions of rates were used
to compute the revenue.
Alteryx helped in analysing
and recomputing the huge
data set and to focus on
actual risk.

Auditors were
required to anal-
yse the trends of
the sales during
the year.

By the use of
Power B, the
sales data
provided by the
client was further
converted into
dashboard to
analyse the
trends and
patterns as per
the market
standards.

In analysis
performed on
untimely sales, it
was noted that
sales transactions
were performed
during non-
business hours.

« effective client

ready report.

« Automatically

links to client
data and se-
curely commu-
nicate with the
client in real
time.

« Regardless of

location, all
authorised
users have
access to the
same docu-
ments.

« Consistency of

data is
ensured.

In an automated environment, the data stored and processed in systems can be used to get

various insights into the way business operates. This data can be useful for preparation of

management information system (MIS) reports and electronic dashboards that give a

highlevel snapshot of business performance. In view of above you are required to briefly discuss

the meaning of data analytics and example of such data analytics technigues. (1CAI SM) V.

° AUTOMATED TOOLS IN AUDIT

Automation and use of technology often requiring auditors to understand and perform proce-

o

dures on a larger group of systems that produce information relevant to the production of FS.

Based on management’s and auditors’ independent risk assessment procedures, the

audit’s scope may need to include peripheral systems, as well as testing general IT and

application controls relative to those systems due to the increased use of technology

that is relevant to financial reporting.

Robotic Process Automation (RPA), blockchain, machine learning, Internet of Things

Q101) and Artificial Intelligence (A1) are some prime examples of automation.

FAS]
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\ Digital Auditing & Assurance

Internet of

Things

Artificial
Intelligence (A1)

Blockchain

Robotic Process
Automation
(rPA)

Descrip- | o loT is the oIt refers to a system | e It is based | eIt is the

tion concept of or a machine that on a de- automation of
connecting can think and learn. centralized | the repetitive
any device oIt utilises data and dis- processes
(cell phones, analysis and tributed performed by
coffee mak- algorithms to make ledger that | users.
ers, washing decisions based on is secured | eIt is a software
machines, predictive methods. through technology that
and so on) to | ®Complex algorithms encryption. | emulate
the internet. | are developed to Each humans’

* Key com- propose decisions transac- actions
ponents of based on a pattern or |  tion is val- | interacting with
loT are data bahavior learned over | idated by digital systems
collection, an- | time. the block- | and software.
alytics, con- | ®The self-deploying chain par- | ® Process
nectivity, and | robots can determine ticipants, efficiency,
people and how much vacuuming | creating custorner
process. there is to do based a block of | experience and

o 10T not only on a room’s size, uses | jnforma- CO”tVO!
changes the Al to scan room size, tion that is e#ec?lveness
business identify obstacles replicated contributed to
model. but and remember the and RPA.
also a;‘fects ';’ OStI efficient routes distributed | ® ﬁp f software

: or cleaning. to all par- ots can
the organisa- | 77 Pods or told Am- | o pll blocks | "y application
: azon Alexa to tum TS o or system the
e _ off the lights, quick quenced same way
* The risk pro- commands to open so that people do
file of the en-"| 4 phone camera or any mod- except that RPA
tity changes start a particular B3 bots can
with exposure | playlist, Al to pre- G operate around
to new laws & | dict when to book of a block the clock,
regulations. the lowest prices for disqualifies | honstop, much
flights, hotels, car the infor- faster and with
and vacation home mation 100% reliability
rentals. ‘ and precision.
Example e Connected o Self-driving cars, e Bijtcoin,

Cars, connect- | manufacturing robots, crypto-

ed manufac- smart assistants, mar- currency

turing equip- keting chatbots, virtual |  transfer

ment’s, smart | travel booking agent. application

home security - Block-

or Data from chain in
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Internet of Things

Artificial
intelligence (A1)

Blockehain

Process
Automation

that allow users to pay via
credit card at

e Auditors must also
consider

and business
partners, con-
cems

Example whether equipment will The self-deploying money th'S"

break machines can be robots can deter- fer, blockchain

used to predict down, giv- mine how much smart

ing manufacturers advance | vacuuming there is | contracts.

warming to prevent long to do based on a

stretches of downtime. room’s size, uses Al

Or a refrigerator placing an | to scan size, iden-

order with a grocery store tify obstacles and

whenever the supply of eqgs | remember the most

falls below a certain num- | efficient routes for

ber. Or smart oven works by | cleaning.

scanning QR or bar codes

and connecting to wi-fi,

which it then uses to deter-

mine the best temperature

and time to cook the food to

avoid undercooking or burn-

ing. Researchers uses loT

devices to gather data about

customer preferences and

behaviour, though that can

have serious implications for

privacy and security.

Audit o A shift to connected de- e Given the invisible | e Auditors should | e Auditors

Implica- vices and systems may nature of algo- consider ap- should un-

tions result in auditors not being | rithms, audits must | propriate gov- derstand
able to rely only on manu- | focus on the logical |  emance and RPA pro-
al controls. flow of processes. security trans- cesses,

o Audit firms may need to | ®A review of Al actions around | which in-
train and upskill auditors should ascertain the transac- clude data
to evaluate the design and | whether unintend- | tjops, extraction,
operating effectiveness of | €d bias has been Although block- | aggregation,
automated controls. qda’ea’ to the algo- chain’s core se- | sanitisation

e Consumer-facing tools Y /thms. curity premise and cleans-
that connect to business | ®Auditors should rests on cryp- ing.
environments in new ways | 9SSess the ef- tography, there | o To perform
can impact the flow of fecti veness of are risk factors | substan-
transactions and introduce algorithms an d associated with | tive test-
new risks for management pohe:?her CI out- it. ing,auditors
and auditors to consider. put Is approp riately | o as plackchain must have

e For example, consider reweb\;ed ke interacts with an under-
payment processing tools provea. legacy systems | standing
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\ Digital Auditing & Assurance

Internet of

Things

Artificial
intelligence (A1)

Blockchain

Robotic
Process
Automa-
tion (RPA)

Audit a retail cybersecurity and search for re‘ate to of the tools
Implications | location possible bugs and vulnera- imsecure used to
through a bilities that can be exploited | application develop
mobile de- to impact Al functionality, programming | 1
vice. This as Al is built on software interfaces AT
could cre- modules. (APIs), data RPA.This
ate a new | ® Auditors should confirm their confidential- | ")
path for understanding of how the ity and pri- helpful
incoming use of Al affects the entity’s | Vvacy cannot |
payments ﬁows of transaft/ons, includ- | 1o ignored. sl
that ma ing the generation of reports veak block s
may or analytics used by man- eak vloc NarG. @
rely, in aoement chain ap- Y €0
part, on a gement. : plication figuration
.| & Auditors also should consider .
new service . : development )
\ whether the Al is making Al
provider . : 1 protocols are | Prviieg
i decisions—or being utilised : G
supplying something
, by management as partof ‘ Al
and routing - . auditors
: _ the decision-making pro- o) e
information | cannot over-
correctly. | o 1f management shifts its IOOkf like.
Auditors focus on oversight by relying | * Auditors must | e General IT
would need on Al, auditors should under- be able‘to controls
to consider stand: determine are
the volume v what shift occurred, whether the applicable
of those v how new risks T as
transac- might be addressed, b’f;’d‘dm' / always.
tions and v whether existing “Z expose.
the pro- risks may not be getting 2 el‘ezl‘t’e‘rp r:cse
cesses and the same to liavility for
controls re- level of attention. non= )i
lated to it. | *Understanding these changes co‘;/zp ! an,fe
could drive changes in the ?[/ g , appli Cad'
audit approach. €laws an
regulations.
Common Key risks o Security: It is one of the key e Inability e Opera-
Risks associated | risks — the more data the to reverse
with 10T, system uses, from more sourc- transac- execution
including, es, the more entry points and tions: The risks:
device connections are formed and inability v Ro-
hijacking, the greater the potential risks. to reverse bots are
a'gta ‘ e Inappropriate conﬁgurgtlon: Al transactions | . eploged
siphoning, may also be used to diagnose andto ac- | o
denial of medical conditions. If it is cess data proper
service without the

tional and |
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Inter- Artificial
net of intelligence Blockchain

Things (A1)

Robotic Process Automation
(rRPA)

Com- | at- badly * required keys make tne operating model.
mon tacks, | configured system secure, bqt a{so v Buying the wrong tool,
Risks | data or s tha? organisations making wrong assumptions,

breach- | malfunc- need specific protocolsand | toking’shorteuts, and

J | tions, it management processes to | threqtening security and
&5 el { ensure that they are not ;
devi could harm compliance.
evice locked out and have clear i

efs | people ‘ v Assigning proper

AA1Ei1% before the contingency plans. responsibilities, training and

o Cyber-attacks and data lear! S o

il clearly stating avout
f - hacks: changing roles also can help
porrea. Operating through you reduce operational risk to
eData network nodes could also a great extent.
privacy: expose the organisation to | o Change management risks:
The data cyber-attacks and data Not following the change
used and hacks. management implementation
shared e Auditors should also lifecycle, improper and
should ensure that the incomplete testing (not
have the organisation has the covering all scenarios) leads
necessary necessary data manage- to inaccurate results.
explicit ment ’P’ oce:sshes an;v’ ‘ o RPA Strategy Risk:
consent complies with requiations. | Setting wrong expectations,

e Regulatory compliances: : e Jisti
from data The regulatory landscape Improper £FLs, ana unreafistic
providers. is still evolving for business goals creates an

blockchain, so audit environment of uncertainty.
teams should check that | v Management should discuss,
compliance managers are and analyse the complete
following developmen ts working characteristics,
constantly and adapting ; o

. potential, and limitations of
processes accordingly. :

RPA before drafting a RPA.

N
Enterprises are adopting emerging technologies at a rapid pace to create synergies and harness
the latest technologies. Give 3 examples of automated tools used as a part of emerging technol-|
ogies along with the risk and audit considerations associated with these tools. (ICAI SM)

S
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>
>)

specialist sites.

Challenges of NFT

° CONTROL CONSIDERATIONS OR OBJECTIVES OF AUDITING DIGITALLY

(Holistic approach, New Tech Risk, Upskill)
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> B

>
o
o
o
D>
o
> allure to make necessary or appropri
© | Inappropriate manual intervention.
~_© | potential loss of data or inability to access data as required.
o Risks i ‘ ird- ‘ j
o Cybersecurity risks

FAST / CA FINAL AUDIT - BY CA ST
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L . Ky .

appropriate audit response.

extent the technology is used.

c NEXT GENERATION AUDIT

FROM —> 70

Sampling populations —— Full population analysis
Multiple datasets —> One data set

Disconnected tools ——> Integrated ecosystem services

Manual risk assessments ~————> Dynamic, data-driven risk assessment

Separated communication ——— Embedded communication

Repetitive tasks — 3 High value work and capacity for growth
Manual work —— Automation
Ad-hoc insights —— 5 Insights from a broader audit

rectness and completeness of data.
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@ Drone Technology:

o
>

personal and business experiences online.
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\ Digital Auditing & Assurance

>
eacn ana use o YPLOCUrrer)
(AR) and Virtual Reality (VR).
° . .
>
need to consider how to build digita
principles to things like digital land.
0 N N . . . .
financial domain:
(a) |  Virtual Banking and Transactions:

v Customers can seamlessly transfer funds, make virtual purchases, and engage in

AB AUDIT HOGA SABSE SCORING [ alW - & | 12.39
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) Digital Asset Management:

v

(c) Virtual Financial Education and Training:

() Virtual Meetings and Conferences:

3D environments.

12.40 |/ | alVA W1 B / CA FINAL AUDIT - BY CA ST
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investment decisions.

6)) Common Risks associated:

make it more requlated.

Give example of emerging technologies available for Next Generation Audit along with

*

the risks associated with it. QCAI SM)

Conclusion

ICs for mitigating these risk factors. This includes:

v

how it is governed,

v
v which activities are automated and how they are controlled,

includes understanding the:

v technology architecture,

v 1€ framewor
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Columnar Presentation of IND AS 16 - Property, Plant

RPA worlk flows

& Equipment with IFCoFR and Audit Procedures

- Accounting |__,|
policy

Define PPE as tangible assets that are held for use in the
production or supply of goods or services, for rental to others,
or for administrative purposes; and are expected to be used
during more than one period.

Relevant data to
be captured

—| ldentify PPE items and their cost components. ]

. 6

Y

Relevant calculation Apply recognition criteria and measurement |

to be made

rinciples. )

Para R

_| Presentation

in FS

_| Disclose PPE items and their carrying amounts, depreciation
methods and rates, useful lives, impairment losses, etc.

Establish IC over the identification, recognition, measurement,
IFCoFR C e . .
depreciation, impairment. and disclosure of PPE

Audit procedures

Verify the existence, ownership, valuation, and

' as per Standards

\disclosure of PPE by inspection, confirmation,

on auditing

vouching, analytical procedures, etc.

Recognises an item of PPE as an asset if it is probable that
future economic benefits associated with the item will flow
to the entity; and the cost of the items can be measured
realiably.

Y

Assess the probability and reliability of future
economic benefits and cost of PPE items.

Y

Apply cost model or revaluation model for
subsequent measurement of PPE jtems.

Para Ref. 7

"

Disclose the basis of recognition and measurement of PPE
items.

Establish I1Cs over the assessment of probability and '
reliability of future economic benefits and cost of PPE items. ’

12.42
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Verify the recognition criteria and measurement

basis of PPE items by inspection, confirmation,
vouching, analytical procedures, etc.
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\ Digital Auditing & Assurance

Measure the cost of an item of PPE as the cash price

M Accounting eguivalent at the recognition date. If payment is deferred
policy beyond normal credit terms, measure the cost at the

present value of all future payments.

| Relevant data to be Identify the cash price equivalent and the present
captured value of deferred payments for PPE jtems.

Calculate the present value of deferred payments

| Relevant calculation |
to be made using an appropriate discount rate.

Para Ref. 8

Presentation
in FS

Disclose the cash price equivalent and the present value of
deferred payments for PPE jtems.

| m Establish ICs over the identification and calculation of cash price

equivalent and present value of deferred payments for PPE items.

Audit procedures

as per Standards
on auditing

Verify the cash price equivalent and present value of
deferred payments for PPE items by inspection,
confirmation, vouching, analytical procedures, etc.

Accounting

policy

ﬂ

Include in the cost of an item of PPE any costs directly
attributable to bringing the asset to the location and condition
necessary for it to be capable of operating in the manner

attributable to bringing the asset to that location and condition.

captured

intended by management. Exclude any costs that are not directly |

J

Relevant data to be Identify directly attributable costs and

non-attributable costs for PPE items.

Para Ref. 9

to be made

Relevant calculation

Allocate directly attributable costs to PPE items
based on a rational and consistent basis.
\Exclude any non-attributable costs from PPE items.

Presentation

in FS

(Disclose directly attributable costs and non-attributable

costs for PPE items.

| m Establish ICs over the identification and allocation of directly

attributable costs and non attributable costs for PPE items.

auditing

Audit procedures as |y Verify directly attributable costs and non-attributable
gl s > costs for PPE jtems by inspection, confirmation,

vouching, analytical procedures, etc.




CHAPTER 12 /
Include in the cost of an item of PPE any borrowing costs that
are directly attributable to the acquisition, construction or
Accounting production of a qualifying asset as part of the cost of that asset
| policy in accordance with Ind AS 23 Borrowing Costs. A gualifying asset
is an asset that necessarily takes a substantial period of time to
get ready for its intended use or sale.
| Relevant data to Identify the borrowing costs and qualifying
| be captured assets for PPE items.
=
‘é;; Relevant calculation Allocate borrowing costs to qualifying assets based
> to be made > on a rational and consistent basis.
S
a
| Presentation Disclose borrowing costs and qualifying assets for PPE
m FS items.

Para Ref. 1)

12.44

IECOFR [Estabhsh ICs over the identification and allocation of borrowing

Audit procedures Verify the borrowing costs and qualifying assets for

costs and qualifying assets for PPE items.

as per Standards PPE items by inspection, Confirmation, vouching,
on auditing analytical procedures, etc.

Accounting Exclude from cost of an item of PPE any trade discounts
——> .
policy and rebates.

Relevant data to | Jla’entify trade discounts and rebates for PPE items
be captured |

Y

to be made of PPE items.

Presentation
Disclose trade discounts and rebates for PPE items.

Y

inFs
Establish ICs over the identification and deduction of trade
IFCoFR ) )
discounts and rebates for PPE items.
)
Audit procedures Verify trade discounts and rebates for PPE jtems )
as per Standards by inspection, confirmation, vouching, analytical
on auditing procedures, etc.

Relevant calculation Ebeduct trade discounts and rebates from the cost J
S
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.| Accounting Recognise the cost of a self-constructed asset as the
policy cost of an item of PPE.

| Relevant data to _ [ Identify self-constructed assets and cost
| be captured " | components.
Relevant calculation — .
&. > 40 be made —>LApply same principles as for an acquired asset. J
3 —
S Presentation : :
;e » in Es :»[D/sclose self-constructed assets and their costs. J

| IECOFR Establish ICs over the identification and measarement of |

self-constructed assets.

Audit procedures Verify self-constructed assets and their costs by inspec-

as per Standards — tion, confirmation, vouching, analytical procedures, etc.
on auditing

Review the residual value, useful life and depreciation

method of an asset at least at each financial year-end and,

Accounting | if expectations differ from previous estimates, account for

— | policy " |the change as a change in an accounting estimate in ac- |
cordance With Ind AS 8 Accounting Policies, Changes in Ac-

counting Estimates and Errors.

Relevant data to | Identify residual value, useful life and deprecia-

> be captured “|tion method of PPE items.
= Relevant calculation _| Assess whether there is any indication of change
% > to be made " |in expectations from previous estimates.
~
E S —
N Presentation | | Adjust the depreciation charge accordingly and disclose

> in FS the nature and effect of the change in estimate.

| IECOFR Establish I1Cs over the review and adjustment of

residual value, useful life and depreciation method of PPE items. |

Audit procedures Verify the residual value, useful life and depreciation |
> > . . . .
as per Standards >method of PPE items by inspection, confirmation,
on auditing vouching, analytical procedures, etc.

AB AUDIT HOGA SABSE SCORING | | mila W— 1 I | 12.45
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Recognise the cost of replacing part of an item of PPE as an

asset if it is probable that the future economic benefits embodied
HCJ_' within the part will flow to the entity, and the cost of the item

can be measured reliably. Derecognise the carrying amount of the
replaced part.

| Identify the replacement parts and their costs for
PPE items.

} {Assess the probability and reliability of future

economic benefits and cost of replacement parts.

Para Ref. 4]
\ 4
Y

Allocate the cost of replacement parts to PPE items and
remove the carrying amount of replaced parts. Disclose the
replacement parts and their costs for PPE items.

| Establish I1Cs over the recognition and measurement of
replacement parts for PPE jtems.

Verify the replacement parts and their costs for PPE
items by inspection, confirmation, vouching, analytical
procedures, etc.

Y

Derecognise an item of PPE on disposal or when no future
economic benefits are expected from its use or disposal.
Gain or loss arising from derecognition is included in profit
or loss when the item is derecognised.

Identify the disposed or retired PPE jtems
and their carrying amounts.

} Calculate the gain or loss on derecognition

Y

as the difference between net disposal
roceeds and carrying amount.

Para Ref. $7
y

Recognise the gain or loss on derecognition in profit
or loss. Disclose the disposed or retired PPE items
and their gain or loss on derecognition.

| Establish 1Cs over the identification and
calculation of gain or loss on derecognition of PPE items.

Verify the disposed or retired PPE items and their
gain or loss on derecognition by inspection,
confirmation, vouching, analytical procedures, etc.
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\ SDG & ESG Assurance

SUSTAINABLE DEVELOPMENT 60ALS (sD6) &
Chapter-18| ENVIRONMENT, SOCIAL AND GOVERNANCE (ESG)
ASSURANCE

AEnvironment Q

() Governance @

These three pillars constitute the term ESG

Environment (E)

resource conservation, and treatment of animals.

v It includes nati




CHAPTER 13 |

environment for carrying out its operations.

2 Social (s)
the value chain is involved.
v
3 Governance (6)
v
and meet the needs of all stakeholders.
v
illars i ‘ nder:
/ 9 @ @ -
4 ENVIRONMENT ) [ N[ GovernANCE )
» Climate Change: » Human Capital: » Corporate
- Carbon Emissions « | - Labour Management | Governance:
- Product Carbon FootPrints | | - Health & Safety | - Broad Diversity
- Financing Enviornmental - Human Capital - Executive Pay
Impact | Development |- Ownership
- Climate Change Vulnerability | | ~ i‘;’;ﬁ ,505530’” Labour || = #Accounting
g 'N:)i‘a’[:’ Sktesezc;rces: - | » Product Liability: | » Corporate
. dr e land - Product Safety & Quality Behaviour:
= By = anause 11 _ chemical Safety | - Business Ethics
- Raw Material sourcing | - Financial Product Safety | | - Anti-Competitive
> Pollution & Waste: - Privacy & Data Security Practices
- Toxic emission and waste | | - Responsible Investment | |- Corruption &
- Packing Material and | » Stakeholders Opposition: ||  Instability
waste - Controversial Sourcing - Financial system
- E-Waste " | » Social Opportunity: | & stability
b Environment Opportunity: | | - Access to communication | | - Tax Transparency
- Clean Tech - Access to Finance
- Green Building - Access to Health Care
— Renewable Ever | | - Opportunities in Nutrition | |
99 ' \__and Health N /
18.2 |/ ulA NN / CA FINAL AUDIT - BY CA ST
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\ SDG & ESG Assurance

ESG Reporting:

> o is all about discl ¢ inbormation. dat s )
ain the added value in these t}

» Types of ESG reports:

0y . . M

v )

around the relevant topics.

]
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Following are the 17 SDGs:

0> No Poverty 1(} Reduced Inegualitites

°> 2ero Hunger 1D Sustainable Cities & Communitites

%> Good Health & Well Being 12) Responsible Consumption & Production

0} Quality Education 1!} Climate Action

°> Gender Equality

14) Life Below Water

°9 Clean Water & Sanitization

15} Life on Land

o> Affordable & Clean Energy

16) Peace, Justice & Strong Institutions

09 Decent Work & Economic Growth

03 Industry Innovation & Infrastructure 1) Partnership for the Goals

e GLOBAL TRENDS IN SUSTAINABLE REPORTING

Global Reporting Initiative Carbon Disclosure International Integrated

(6R1) Project (CDP) Reporting Framework (IIRC)

> Helps the organisations b Captures the environmental| | » Established guiding

to report on economic, performance data which is principles and content

environmental, and related to GHG emissions, elements in order to allow

social impacts. water, forests, and supply

. the companies to produce
chain. P P

» General disclosures

. : , integrated reports.
sl 1o reaied) i e b Major details required to

be reported are climate » This report consists of

repo‘rtea’ e Economlf, change, Forest, and Water Organisational overview,
Environment and Social. security. Governance structure,

> This report is addressed b This report is addressed to Business model, risks and
to all the s‘takeholders all ;he ljnvestol:s;' b’l;geVS,f opportunities, strategy,
of the entity. and other stakenolders o performance, outlook etc.

the entity.
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Comprehensive Corporate Reporting System

Sustainability Disclosure Standards.

Task Force on Climate-Related Financial Disclosures (TCFD)
v It was created in 201S by the Financial Stability Board (FSB)

v N N . . _

disclosures.
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and insurance firms.

| Climate Disclosure Standards Board (¢DSB)

Dream is not that thing you
see in sleep but is that thing

that doesn’t let you sleep
- Dr. A P J Abdul Kalam

99
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o INTEGRATED REPORTING

Manufac-
tured
Capital

Intellectual Intergrated Natural
Reporting Capital

Capital

Social
Capital

6 ing- é
o Financial Capital:

» Pool of funds that is available to the organization for use in the production of

goods or provision of services.

operations or investments.

o Manufactured Capital

waste, and water treatment plants).

o Natural Capital

) Is an inp

o,
first atte suc uto
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>

Human Capital

ues such as its recognition of human rights.

> Ability to ] sati
) ‘ .
ability to lead and to collaborate.
O | Social Capital
>
> Includes:
v Common values and behaviour.
v Key relati )
v An organization’s social license to operate.
Q | ntellectual Capital
>

[ )
7| What are the 6 C’s of Integrated reporting? (ICAI SM)

—/

° GLOBAL SCENARIO IN VARIOUS COUNTRIES

D>

United States

. . . . . .

Reporting would include:

> N .
v QQkﬂka}y S ﬁhknate H,Sk kllaklageknent processes N

18.8

v How the risks identified would impact financial performance
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v How these risks are managed and mitigated

Ne ewnw reqgulrevner allgn WIitn tne recommenaa

Climate-Related Financial Disclosure (TCFD).

regarding matters of:

. . . > . .
v Environment <[ﬂ§[ﬂd[ﬂg tbe QlelPle%&wﬂbﬂM@M

v Company’s employees

v Social matters

v Respect for human rights

v Anti-corruption and anti-bribery

ecifcally for t) . i _related discl nclude:
v Climate change-related risks and opportunities

the recent past:

AB AUDIT HOGA SABSE SCORING | =W - WL W &/ 18.9
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October 202)

ustainable Finance European commission

e

(SFDR) go into effect posal, which will re-

for asset managers guire large companies
and financial advisors to report on social and

operating in EV. environmental impacts
starting in 2024.

February 2022

December 202)

November 202)

The EV adopts a

IFRS Foundation The European
fom?:goognocfeis;:;gio bal commission published proposal for a a’ireaf/'ve
reporting standardisation —— the first delegated act B on Corporate Ststain-
initiative through the 1SSB. on sustainable ‘ab/l/tg bue Dilig ence
UK Financial conduct activities for the first with Rules for companies
authority releases two environmental to respect human rights
sustainability requirements objectives of the EU and the environment in
territory. their global value chains.

disclosure papers.
|

}

US SEC announces European Financial Cchina’s voluntary
climate change Reporting Advisory Board . .
disclosure proposal 1ISSB —> issues exposure draft of —> guidance for Enterprise
exposure draft for public the European Sustainbil- ESG disclosures takes
commentary. ity Reporting Standard o
(ESRS) for public errect.
commentary.

What are the global trends in sustainable reporting? (ICAI SM)

irst attempt success tutoria
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>
>

° EVOLUTION OF ESG IN INDIA

Announced by MCA in 2009

cision making process.

nea vy MCA as add

| National Voluntary Guidelines (NV6s)

onNna

aelines o

Corporate Social Responsibility

Voluntary Guidelines 2009
o MCA issued CSR voluntary quidelines

for the businesses to add value to

Responsibilities of Business, 2011” (NVGs)

SEBI mandates top 100
listed companies to file
Business Responsibility

National Guidelines on

Responsible Business
Conduct (NGRBC) 2013
e MCA revised the

the operations and contribute
towards long-term sustainability of
the business.

These guidelines were issued to
encourage the corporates to focus
on Ethical functioning, Rights and
welfare of workers, Human Rights,
Environmental development and
taking social development activities.

Report (BrRR)

e Top 100 listed companies
by market capitalization
were required to file BRR.

e BRR was in line with the
ESG principles.

National Voluntary
Guidelines on Social,
Environmental and
Economic Responsibil-
ities of Business, 2011
(NV6s) and formulated
NGRBC.

BRR became part of SEBI (Listing Obligations and
Disclosure Requirements) Regulations, 201S

e SEBI vide Circular no. CIR/CFD/CMD/10/201S dated
November 04, 2015, had prescribed the format
for the Business Responsibility Report (BRR) in
respect of reporting on ESG (Environment, Social
and Governance) parameters by listed entities in
line with clause (f) of sub requlation (2) of requ-
lation 34 of SEBICLODR) Regulations 201S.
Top S00 listed companies by market capitalisa-
tion were required to file BRR.

2018

National Voluntary Guidelines

on Social, Environmental
and Economic Responsibilities
of Business
o Issued in July 201
e Contained comprehensive
principles to be adopted by
companies as part of their
business practice.

201]
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2019 B 2022
National Guidelines on Responsible Business Conduct (NGRBC) 2013

MCA revised the National Voluntary Guidelines on Social, Environmental Mandatory reporting

and Economic Responsibilities of Business, 2011 (NVGs) and formulated of top 1,000 listed

BRR became mandatory for top 1,000 listed companies

o As per SEBI (Listing Obligations and Disclosure Reguirements) (Fifth

the National Guidelines on Resposible Business Conduct (NGRBC) companies to file

BRSR along with the
annual reports.

Amendment) Regulations, 2019, with effect from December 26, 2019,

SEBI recommended

Integrated Reporting for top

500 listed companies
e On 6 February 2017, SEBI

issued a circular advising
top $00 listed companies
which are required to
prepare BRR to adopt IR on
a voluntary basis from the
financial year 2017-18.

2017

the annual report of the top 1,000 listed entities based on market
capitalisation shall contain a BRR as per clause (f) of sub requlation
(2) of regulation 34 of Listing Regulations.

New reporting requirements on ESG parameters called the Business
Responsibility and Sustainability Report (BrsR).

e Under notification no. SEBI/LAD-NRO/GN/2021/22 dated May 05, 2021,
SEBI introduced new reporting requirements on ESG parameters called
the Business Responsibility and Sustainability Report (BRSR).

e BRSR seeks disclosures from listed entities on their performance
against the nine principles of the ‘National Guidelines on Responsible
Business Conduct’ (NGBRCs) and reporting under each principle is
divided into essential and leadership indicators.

e Reporting:

v’ Essential indicators: mandatory in nature
v’ Leadership indicators: voluntary in nature

o Listed entities should endeavor to report the leadership indicators
also.

e BRSR is intended towards having quantitative and standardised
disclosures on ESG parameters to enable comparability across
companies, sectors, and time,

best practice in corporate reporting.
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Proposed an A

Reporting (BRR).

ments on Greenhouse Gas Statement

»  Background Material on BRSR (revised 2021)

Parts 3 covering SDG |12 to 17

> Sustainability Reporting Maturity Model (SRMM): Version 1.0

>

Q Business Responsibility and Sustainability Report (BRSR)
] K . 24

voluntary in F. Y 2021-22.

BRSR

M
_/

|
v v
A4

Section A Section €

Y v
( Essential Leadership w
\_ Indicators Indicators )

. »  Section A: General Disclosures

associate companies etc.

.

governance, leadership, and oversight.
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managements etc.

What type of companies are required to mandatorily furnish the Business Responsibility
and Sustainability Report (BRSR) as per the SEBI circular with effect from FY 2022-237
(cal sMm)

2.1

Nine Principles of BRSR

- 3 in social; and

- 4 in governance.

engagement and inclusive growth.

e

Principle 1

Ethics, Transparency and
Accountability

Principle 2:
Safe and Sustainable

Goals and Service

Principle 3:
Promote well-being of all
employees including those
in the value chain

Principle §:

Respect for stakeholders’
interests and

responsiveness

Principle $:

Principle 6:

Respect and Promote

Protection and Resto-

human rights

ration of environment

Principle 7: |
Influence on Public and
Regulatory policy

Principle 3.
Promote inclusive Growth

Sl and Equitable development.

Principle 9:
Provide value to the con-
| sumers in a responsible
manner.

irst attempt success tutoria s
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Policies &

Procedures

Disclose to
stakeholders

Transparency

Encourage
associates

Non-Coper-
ate violators

. m

L
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I

. . . . .
.

v Entity should:

involuntary labour.

. ) ohich -li%e bal » ! .

compromised.

= Be responsible :

.7 wolace and work envi hat is <afe. huoioni

. To create a workplace which is free of harassment and violence.

force employed.

. . >
v Businesses bQ!ZQ to ensure tlklldg QngZZQth 01 tbe Wor kel S wages Qnd—

compensation.

18.16
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extent of the issues.

v The entities should farrlﬁ@ﬂ@@@%h&qkﬁmmgm%

abusive issues faced by people.

; e | bt i hat | ivectl or indirectly due o

operation of the business.

v Entities should:

product.

= Utilize natural and manmade resources in an optimum manner to

AB AUDIT HOGA SABSE SCORING [J WAL W B | 18.17
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Action Plans for Climate Change.

] e activities with industru | . !  recu-

cle/ recover materials, resources.

. N .
| |

towards various environmental responsibilities.

policies of the governing authority.
The principle further highlights that:

The core elements of the eighth principle are:

v Entities should:

. . . . . T
|

! . ! !‘ !‘! ! ! . ‘!. ! ! ! !¢

activities for new facilities.

equately.
(2 v

18.18
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. . ey

= inform the customers on the safe and responsible ways of usage,

y ! disposal of their prod ! imi

over-consumption.

be maintained.
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v

What are the nine principles of BRSR? How are the nine principles of BRSR linked with th

17 UN Sustainable Development Goals? (1CAI SM)

)

Principles/
SDGs

sDG |

SDG 2

SDG 3

SD6 4

SDG §

SDG 6

SDG 7

SDG 2

sD6 9

SDG 10

sbg

SDG 12

SDgG 13

D6 14

SDG IS

DG 16

SDG 17

PP P2 P3 P4 PS P6 P2 P3 P9
v v v
v v v | v | v
v v
v v | v
v v v v
v v v
v v v
v v v v
v v
v v
v v v | v
v v
v v v | v
v v v | v | v
v v v | v | v
v v v v v
v v | v
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2.1.3

Assurance in BRSR

icability: ‘ 000

B o oon, remaining

the provisions of BRSR.

investors would review and do industry analysis.

) thi o | +ical

3 ESG Audit:
3 SSAE: 3000 Ass mability Information
3 L |ssueaq alnability Assurance Engagemen

ty information.
Effective date of application:

v ] ] ] 023 - -

tary basis

Mandatory basis
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On-Site Issuance of

Assessment  pccessment Review of the

/ verification  Report and  responses &
of £SG Assessment clarifications

Report Statement  on the

findings

What is the methodology of providing assurance in BRSR? (ICAI SM) )

mToheve anws o equilation

be followed, as applicable.

ROLE OF AUDITOR: CONSIDERATION OF CLIMATE RELATED RISKS IN AN AUDIT

OF FINANCIAL STATEMENTS

Auditor’s Objective:

18.22

respects, in accordance with the A-FRFW.
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o Obtain understanding of the entity:
>
>
0 draw attention to di ’
understanding of the FS.
> Auditor’s Responsibilities:

What is the auditor’s role on ESG aspects in an audit of financial statements of the

company? (ICAI SM)

~N
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° Conclusion

- B

OO
=

If you want to shine like a

sun, first burn like a sun.

- Dr. A P J Abdul Kalam

/
o4

18.24
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