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Test Series: April, 2018 

MOCK TEST PAPER – 2 

FINAL COURSE: GROUP – II 

PAPER – 6: INFORMATION SYSTEMS CONTROL & AUDIT 

SUGGESTED ANSWERS/HINTS 

1. (a)  During the Technical Feasibility of new proposed system, the following issues may be raised:  

 Does the necessary technology exist to do what is suggested (and can it be acquired)? 

 Does the proposed equipment have the technical capacity to hold the data required to use 

the new system? 

 Can the proposed application be implemented with existing technology? 

 Will the proposed system provide adequate responses to inquiries, regardless of the number 

or location of users? 

 Can the system be expanded if developed? 

 Are there technical guarantees of accuracy, reliability, ease of access, and data security?  

(b) As per SEBI, the Auditor Selection Norms are as follows: 

 Auditor must have mini mum 3 years of experience in IT audit of Securities Industry 

participants e.g. stock exchanges, clearing houses, depositories etc. The audit experience 

should have covered all the Major Areas mentioned under SEBI’s Audit Terms of Reference 

(TOR).  

 The Auditor must have experience in/direct access to experienced resources in the areas 

covered under TOR. It is recommended that resources employed shall have relevant 

industry recognized certifications e.g. CISA (Certified Information Systems Auditor) from 

ISACA, CISM (Certified Information Securities Manager) from ISACA, GSNA (GIAC 

Systems and Network Auditor), CISSP (Certified Information Systems Security Professional) 

from International Information Systems Security Certification Consortium, commonly known 

as (ISC)².  

 The Auditor should have IT audit/governance frameworks and processes conforming to 

industry leading practices like CoBIT.  

 The Auditor must not have any conflict of interest in conducting fair, objective and 

independent audit of the Exchange/Depository. It should not have been engaged over the 

last three years in any consulting engagement with any departments/units of the entity being 

audited.  

 The Auditor may not have any cases pending against its previous auditees, which fall under 

SEBI’s jurisdiction, which point to its incompetence and/or unsuitability to perform the audit 

task. 

(c) As an IS Auditor, the different types of audits may be conducted during system development 

process. 

 Concurrent Audit: Auditors are members of the system development team. They assist the 

team in improving the quality of systems development for the specific system they are 

building and implementing. 
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 Post - implementation Audit: Auditors seek to help an organization learn from its 

experiences in the development of a specific application system. In addition, they might be 

evaluating whether the system needs to be scrapped, continued, or modified in some way.  

 General Audit: Auditors evaluate systems development controls overall. They seek to 

determine whether they can reduce the extent of substantive testing needed to form an 

audit opinion about management’s assertions relating to the financial statements for 

systems effectiveness and efficiency. 

(d) Input Controls: This maintains the chronology of events from the time data and instructions are 

captured and entered into an application system until the time they are deemed valid and passed 

onto other subsystems within the application system. 

 Accounting Audit Trail 

 The identity of the person(organization) who was the source of the data; 

 The identity of the person(organization) who entered the data into the system; 

 The time and date when the data was captured; 

 The identifier of the physical device used to enter the data into the system; 

 The account or record to be updated by the transaction; 

 The standing data to be updated by the transaction; 

 The details of the transaction; and 

 The number of the physical or logical batch to which the transaction belongs. 

 Operations Audit Trail 

 Time to key in a source document or an instrument at a terminal; 

 Number of read errors made by an optical scanning device; 

 Number of keying errors identified during verification; 

 Frequency with which an instruction in a command language is used; and 

 Time taken to invoke an instruction using a light pen versus a mouse. 

2. (a)  Major characteristics of an effective Management Information System (MIS) are as follows: 

 Management Oriented – It means that efforts for the development of the information 

system should start from an appraisal of management needs and overall business 

objectives. Such a system is not necessarily for top management only but may also meet 

the information requirements of middle level or operating levels of management as well.  

 Management Directed – Because of management orientation of MIS, it is necessary that 

management should actively direct the system’s development efforts. For system’s 

effectiveness, it is necessary for management to devote their sufficient time not only at t he 

stage of designing the system but for its review as well to ensure that the implemented 

system meets the specifications of the designed system. 

 Integrated – The best approach for developing information systems is the  integrated 

approach as all the functional and operational information sub-systems are tied together into 

one entity. An integrated Information system has the capability of generating more 

meaningful information to management as it takes a comprehensive view or a complete look 

at the interlocking sub-systems that operate within a company. 
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 Common Data Flows – It means the use of common input, processing and output 

procedures and media whenever required. Data is captured by the system analysts only 

once and as close to its original source as possible. Afterwards, they try to utilize a 

minimum of data processing procedures and sub-systems to process the data and strive to 

minimize the number of output documents and reports produced by the system. This 

eliminates duplication in data collections, simplifies operations and produces an efficient 

information system. 

 Heavy Planning Element – An MIS usually takes one to three years and sometimes even 

longer period to get established firmly within a company. Therefore, a MIS designer must be 

present in MIS development and should consider future enterprise objectives and 

requirements of information as per the organization structure of the enterprise as per 

requirements. 

 Sub System Concept – Even though the information system is viewed as a single entity, it 

must be broken down into digestible sub-systems, which can be implemented one at a time 

by developing a phased plan. The breaking down of MIS into meaningful sub -systems sets 

the stage for this phasing plan. 

 Common Database – Database is the mortar that holds the functional systems together. It 

is defined as a "super-file", which consolidates and integrates data records formerly stored 

in many separate data files. The organization of a database allows it to be accessed by 

several information sub-systems and thus, eliminates the necessity of duplication in data 

storage, updating, deletion and protection. 

 Computerized - Though MIS can be implemented without using a computer; the use of 

computers increases the effectiveness of the system. In fact, its use equips the system to 

handle a wide variety of applications by providing their information requirements quickly. 

Other necessary attributes of the computer to MIS are accuracy and consistency in 

processing data and reduction in clerical staff. These attributes make computer a prime 

requirement in management information system. 

(b)  Audit Trail: Audit trails are logs that can be designed to record activity at the system, 

application, and user level. When properly implemented, audit trails provide an important 

detective control to help accomplish security policy objectives. Many operating systems allow 

management to select the level of auditing to be provided by the system. This determines ‘which 

events will be recorded in the log’. An effective audit policy will capture all significant events 

without cluttering the log with trivial activity. Audit trail controls attempt to ensure that a 

chronological record of all events that have occurred in a system is maintained. This record is 

needed to answer queries, fulfill statutory requirements, detect the consequences of error and 

allow system monitoring and tuning.  

Audit trails can be used to support security objectives in three ways:  

 Detecting Unauthorized Access to the system: Detecting unauthorized access can occur in 

real time or after the fact. The primary objective of real-time detection is to protect the system 

from outsiders who are attempting to breach system controls. A real-time audit trail can also be 

used to report on changes in system performance that may indicate infestation by a virus or 

worm. Depending upon how much activity is being logged and reviewed; real-time detection can 

impose a significant overhead on the operating system, which can degrade operational 

performance. After-the-fact detection logs can be stored electronically and reviewed periodically 

or as needed. When properly designed, they can be used to determine if unauthorized access 

was accomplished, or attempted and failed. 
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 Reconstructing Events: Audit analysis can be used to reconstruct the steps that led to events 

such as system failures, security violations by individuals, or application processing errors. 

Knowledge of the conditions that existed at the time of a system failure can be used to assign 

responsibility and to avoid similar situations in the future. Audit trail analysis also plays an 

important role in accounting control. For example, by maintaining a record of all changes to 

account balances, the audit trail can be used to reconstruct accounting data files that were 

corrupted by a system failure. 

 Personal Accountability: Audit trails can be used to monitor user activity at the lowest level of 

detail. This capability is a preventive control that can be used to influence behavior. Individuals 

are likely to violate an organization’s security policy if they know that their actions are not 

recorded in an audit log. 

(c) Economic Feasibility: Economic Feasibility includes an evaluation of all the incremental costs 

and benefits expected if the proposed system is implemented. After problems or opportunities are 

identified, the analysts must determine the scale of response needed to meet the user's requests 

for a new system as well as the approximate amount of time and money that will be required in 

the effort. The financial and economic questions raised by analysts during the preliminary 

investigation are for estimating the cost of conducting a full systems investigation;  the cost of 

hardware and software for the class of applications being considered;  the benefits in the form of 

reduced costs or fewer costly errors; and the cost if nothing changes (i.e. the proposed system is 

not developed). 

 Operational Feasibility: Operational Feasibility is concerned with ascertaining the views of 

workers, employees, customers and suppliers about the use of  computer facility. A system can 

be highly feasible in all respects except the operational and fails miserably because of human 

problems. Some of the questions, which help in testing the operational feasibility of a project, 

may include the following: 

 Is there sufficient support for the system from management and from users? 

 Are current business methods acceptable to users? 

 Have the users been involved in planning and development of the project?  

 Will the proposed system cause harm? Will it produce poorer results in any respect or area? 

Will loss of control result in any areas? Will accessibility of information be lost?  

 Will individual performance be poorer after implementation than before?  

 This analysis may involve a subjective assessment of the political and managerial environment in 

which the system is to be implemented. In general, the greater the requirements for change in the 

user environment in which the system will be installed, greater is the risk of implementation 

failure. 

3. (a)  Business Impact Assessment (BIA): A Business Impact Assessment (BIA) of all business units 

that are part of the business environment enables the project team to:  

o identify critical systems, processes and functions;  

o assess the economic impact of incidents and disasters that result in a denial of access to 

systems services and other services and facilities; and  

o assess the “pain threshold,” that is, the length of time business units can survive without 

access to systems, services and facilities.  
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 The BIA Report should be presented to the Steering Committee. This report identifies critical 

service functions and the timeframes in which they must be recovered after interruption. The BIA 

Report should then be used as a basis for identifying systems and resources required to suppor t 

the critical services provided by information processing and other services and facilities.  

(b)  Limitations of Mobile Computing are as follows: 

 Insufficient Bandwidth: Mobile Internet access is generally slower than direct cable 

connections using technologies such as General Packet Radio Service (GPRS) and 

Enhanced Data for GSM (Global System for Mobile Communication) Evolution (EDGE), and 

more recently 3G networks. These networks are usually available within range of 

commercial cell phone towers. Higher speed wireless LANs are inexpensive but have very 

limited range.  

 Security Standards: When working mobile, one is dependent on public networks, requiring 

careful use of Virtual Private Network (VPN). Security is a major concern while concerning 

the mobile computing standards on the fleet. One can easily attack the VPN through a huge 

number of networks interconnected through the line.  

 Power consumption: When a power outlet or portable generator is not available, mobile 

computers must rely entirely on battery power. Combined with the compact size of many 

mobile devices, this often means unusually expensive batteries must be used to obtain the 

necessary battery life. Mobile computing should also look into Greener IT in such a way that 

it saves the power or increases the battery life.  

 Transmission interferences: Weather, terrain, and the range from the nearest signal point 

can all interfere with signal reception. Reception in tunnels, some buildings, and rural areas 

is often poor.  

 Potential health hazards: People who use mobile devices while driving are often distracted 

from driving are thus assumed more likely to be involved in traffic accidents. Cell phones 

may interfere with sensitive medical devices. There are allegations that cell phone signals 

may cause health problems. 

 Human interface with device: Screens and keyboards tend to be small, which may make 

them hard to use. Alternate input methods such as speech or handwriting recognition 

require training. 

(c) Hardware Acquisition: In case of procuring machinery such as machine tools, transportation 

equipment, air conditioning equipment etc., the management can normally rely on the time-tested 

selection techniques and the objective selection criteria can be delegated to the technical 

specialist. The management depends upon the vendor for support services, systems design, 

education and training etc., and expansion of computer installation for almost an indefinite period; 

therefore, this is not just buying the machine and paying the vendor for it, but it amount s to an 

enduring alliance with the supplier. 

 Software Acquisition: Once user output and input designs are finalized, the nature of the 

application software requirements must be assessed by the systems’ analyst. This determination 

helps the systems development team to decide ‘what type of application software products is 

needed’ and consequently, the degree of processing that the system needs to handle. This helps 

the system developers in deciding about the nature of the systems software and computer 

hardware that will be most suitable for generating the desired outputs, and also the functions and 

capabilities that the application software must possess. At this stage, the system developers 

© The Institute of Chartered Accountants of India



6 

must determine whether the application software should be created in -house or acquired from a 

vendor. 

4. (a)  A good security policy should clearly state the following: 

 Purpose and Scope of the Document and the intended audience;  

 The Security Infrastructure; 

 Security policy document maintenance and compliance requirements;  

 Incident response mechanism and incident reporting; 

 Security organization Structure; 

 Inventory and Classification of assets; 

 Description of technologies and computing structure; 

 Physical and Environmental Security; 

 Identity Management and access control; 

 IT Operations management; 

 IT Communications; 

 System Development and Maintenance Controls; 

 Business Continuity Planning; 

 Legal Compliances; and 

 Monitoring and Auditing Requirements. 

(b)  Preventive Controls: Preventive controls are those inputs which are designed to prevent an 

error, omission or malicious act occurring. The broad characteristics of preventive controls are:  

 A clear-cut understanding about the vulnerabilities of the asset;  

 Understanding probable threats; and 

 Provision of necessary controls for probable threats from materializing. 

 Some of the examples of preventive controls are to employ qualified personnel; Segregation of 

duties; Access control, Documentation, prescribing appropriate books for a course, Training and 

retraining of staff, Authorization of transaction, Validation, edit checks in the application, 

Firewalls, Anti-virus software (sometimes this acts like a corrective control also), etc., and 

Passwords. 

 The above list contains both of manual and computerized preventive controls. The following 

Table shows how the same purpose is achieved by using manual and computerized controls.  

Preventive Controls 

Purpose  Manual Control Computerized Control 

Restrict unauthorized 
entry into the premises 

Build a gate and post a 
security guard 

Use access control software, smart 
card, biometrics, etc.  

Restricted unauthorized 
entry into the software 
applications 

Keep the computer in a 
secured location and allow 
only authorized person to 
use the applications 

Use access control, viz. User ID, 
password, smart card, etc. 
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(c) Some of the key Management Practices of Risk Management are as follows:  

 Collect Data: Identify and collect relevant data to enable effective IT related risk 

identification, analysis and reporting. 

 Analyze Risk: Develop useful information to support risk decisions that take into account 

the business relevance of risk factors. 

 Maintain a Risk Profile: Maintain an inventory of known risks and risk attributes, including 

expected frequency, potential impact, and responses, and of related resources, capabilities, 

and current control activities. 

 Articulate Risk: Provide information on the current state of IT- related exposures and 

opportunities in a timely manner to all required stakeholders for appropriate response.  

 Define a Risk Management Action Portfolio: Manage opportunities and reduce risk to an 

acceptable level as a portfolio. 

 Respond to Risk: Respond in a timely manner with effective measures to limit the 

magnitude of loss from IT related events.  

5. (a)  Five Principles of COBIT 5 are as follows: 

 Principle 1: Meeting Stakeholder Needs: Enterprises exist to create value for their 

stakeholders by maintaining a balance between the realization of benefits and the 

optimization of risk and use of resources. COBIT 5 provides all of the required processes 

and other enablers to support business value creation through the use of IT. Because every 

enterprise has different objectives, an enterprise can customize COBIT 5 to suit its own 

context through the goals cascade, translating high-level enterprise goals into manageable, 

specific, IT related goals and mapping these to specific processes and practices.  

 Principle 2: Covering the Enterprise End-to-End: COBIT 5 integrates governance of 

enterprise IT into enterprise governance. It covers all functions and processes within the 

enterprise; COBIT 5 does not focus only on the ‘IT function’, but treats information and 

related technologies as assets that need to be dealt with just like any other asset by 

everyone in the enterprise.  

 Principle 3: Applying a Single Integrated Framework: There are many IT related 

standards and best practices, each providing guidance on a subset of IT activities. COBIT 5 

is a single and integrated framework as it aligns with other latest relevant standards and 

frameworks, thus allows the enterprise to use COBIT 5 as the overarching governance and 

management framework integrator. It is complete in enterprise coverage, providing a basis 

to integrate effectively other frameworks, standards and practices used.  

 Principle 4: Enabling a Holistic Approach: Efficient and effective governance and 

management of enterprise IT require a holistic approach, taking into account several 

interacting components. COBIT 5 defines a set of enablers to support the implementation of 

a comprehensive governance and management system for enterprise IT.  

 Principle 5: Separating Governance from Management: The COBIT 5 framework makes 

a clear distinction between governance and management. Governance ensures that 

stakeholder needs, conditions and options are evaluated to determine balanced, agreed-on 

enterprise objectives to be achieved; setting direction through prioritization and decision 

making; and monitoring performance and compliance against agreed-on direction and 

objectives. Management plans, builds, runs and monitors activities in alignment with the 

direction set by the governance body to achieve the enterprise objectives.  
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(b) Some of the examples of Decision Support Systems in Accounting are as follows: 

 Cost Accounting System - The health care industry is well known for its cost complexity. 

Managing costs in this industry require controlling costs of supplies, expensive machinery, 

technology, and a variety of personnel. Cost accounting applications help health care 

enterprises calculate product costs for individual procedures or services. One health care 

organization, for example, combines a variety of DSS applications in productivity, cost 

accounting, case mix, and nursing staff scheduling to improve its management decision 

making. 

 Capital Budgeting System - Companies require new tools to evaluate high-technology 

investment decisions. Decision makers need to supplement analytical techniques, such as 

net present value and internal rate of return, with decision support tools that consider some 

benefits of new technology not captured in strict financial analysis. One DSS designed to 

support decisions about investments in automated manufacturing technology is Auto Man, 

which allows decision makers to consider financial, non-financial, quantitative, and 

qualitative factors in their decision-making processes.  

 Budget Variance Analysis System- Financial institutions rely heavily on their budgeting 

systems for controlling costs and evaluating managerial performance. These systems allow 

the comptrollers to graph, view, analyze, and annotate budget variances, as well as create 

additional one-and five-year budget projections using the forecasting tools provided in the 

system. The DSS thus helps the comptrollers to create and control budgets for the cost-

center managers reporting to them. 

 General Decision Support System- Some planning languages used in DSS are general 

purpose and therefore can analyze many different types of problems. In a sense, these 

types of decision support systems are a decision-maker’s tools. The user needs to input 

data and answer questions about a specific problem domain to make use of this type of 

decision support system. An example is a program called Expert Choice which supports a 

variety of problems requiring decisions. The user works interactively with the computer to 

develop a hierarchical model of the decision problem. The decision support system then 

asks the user to compare decision variables with each other.  

(c) Some of the advantages of continuous audit techniques are given as under:  

 Timely, Comprehensive and Detailed Auditing – Evidence would be available more timely 

and in a comprehensive manner. The entire processing can be evaluated and analyzed 

rather than examining the inputs and the outputs only. 

 Surprise test capability – As evidences are collected from the system itself by using 

continuous audit techniques, auditors can gather evidence without the systems staff and 

application system users being aware that evidence is being collected at that particular 

moment. This brings in the surprise test advantages. 

 Information to system staff on meeting of objectives - Continuous audit techniques 

provides information to systems staff regarding the test vehicle to be used in evaluating 

whether an application system meets the objectives of asset safeguarding, data integrity, 

effectiveness, and efficiency. 

 Training for new users – Using the Integrated Test Facilities (ITFs), new users can submit 

data to the application system, and obtain feedback on any mistakes they make via the 

system’s error reports.  
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6.  (a) Various types of Data Back-ups are given as follows: 

 Full Backup: A Full Backup captures all files on the disk or within the folder selected for 

backup. With a full backup system, every backup generation contains every file in the 

backup set. However, the amount of time and space such a backup takes prevents it from 

being a realistic proposition for backing up a large amount of data.  

 Incremental Backup: An Incremental Backup captures files that were created or changed 

since the last backup, regardless of backup type. This is the most economical method, as 

only the files that changed since the last backup are backed up. This saves a lot of backup 

time and space. 

Normally, incremental backup are very difficult to restore. One will have to start with 

recovering the last full backup, and then recovering from every incremental backup taken 

since.  

 Differential Backup: A Differential Backup stores files that have changed since the last full 

backup. Therefore, if a file is changed after the previous full backup, a differential backup 

takes less time to complete than a full back up. Comparing with full backup, differential 

backup is obviously faster and more economical in using the backup space, as only the files 

that have changed since the last full backup are saved. 

Restoring from a differential backup is a two-step operation: Restoring from the last full 

backup; and then restoring the appropriate differential backup. The downside to using 

differential backup is that each differential backup probably includes files that were already 

included in earlier differential backups. 

 Mirror back-up: A Mirror Backup is identical to a full backup, with the exception that the 

files are not compressed in zip files and they cannot be protected with a password. A m irror 

backup is most frequently used to create an exact copy of the backup data.  

(b) Changes to Evidence Collection: Existence of an audit trail is a key financial audit requirement; 

since without an audit trail, the auditor may have extreme difficulty in gathering sufficient, 

appropriate audit evidence to validate the figures in the client’s accounts. The performance of 

evidence collection and understanding the reliability of controls involve issues like  - 

 Data retention and storage: A client’s storage capabilities may restrict the amount of 

historical data that can be retained “on-line” and readily accessible to the auditor. If the 

client has insufficient data retention capacities, the auditor may not be able to review a 

whole reporting period transactions on the computer system. For example, the client’s 

computer system may save data on detachable storage device by summarising transactions 

into monthly, weekly or period end balances. 

 Absence of input documents: Transaction data may be entered into the computer directly 

without the presence of supporting documentation e.g. input of telephone orders into a 

telesales system. The increasing use of EDI will result in less paperwork being available for 

audit examination. 

 Non-availability of audit trail: The audit trails in some computer systems may exist for only 

a short period of time. The absence of an audit trail will make the auditor’s job very difficult 

and may call for an audit approach which involves auditing around the computer system by 

seeking other sources of evidence to provide assurance that the computer input has been 

correctly processed and output. 

 Lack of availability of output: The results of transaction processing may not produce a 

hard copy form of output, i.e. a printed record. In the absence of  physical output, it may be 
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necessary for the auditor to directly access the electronic data retained on the client’s 

computer. This is normally achieved by having the client provide a computer terminal and 

being granted “read” access to the required data files.  

 Audit evidence: Certain transactions may be generated automatically by the computer 

system. For example, a fixed asset system may automatically calculate depreciation on 

assets at the end of each calendar month. The depreciation charge may be automatically 

transferred (journalised) from the fixed assets register to the depreciation account and 

hence to the client’s income and expenditure account.  

 Legal issues: The use of computers to carry out trading activities is also increasing. More 

organisations in both the public and private sector intend to make use of EDI and electronic 

trading over the Internet. This can create problems with contracts, e.g. when is the contract 

made, where is it made (legal jurisdiction), what are the terms of the contract and are the 

parties to the contract. 

(c) Executive Information Systems (EIS) – It is sometimes referred to as an Executive Support 

System (ESS). It serves the strategic level i.e. top level managers of the organization. ESS 

creates a generalized computing and communications environment rather than providing any 

preset applications or specific competence. 

 Major Characteristics of an EIS are given as follows: 

 EIS is a Computer-based-information system that serves the information need of top 

executives. 

 EIS enables users to extract summary data and model complex, problems without the need 

to learn query languages statistical formulas or high computing skills.  

 EIS provides rapid access to timely information and direct access to management reports.  

 EIS is capable of accessing both internal and external data. 

 EIS provides extensive online analysis tool like trend analysis, market conditions etc.  

 EIS can easily be given as a DSS support for decision making. 

7. (a) Governance of Enterprise IT (GEIT): Governance of Enterprise IT is a sub-set of corporate 

governance and facilitates implementation of a framework of IS controls within an enterprise as 

relevant and encompassing all key areas. The primary objectives of GEIT are to analyze and 

articulate the requirements for the governance of enterprise IT, and to put in place and maintain 

effective enabling structures, principles, processes and practices, with clarity of responsibilities 

and authority to achieve the enterprise's mission, goals and objectives.  

 Benefits of GEIT are as follows: 

 It provides a consistent approach integrated and aligned with the enterprise governance 

approach.  

 It ensures that IT-related decisions are made in line with the enterprise's strategies and 

objectives.  

 It ensures that IT-related processes are overseen effectively and transparently.  

 It confirms compliance with legal and regulatory requirements.  

 It ensures that the governance requirements for board members are met.  
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(b) Major Data Integrity Policies are given as under: 

 Virus-Signature Updating: Virus signatures must be updated automatically when they are 

made available from the vendor through enabling of automatic updates.  

 Software Testing: All software must be tested in a suitable test environment before 

installation on production systems. 

 Division of Environments: The division of environments into Development, Test, and 

Production is required for critical systems. 

 Offsite Backup Storage: Backups older than one month must be sent offsite for permanent 

storage. 

 Quarter-End and Year-End Backups: Quarter-end and year-end backups must be done 

separately from the normal schedule, for accounting purposes 

 Disaster Recovery: A comprehensive disaster-recovery plan must be used to ensure 

continuity of the corporate business in the event of an outage. 

(c) PDCA Cyclic Proces under ISO 27001: ISO 27001 prescribes ‘how to manage information 

security through a system of information security management’. Such a management system, just 

like ISO 9001 or ISO 14001, consists of four phases that should be continuously implemented in 

order to minimize risks to the Confidentiality, Integrity and Availability (CIA) of information. These 

phases are given as follows: 

 The Plan Phase – This phase serves to plan the basic organization of information security, 

set objectives for information security and choose the appropriate security controls (the 

standard contains a catalogue of 133 possible controls).  

 The Do Phase – This phase includes carrying out everything that was planned during the 

previous phase. 

 The Check Phase – The purpose of this phase is to monitor the functioning of the 

Information Security Management System (ISMS) through various “channels”, and check 

whether the results meet the set objectives. 

 The Act Phase – The purpose of this phase is to improve everything that was identified as 

non-compliant in the previous phase. 

 The cycle of these four phases never ends, and all the activities must be implemented cyclically 

to keep the ISMS effective. The detail description of all these phases is given as follows: 

(d) Characteristics of Platform as a Service (PaaS) in Cloud Computing are as follows: 

 All in One: Most of the PaaS providers offer services like programming languages to 

develop, test, deploy, host and maintain applications in the same Integrated Development 

Environment (IDE).  

 Web access to the development platform: PaaS provides web access to the development 

platform that helps the developers to create, modify, test, and deploy different applications 

on the same platform. 

 Offline Access: To enable offline development, some of the PaaS providers allow the 

developer to synchronize their local IDE with the PaaS services. The developers can 

develop an application locally and deploy it online whenever they are connected to the 

Internet. 
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 Built-in Scalability: PaaS services provide built-in scalability to an application that is 

developed using any particular PaaS. This ensures that the application is capable of 

handling varying loads efficiently. 

 Collaborative Platform: To enable collaboration among developers, most of the PaaS 

providers provide tools for project planning and communication.  

 Diverse Client Tools: PaaS providers offer a wide variety of client tools like Web User 

Interface (UI), Application Programming Interface (API) etc. to help the developers to 

choose the tool of their choice. 

(e) Some of the weaknesses of Incremental Model identified by the experts and practitioners include 

the following: 

 When utilizing a series of mini-waterfalls for a small part of the system before moving onto 

the next increment, there is usually a lack of overall consideration of the business problem 

and technical requirements for the overall system. 

 Each phase of an iteration is rigid and do not overlap each other.  

 Problems may arise pertaining to system architecture because not all requirements are 

gathered up front for the entire software life cycle. 

 Since some modules will be completed much earlier than others, well -defined interfaces are 

required. 

 It is difficult to demonstrate early success to management. 
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