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CHAPTER 1 - AUTOMATED BUSINESS PROCESSES 

Q.1 Write a short note on Enterprise Information Systems. 

Q.2 Define BPA. What are the objectives of BPA?  

Q.3 Explain any 4 benefits of Automating Business Processes.  

Q.4 What are the main aspects to be kept in mind while Documenting a BPA?  

Q.5 How to decide onto which consultant to partner with while implementing BPA? 

Q.6 Define ERM. Also state its benefits.  

Q.7 Define risks. Explain the risks of BPA.  

Q.8 What are the various Risk Management Strategies used by an enterprise?  

Q.9 Define Controls. When are Manual controls more suitable as compared to automated controls?  

Q.10 List and Explain the various components of Internal Control. Also mention some of the limitations 

of  internal control.  

Q.11 Explain the concept of Segregation of Duties in detail .  

Q.12 Define DFD. Explain the various symbols used in a DFD.  

Q.13 Define Configurations and Masters in a software using one example each.  

Q.14 Define Corporate Governance. Also explain the three principal components of Corporate 

Governance Framework.  

Q.15 Explain the immediate benefits in business and trade due to the Introduction of IT Act, 2000.  

Q.16 Define or Explain the following terms: 

• Web Defacement 

• Cyber Terrorism 

• Phishing and Email Scams 

• Access as per IT Act ,2000  

• Computer as per IT Act, 2000 

Q.17 Explain SPDI. What types of information shall be considered as SPDI? 

 

 

 

 

CHAPTER 2 - INFORMATION SYSTEMS AND COMPONENTS 

 

Q.1 What are the major characteristics of a Computer Based Information System (CBIS) ?  

Q.2 Describe the various types of registers found in processors.  

Q.3 Explain Cache Memory.  

Q.4 Explain Virtual Memory.  

Q.5 Define Operating System. Explain any 4 functions performed by an Operating System.  

Q.6 Explain the various types of Application Softwares.  

Q.7 What are the major application areas of Computer Based Applications.  

Q.8 What are the issues catered/functions served by a network?  

Q.9 Write short notes on the following: 

• Packet 

• MAC address 
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• Network Topology 

• IP address 

• Packet Switching  

• DNS  

Q.10 Explain the hierarchy of databases.  

Q.11 Explain the relational database model in detail. 

Q.12 List the major advantages of DBMS. 

Q.13 Explain the concept of Data Mining. 

Q.14 What do you mean by Detective Controls?  Also, discuss their broad characteristics in brief? 

Q.15 Physical security mechanisms in an organization provides protection to people, data, equipment, 

systems, facilities and company assets. Determine some major ways of protecting the 

organization's computer installation in the event of any explosion or fire.  

Q.16 Explain the various Technical Exposures to logical security.  

Q.17 Asynchronous Attacks can occur over a network while data transfer. Explain the various types of 

Asynchronous Attacks that can take place on the network.  

Q.18 Explain the following: 

• Encryption 

• Call back devices  

• Firewall  

• SPOOL  

Q.19 What are the different types of testing that can be undertaken during Program Development? 

Q.20 What are the various Data Resource Management Controls?  

Q.21 What are the various Security Management Controls? 

Q.22 Write a short note on Access Control Mechanisms.  

Q.23 Explain the various types of Boundary Controls.  

Q.24 Explain the various Validation Controls in brief.  

Q.25 Explain the various Data Processing Controls. 

Q.26 Briefly explain major update and report controls regarding Database Controls in brief.  

Q.27 What are the factors influencing an organization towards control and audit of computers?  

Q.28 As an Information Systems Auditor, you need to keep yourself up to date with the latest audit 

tools, techniques and methodology to meet the demands of the job. Discuss about various Audit 

Tools that you should be aware about.  

Q.29 Discuss the advantages of continuous audit techniques.   

ANS: 1. Timely Comprehensive and Detailed Auditing:  evidence would be timely available. The whole 

processing can be evaluated rather than examining inputs and outputs only. 

2. Surprise Test Capability : evidences are collected from the system directly without the systems 

staff and application system users being aware that the evidence is being collected at that 

particular moment bringing forth the advantages of surprise testing. 

3. Information to system staff on meeting of Objectives: It helps the staff in getting the 

knowledge whether an application system meets the objectives of asset safeguarding, data 

integrity, effectiveness and efficiency. 
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4. Training for new users: Using ITFs, new users can submit data to application systems (test data) 

to better understand the system by learning from their mistakes. 

Q.30 Define Audit Trails. Also briefly describe the objectives of Audit Trail.  

Q.31 As an IS Auditor how would you check the Internet Point of Presence for an entity?  

Q.32 Explain the role of the following: 

• Database Administrator 

• Media Librarian  

• Security Analyst  

• Help Desk Analyst 

Q.33 While doing an IS Audit, you have encountered various Segregation of Duties issues. Explain, what 

suggestions do you plan to give the management so as to mitigate such issues.  

 

 

 

 

CHAPTER 3 - E- COMMERCE, M- COMMERCE AND EMERGING TECHNOLOGIES 

 

Q.1  Mention 4 points of difference between Traditional Commerce and E-Commerce.  

Q.2 Explain efficiency improvement due to E Commerce.  

Q.3 What are the major components of Mobile Applications. Explain in Detail.  

Q.4 Write a short note on Two Tier Architecture along with its advantages and disadvantages.  

Q.5 What do you understand by Three Tier Architecture. Discuss its advantages.  

Q.6 What are the risks associated with E- Commerce Transactions that are high as compared to general 

Internet Activities? 

Q.7 What are the ways of protecting your E- Commerce business from intrusion?  

Q.8 As an IS Auditor, what controls do you recommend to an enterprise in E- Commerce facing various 

Cyber Security Risks?  

Q.9 What are the various Laws governing E- Commerce? Explain each one of them in brief.  

Q.10 Write Short Notes on the following: 

• BHIM 

• Aadhar Enabled Payment Service (AEPS) 

• Unstructured Supplementary Service Data (USSD) 

Q.11 What are the major advantages of making digital payments?  

Q.12 What are the major drawbacks of making digital payments?  

Q.13 What do you understand by the term Virtualization. What are the common types of Virtualization?  

Q.14 What are the major application areas of Virtualization?  

Q.15 What do you mean by Grid Computing. What are the types of resources available on a Grid. 

Q.16 As a user, how can you exploit the computing resources on the grid?  

Q.17 What are the major application areas of Grid Computing?  

Q.18 What are the constraints to be considered while developing security architecture for Grid 

Computing?  

Q.19 What do you mean by Cloud Computing? Explain its characteristics.  
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Q.20 What do you understand by the term Community Clouds? Explain its characteristics, advantages 

and limitations.  

Q.21 Write Short notes on the following: 

• PaaS 

• DaaS 

• IDaaS 

Q.22 Define Mobile Computing. Explain its components.  

Q.23 As an IS Auditor following Green Computing Practices, how would you advise your client company 

to conserve energy.  

Q.24 Explain the concept of BYOD. Explain its advantages and threats.  

Q.25 What do you understand by Web 3.0. Also explain its components.  

Q.26 Explain the concept of Internet of Things (IOT). Elaborate the risks related to IOT.  

Q.27 Define Artificial Intelligence/ Machine Learning. Write down the major applications.   

 

 

 

CHAPTER 4 - CORE BANKING SYSTEMS 

 

Q.1 What are the major Challenges of IT in Banking Systems?  

Q.2 "Information Systems can generate many direct and indirect risks. These risks lead to a gap between 

the need to protect systems and the degree of protection applied." How is this gap caused? Give 

reasons.  

Q.3 "IT Risks need to be mitigated by implementing the right type and level of controls in the automated 

environment. This is done by integrating controls into IT." As an IS Auditor, what could be the 

sample list of IT related controls which can be applied to different areas in a bank?  

Q.4 Write a short note on CORE Banking systems. Also mention some examples of CBS.  

Q.5 What are the key aspects in built into architecture of a CBS?  

Q.6 Explain the CBS IT Environment  

Q.7 In CORE Banking Systems, discuss the possible risks and controls around the CASA (Current and 

Savings Account) process.  

Q.8 Explain the process flow of sale - authorization process of Credit Card Facility.  

Q.9 Explain the process flow of clearing and settlement process of Credit Card Facility  

Q.10 What are the major risks associated with CORE Banking Systems?  

Q.11 What are the four gateways for controlling CORE Banking System?  

Q.12 Define Money Laundering as per Section 3 of the Prevention of Money Laundering Act, 2002. What 

are the key aspects of this Act?  

Q.13 Explain the three stages of Money Laundering.  

Q.14 Mr. Nathu Lal, a mobile shop owner, purchases a stolen mobile phone knowing about the phone to 

be stolen. He further resells the mobile phone to Mr. Sanju. Mr. Ram, the true owner of the mobile 

phone, subsequently gets to know of the sale undertaken by Mr. Nathu. Is there any remedy 

available for Mr. Ram under the IT Act,2000.   

Q.15 What are the essential elements of Privacy Policy of an Enterprise.  
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CHAPTER 5 - FINANCIAL AND ACCOUNTING SYSTEMS 

 

Q.1 Write down four differences between master and non master data.  

Q.2 Differentiate between front end and back end software.  

Q.3 Differentiate between Installed and Web Applications.  

Q.4 What do you understand by Non- Integrated systems. How is an Integrated System better than the 

Non Integrated system?  

Q.5 Write a short note on ERP systems. Explain its advantages.  

Q.6 What are the features of an ideal ERP system?  

Q.7 Mention any four Risks and related Controls in an ERP Environment.  

Q.8 Explain the concept of Role Based Access Controls (RBAC). What are the different types of access 

available to users.   

Q.9 "Some of the questions auditors should ask during an ERP audit are pretty much the same as those 

that should be asked during development and implementation of system". What questions should 

you ask as an auditor?  

Q.10 Explain the CRM Module. What are the key benefits of CRM?  

Q.11 What do you understand by an MIS Report? To make an MIS Report useful, what should an 

enterprise ensure? (Features of MIS)  

Q.12 Explain the different types of Data Analytics Applications.  

Q.13 What are the major business applications of Data Analytics?  

Q.14 Being an IT Consultant to a Government agency PQR, identify the most common International 

Standard, that should be used by the agency fir their standardized digital business reporting. 

Support the recommendation by preparing a list of its important features also.   

Q.15 Write a short note on XBRL Tagging.  

Q.16 How is an Integrated software containing both accounts and tax applications together better than 

an individual software used separately for accounting and taxation.   

 


