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    Test Series: March, 2018 

MOCK TEST PAPER 

FINAL COURSE GROUP-II 

PAPER-6: INFORMATION SYSTEMS CONTROL AND AUDIT 

SUGGESTED ANSWERS/HINTS 

1.  (a)  System Requirements Analysis: This phase includes a thorough and detailed understanding of 

the current system, identifies the areas that need modification to solve the problem, the 

determination of user/managerial requirements and to have fair idea about various systems 

development tools. The following objectives are performed in this phase to generate the 

deliverable, Systems Requirements Specification (SRS): 

 To identify and consult the stake owners to determine their expectations and resolve their 

conflicts; 

 To analyze requirements to detect and correct conflicts and determine priorities;  

 To gather data or find facts using tools like - interviewing, research/document collection, 

questionnaires, observation;  

 To verify that the requirements are complete, consistent, unambiguous, verifiable, 

modifiable, testable and traceable;  

 To model activities such as developing models to document Data Flow Diagrams, E-R 

Diagrams; and  

 To document activities such as interview, questionnaires, reports etc. and development of a 

system (data) dictionary to document the modeling activities.  

To accomplish the objectives, a series of steps like Fact finding, Analysis of the Present System, 

System Analysis of the proposed system, System Development Tools, Systems Specification etc. 

are some of the steps that result in process, assuring appropriate systems requirements analysis.  

(b) The Section 10A of IT Act, 2000 provided a clarity on the Validity of Contracts formed through 

electronic means. The Section states that -   

[Section 10A] Validity of contracts formed through electronic means. 

 Where in a contract formation, the communication of proposals, the acceptance of proposals, the 

revocation of proposals and acceptances, as the case may be, are expressed in electronic form 

or by means of an electronic record, such contract shall not be deemed to be unenforceable 

solely on the ground that such electronic form or means was used for that purpose.  

 Therefore, the contract formed through email between the hospital ABC and the SDLC team is 

valid and the hospital can enforce its rights as per the terms of the contract.  

(c)  Many audit tools that are readily available in the market are as follows: 

(i) Snapshots: Tracing a transaction is a computerized system can be performed with the help 

of snapshots or extended records. The snapshot software is built into the system at those 

points where material processing occurs which takes images of the flow of any transaction 

as it moves through the application. These images can be utilized to assess the authenticity, 

accuracy, and completeness of the processing carried out on the transaction. The main 

areas to dwell upon while involving such a system are to locate the snapshot points based 

on materiality of transactions when the snapshot will be captured and the reporting system 

design and implementation to present data in a meaningful way.  

(ii) Integrated Test Facility (ITF): The ITF technique involves the creation of a dummy entity in 

the application system files and the processing of audit test data against the entity as a 
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means of verifying processing authenticity, accuracy, and completeness. This test data 

would be included with the normal production data used as input to the application system. 

In such cases, the auditor must decide what would be the method to be used to enter test 

data and the methodology for removal of the effects of the ITF transact ions. 

(iii)  System Control Audit Review File (SCARF): The SCARF technique involves embedding 

audit software modules within a host application system to provide continuous monitoring of 

the system’s transactions. The information collected is written onto a  special audit file- the 

SCARF master files. Auditors then examine the information contained on this file to see if 

some aspect of the application system needs follow-up. In many ways, the SCARF 

technique is like the snapshot technique along with other data collection capabilities. 

Auditors might use SCARF to collect the information regarding Application System Errors, 

Policy and Procedural Variances, System Exception, Statistical Sample, Snapshots and 

Extended Records, Profiling Data and Performance Measurement. 

(iv) Continuous and Intermittent Simulation (CIS): This is a variation of the SCARF 

continuous audit technique. This technique can be used to trap exceptions whenever the 

application system uses a database management system.  

(v) Audit Hooks: There are audit routines that flag suspicious transactions. For example, 

internal auditors at Insurance Company determined that their policyholder system was 

vulnerable to fraud every time a policyholder changed his or her name or address and then 

subsequently withdrew funds from the policy. They devised a system of audit hooks to tag 

records with a name or address change. The internal audit department will investigate these 

tagged records for detecting fraud. When audit hooks are employed, auditors can be 

informed of questionable transactions as soon as they occur. This approach of real -time 

notification displays a message on the auditor’s terminal.   

(d)  Quality Assurance management is concerned with ensuring that the Information systems produced by 

the information systems function achieve certain quality goals; and Development, implementation, 

operation and maintenance of Information systems comply with a set of quality standards. The 

reasons for the emergence of Quality assurance in many organizations are as follows: 

 Organizations are increasingly producing safety-critical systems and users are becoming 

more demanding in terms of the quality of the software they employ to undertake their work.  

 Organizations are undertaking more ambitious projects when they buil d software. 

 Users are becoming more demanding in terms of their expectations about the quality of 

software they employ to undertake their work, 

 Organizations are becoming more concerned about their liabilities if they produce and sell 

defective software. 

 Poor quality control over the production, implementation, operation, and maintenance of 

software can be costly in terms of missed deadlines, dissatisfied users and customer, lower 

morale among IS staff, higher maintenance and strategic projects that must be  abandoned.  

 Improving the quality of Information Systems is a part of a worldwide trend among 

organizations to improve the quality of the goods and services they sell.  

2. (a) Systems classification based on different parameters are as follows:  

 Based on Elements: System may be categorized as Abstract or Physical System based 

on the elements used in the system.  

o Abstract System also known as Conceptual System or Model can be defined as an 

orderly arrangement of interdependent ideas or constructs. For example , a system of 

theology is an orderly arrangement of ideas about God and the relationship of humans 

to God.  
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o Physical System, on the other hand, is a set of tangible elements, which operated 

together to accomplish an objective e.g. Computer system, Universi ty system etc. 

 Based on Interactive behavior: Systems may be classified as Open Systems or Closed 

System based on ‘how the system interacts with environment’.  

o An Open System interacts with other systems in its environment. For example; 

Information system is an open system because it takes input from the environment and 

produces output to the environment, which changes as per the changes in the 

environment.  

o Closed System does not interact with the environment and does not change with the 

changes in environment. Consider a ‘throw-away’ type sealed digital watch, which is a 

system, composed of several components that work in a cooperative fashion designed 

to perform some specific task. This watch is a closed system as it is completely 

isolated from its environment for its operation.  

 Based on Degree of Human intervention: Based on the degree of human intervention, the 

system may be classified as Manual or Automated System.  

o In a Manual System, the activities like data collection, maintenance and final reporting 

are done by human. 

o In an Automated System, the activities like data collection, maintenance and final 

reporting are carried out by computer system or say machine itself.  

 Based on Working/Output: Based on working style and the output, the systems can be 

classified as Deterministic and Probabilistic System.  

o A Deterministic System operates in a predictable manner. For example - software 

that performs on a set of instructions is a deterministic system. 

o A Probabilistic System can be defined in terms of probable behavior. For example - 

inventory system is a probabilistic system where the average demand, average time for 

replenishment, etc. may be defined, but the exact value at any given time is not known.  

(b) Different audit organizations go about Information Systems auditing in different ways and 

individual auditors have their own favorite ways of working. However, it can be categorized into 

six stages as shown. 

 

 

 

 

 

 

 

(i) Scoping and pre-audit survey: Auditors determine the main area/s of focus and any areas 

that are explicitly out-of-scope, based on the scope-definitions agreed with management. 

Information sources at this stage include background reading and web browsing, previous 

audit reports, pre-audit interview, observations and, sometimes, subjective impressions that 

simply deserve further investigation. 

(ii) Planning and preparation: During which the scope is broken down into greater levels of 

detail, usually involving the generation of an audit work plan or risk -control-matrix. 
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(iii) Fieldwork: This step involves gathering of evidence by interviewing staff and managers, 

reviewing documents, and observing processes etc. 

(iv) Analysis: This step involves desperately sorting out, reviewing and trying to make sense of 

all that evidence gathered earlier. SWOT (Strengths, Weaknesses, Opportunities, Threats) 

or PEST (Political, Economic, Social, Technological) techniques can be used for analysis.  

(v) Reporting: Reporting to the management is done after analysis of evidence is gathered and 

analysed. 

(vi) Closure: Closure involves preparing notes for future audits and follow up with management 

to complete the actions they promised after previous audits.  

 Analysis and reporting may involve the use of automated data analysis tools such as ACL or 

IDEA, if not Excel, Access and hand-crafted SQL queries. Automated system security analysis, 

configuration or vulnerability management and security benchmarking tools are also used for 

reviewing security parameters, and the basic security management functions that are built -in to 

modern systems can help with log analysis, reviewing user access rights etc.  

 Secondly, after accepting an engagement, the pre-audit survey is more important, as in this 

survey auditor has official access to client records and data. The purpose of this survey shall help 

auditor to assess the audit schedules, audit team size, and audit team components.  

(c)  The Securities and Exchange Board of India (SEBI) is the regulator for the securities market in 

India. SEBI must be responsive to the needs of three groups, which constitute the market: 

 The issuers of securities, 

 The investors, and 

 The market intermediaries. 

 Mandatory audits of systems and processes bring transparency in the complex workings of SEBI, 

prove integrity of the transactions and build confidence among the stakeholders. SEBI has laid 

down descriptive and mandated norms for Systems Audit, Audit Report Norms, Auditor Selection 

Norms and System Controls. 

3. (a)  The primary objective of a Business Continuity Plan (BCP) is to minimize loss by minimizing the 

cost associated with disruptions and enable an organization to survive a disaster and to 

reestablish normal business operations. The key objectives of the contingency plan should be to:  

 Provide the safety and well-being of people on the premises at the time of disaster; 

 Continue critical business operations; 

 Minimize the duration of a serious disruption to operations and resources (both information 
processing and other resources); 

 Minimize immediate damage and losses; 

 Establish management succession and emergency powers; 

 Facilitate effective co-ordination of recovery tasks; 

 Reduce the complexity of the recovery effort; and 

 Identify critical lines of business and supporting functions. 

 Therefore, the goals of the business continuity plan should be to: 

 Identify weaknesses and implement a disaster prevention program; 

 minimize the duration of a serious disruption to business operations;  

 facilitate effective co-ordination of recovery tasks; and 

 reduce the complexity of the recovery effort. 
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(b) This phase is supposed to convert the design specifications into a functional system under the 

planned operating system environments. Application programs are written, tested and 

documented, conduct system testing. Finally, it results into a fully functional and documented 

system. A good coded application and programs should have the following characteristics:  

 Reliability: It refers to the consistency with which a program operates over a period. 
However, poor setting of parameters and hard coding of some data,  subsequently could 
result in the failure of a program after some time. 

 Robustness: It refers to the applications’ strength to uphold its operations in adverse 
situations by considering all possible inputs and outputs of a program in case of least likely 
situations. 

 Accuracy: It refers not only to ‘what program is supposed to do’, but should also take care 
of ‘what it should not do’. The second part becomes more challenging for quality control 
personnel and auditors. 

 Efficiency: It refers to the performance per unit cost with respect to relevant parameters 
and it should not be unduly affected with the increase in input values.  

 Usability: It refers to a user-friendly interface and easy-to-understand internal/external 
documentation. 

 Readability: It refers to the ease of maintenance of program even in the absence of the 
program developer. 

(c) Major benefits of Governance in organizations are as follows: 

 Achieving enterprise objectives by ensuring that each element of the mission and strategy 
are assigned and managed with a clearly understood and transparent decisions rights and 
accountability framework;  

 Defining and encouraging desirable behavior in the use of IT and in the execution of IT 
outsourcing arrangements; 

 Implementing and integrating the desired business processes into the enterprise; 

 Providing stability and overcoming the limitations of organizational structure;  

 Improving customer, business and internal relationships and satisfaction, and reducing 
internal territorial strife by formally integrating the customers, business units, and external IT 
providers into a holistic IT governance framework; and 

 Enabling effective and strategically aligned decision making for the IT Principles that define 
the role of IT, IT Architecture, IT Infrastructure, Application Portfolio and Frameworks, 
Service Portfolio, Information and Competency Portfolios and IT Investment & Prioritization.  

4.  (a) The checklist for the Operating System Access Control is as follows:  

 Automated terminal identification: This will help to ensure that a session could only be 
initiated from a location or computer terminal. 

 Terminal log-in procedures: A log-in procedure is the first line of defense against 
unauthorized access that does not provide unnecessary help or information, which could be 
misused by an intruder. When the user initiates the log-on process by entering user-id and 
password, the system compares the ID and password to a database of valid users. If the 
system finds a match, then log-on attempt is authorized. If password or user-id is entered 
incorrectly, then after a specified number of wrong attempts, the system should lock the 
user from the system.  

 Access Token: If the log on attempt is successful, the Operating System creates an access 
token that contains key information about the user including user-id, password, user group 
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and privileges granted to the user. The information in the access token is used to approve 
all actions attempted by the user during the session. 

 Access Control List: This list contains information that defines the access privileges for all 
valid users of the resource. When a user attempts to access a resource, the system 
compasses his or her user-id and privileges contained in the access token with those 
contained in the access control list.  If there is a match, the user is granted access. 

 Discretionary Access Control: The system administrator usually determines; who is 
granted access to specific resources and maintains the access control list. However, in 
distributed systems, resources may be controlled by the end-user. Resource owners in this 
setting may be granted discretionary access control, which allows them to grant access 
privileges to other users. For example, the controller who is owner of the general ledger 
grants read only privilege to the budgeting department while accounts payable manager is 
granted both read and write permission to the ledger.  

 User identification and authentication: The users must be identified and authenticated in 
a foolproof manner. Depending on risk assessment, more stringent methods like Biometric 
Authentication or Cryptographic means like Digital Certificates should be employed.  

 Password management system: An operating system could enforce selection of good 
passwords. Internal storage of password should use one-way hashing algorithms and the 
password file should not be accessible to users. 

 Use of system utilities: System utilities are the programs that help to manage critical 
functions of the operating system e.g. addition or deletion of users. Obviously, this utility 
should not be accessible to a general user. Use and access to these utilities should be 
strictly controlled and logged. 

 Duress alarm to safeguard users: If users are forced to execute some instruction under 
threat, the system should provide a means to alert the authorities.  

 Terminal time out: Log out the user if the terminal is inactive for a defined period. This will 
prevent misuse in absence of the legitimate user. 

 Limitation of connection time: Define the available time slot. Do not allow any transaction 
beyond this time period. For example, no computer access after 8.00 p.m. and before  
8.00 a.m. - or on a Saturday or Sunday. 

(b)  COBIT 5 framework has following benefits: 

 A comprehensive framework such as COBIT 5 enables enterprises in achieving their 
objectives for the governance and management of enterprise IT.  

 The best practices of COBIT 5 help enterprises to create optimal value from IT by 
maintaining a balance between realizing benefits and optimizing risk levels and resource 
use.  

 Further, COBIT 5 enables IT to be governed and managed in a holistic manner for the entire 
enterprise, taking in the full end-to-end business and IT functional areas of responsibility, 
considering the IT related interests of internal and external stakeholders.  

 COBIT 5 helps enterprises to manage IT related risk and ensures compliance, continuity, 
security and privacy.  

 COBIT 5 enables clear policy development and good practice for IT management including 
increased business user satisfaction.  

 The key advantage in using a generic framework such as COBIT 5 is that it is useful for 
enterprises of all sizes, whether commercial, not-for-profit or in the public sector. 
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 COBIT 5 supports compliance with relevant laws, regulations, contractual agreements and 
policies. 

(c)   Advantages of Bring Your Own Device (BYOD) are as follows: 

 Happy Employees: Employees love to use their own devices when at work. This also 
reduces the number of devices an employee must carry; otherwise he would be carrying his 
personal as well as organization provided devices.  

 Lower IT budgets: Could involve financial savings to the organization since employees 
would be using the devices they already possess thus reducing the outlay of the 
organization in providing devices to employees.  

 IT reduces support requirement: IT department does not have to provide end user support 
and maintenance for all these devices resulting in cost savings.  

 Early adoption of new Technologies: Employees are generally proactive in adoption of 
new technologies that result in enhanced productiv ity of employees leading to overall growth 
of business. 

 Increased employee efficiency: The efficiency of employees is more when the employee 
works on his/her own device. In an organization provided devices, employees must learn 
and there is a learning curve involved in it.  

5. (a) Internal Control is defined to be comprised of five interrelated components: 

 Control Environment: This includes the elements that establish the control context in 

which specific accounting systems and control procedures must opera te. The control 

environment is manifested in management’s operating style, the ways authority and 

responsibility are assigned, the functional method of the audit committee, the methods used 

to plan and monitor performance and so on. For each business process, an organization 

needs to develop and maintain a control environment including categorizing the criticality 

and materiality of each business process, plus the owners of the business process.  

 Risk Assessment: This includes the elements that identify and analyse the risks faced by 

an organisation and the way the risk can be managed. Both external and internal auditors 

are concerned with errors or irregularities that cause material losses to an organisation. 

Each business process comes with various risks. A control environment must include an 

assessment of the risks associated with each business process. 

 Control Activities: This includes the elements that operate to ensure transactions are 

authorized, duties are segregated, adequate documents and records are  maintained, assets 

and records are safeguarded, and independent checks on performance and valuation of 

records. These are called accounting controls. Internal auditors are also concerned with 

administrative controls to achieve effectiveness and efficiency objectives. Control activities 

must be developed to manage, mitigate, and reduce the risks associated with each business 

process. It is unrealistic to expect to eliminate risks completely.  

 Information and Communication: These are the elements, in which information is 

identified, captured and exchanged in a timely and appropriate form to allow personnel to 

discharge their responsibilities. These are associated with control activities regarding 

information and communication systems of the entity that acts as  one of the component of 

internal accounting system. These enable an organization to capture and exchange the 

information needed to conduct, manage, and control its business processes.  

 Monitoring: The internal control process must be continuously monitored with modifications 

made as warranted by changing conditions. This includes the elements  that ensure internal 

controls operate reliably over time. The best internal controls are worthless if the company 

does not monitor them and make changes when they are not working. 
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(b) In today’s dynamic business environment, it becomes mandatory to have complete information 

and knowledge of customer buying habits and market strategy for any enterprise. Timeliness, 

accurate, meaningful and action oriented information enhances an organization ability and 

capacity to deal with and develop in mission, competition, performance and change.  The 

information can be categorized based on its requirement by the top, middle and lower level 

management.  

 Top level management: Top level management that generally comprises of 

owners/shareholders, board of directors, its chairman, managing director, or the chief 

executive, or the manager’s committee having key officers strives for the information that 

can help them in major policy decisions such as establishment of new plant, launching of 

new product etc. In other words, we can say that the top management requires strategic 

information that helps them in making strategy of an enterprise in terms of scope of 

products, targets of products i.e. customers, competition with market i.e. price, quality, long 

term planning etc. The information about the customers buying habits such as what 

combination of products and type of products they are likely to purchase together helps top 

managers to decide the launching of new products. Such information can help top 

management of company to decide to work on new products as well as the location where it 

must be launched for maximum profit and sale which is one of the objectives and goals of 

the top management. 

 Middle Management: Middle managements comprise of heads of functions departments 

e.g. purchase manager, production manager, marketing managers, financial controller, and 

divisional sectional officers working under these functional heads; require tactica l 

information that helps in implementing decisions taken by the top management. For 

example - information of customers likely to purchase certain product in a location can help 

sales managers to fulfill their sales target efficiently. Tactical information is used for short 

term planning whereas strategy information is used for long term planning. For example, the 

offers of companies during festive seasons are a short-term planning, which is done by 

having information about the customers buying capacity in that location. 

 Lower Management: The lower management that includes superintendents and supervisors 

requires operational information, which is required in day-to-day activities. The operational 

information mainly comprises of information about stock on hand, information about customer 

order pending, information about bill payable by customer etc. These are essential for smooth 

running of the daily activities of a business at primary level. For example, if a regular customer 

demands for a product other than the daily purchase then this information is important for 

salesman because it will help him in providing better service.  

(c) The four major objectives that are achieved through Information Systems Auditing are as follows: 

 Asset Safeguarding Objectives: The information system assets (hardware, software, data 
information etc.) must be protected by a system of internal controls from unauthorised 
access.  

 Data Integrity Objectives: It is a fundamental attribute of IS Auditing. The importance to 
maintain integrity of data of an organisation requires all the time. It is also important from 
the business perspective of the decision maker, competition and the market environment.  

 System Effectiveness Objectives: Effectiveness of a system is evaluated by auditing the 
characteristics and objective of the system to meet business and user requirements.  

 System Efficiency Objectives: To optimize the use of various information system 
resources (machine time, peripherals, system software and labour) along with the impact on 
its computing environment. 
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6.  (a) Risks are categorized as follows: 

 Inherent Risk: Inherent risk is the susceptibility of information resources or resources 

controlled by the information system to material theft, destruction, disclosure, unauthorized 

modification, or other impairment, assuming that there are no related internal controls. 

Inherent risk is the measure of auditor's assessment that there may or may not be material 

vulnerabilities or gaps in the audit subject exposing it to high risk before cons idering the 

effectiveness of internal controls. If the auditor concludes that there is a high likelihood of 

risk exposure, ignoring internal controls, the auditor would conclude that the inherent risk is 

high. For example, inherent risk would be high in case of auditing internet banking in 

comparison to branch banking or inherent risk would be high if the audit subject is an off -

site. ATM in an example of the same. 

 Internal controls are ignored in setting inherent risk because they are considered separatel y 

in the audit risk model as control risk. It is often an area of professional judgment on the part 

of an auditor. 

 Control Risk: Control risk is the risk that could occur in an audit area, and which could be 

material, individually or in combination with other errors, will not be prevented or detected 

and corrected on a timely basis by the internal control system. Control risk is a measure of 

the auditor's assessment of the likelihood that risk exceeding a tolerable level and will not 

be prevented or detected by the client's internal control system. This assessment includes 

an assessment of whether a client's internal controls are effective for preventing or 

detecting gaps and the auditor's intention to make that assessment at a level below the 

maximum (100 percent) as a part of the audit plan. 

 Detection Risk: Detection risk is the risk that the IT auditor’s substantive procedures will 

not detect an error which could be material, individually or in combination with other errors. 

For example, the detection risk associated with identifying breaches of security in an 

application system is ordinarily high because logs for the whole period of the audit are not 

available at the time of the audit. The detection risk associated with lack of identification of 

disaster recovery plans is ordinarily low since existence is easily verified.  

(b)  Back-up Plan: The backup plan specifies the type of backup to be kept, frequency with which 

backup is to be undertaken, procedures for making backup, location of backup resources, sit e 

where these resources can be assembled and operations restarted, personnel who are 

responsible for gathering backup resources and restarting operations, priorities to be assigned to 

recovering the various systems, and a time frame for recovery of each system. For some 

resources, the procedures specified in the backup plan might be straightforward. For example, 

microcomputer users might be admonished to make backup copies of critical files and store them 

off site. In other cases, the procedures specified in the backup plan could be complex and 

somewhat uncertain. For example, it might be difficult to specify; exactly how an organization’s 

mainframe facility will be recovered in the event of a fire. 

 The backup plan needs continuous updating as changes occur. For example, as personnel with 

key responsibilities in executing the plan leave the organization, the plan must be modified 

accordingly. Indeed, it is prudent to have more than one person knowledgeable in a backup task 

in case someone is injured when a disaster occurs. Similarly, lists of hardware and software must 

be updated to reflect acquisitions and disposals. 

 Recovery Plan: The backup plan is intended to restore operations quickly so that information 

system function can continue to service an organization, whereas, recovery plans set out 

procedures to restore full information system capabilities.  Recovery plan should identify a 

recovery committee that will be responsible for working out the specifics of the recovery to be 

undertaken. The plan should specify the responsibilities of the committee and provide guidelines 
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on priorities to be followed. The plan might also indicate which applications are to be recovered 

first. Members of a recovery committee must understand their responsibilities. Again, th e problem 

is that they will be required to undertake unfamiliar tasks. Periodically, they must review and 

practice executing their responsibilities so they are prepared should a disaster occur. If 

committee members leave the organization, new members must be appointed immediately and 

briefed about their responsibilities. 

(c) The differences between Explicit Knowledge and Tacit Knowledge are as follows:  

 Explicit knowledge: Explicit knowledge is that which can be formalized easily and 

therefore is easily available across the organization. Explicit knowledge is articulated, and 

represented as spoken words, written material and compiled data. This type of knowledge is 

codified, easy to document, transfer and reproduce. For example – Online tutorials, Policy 

and procedural manuals.  

 Tacit knowledge: Tacit knowledge, on the other hand, resides in a few often-in just one 

person and hasn’t been captured by the organization or made available to others. Tacit 

knowledge is unarticulated and represented as intuition, perspective, beliefs, and values 

that individuals form based on their experiences. It is personal, experimental and context -

specific. It is difficult to document and communicate the tacit knowledge. For example – 

hand-on skills, special know-how, employee experiences. 

7. (a) A company‘s annual report must include ― An Internal Control report of management that 

contains:  

 A statement of management‘s responsibility for establishing and maintaining adequate 

internal control over financial reporting for the company;  

 A statement identifying the fram0ework used by management to conduct the required 

evaluation of the effectiveness of the company‘s internal control over financial reporting;  

 Management‘s assessment of the effectiveness of the company‘s internal contro l over 

financial reporting as of the end of the company‘s most recent fiscal year, including a 

statement as to whether or not the company‘s internal control over financial reporting is 

effective. The assessment must include disclosure of any ―material weaknesses‖ in the 

company‘s internal control over financial reporting identified by management. Management 

is not permitted to conclude that the company ‘s internal control over financial reporting is 

effective if there are one or more material weaknesses in the company‘s internal control 

over financial reporting; and  

 A statement that the registered public accounting firm that audited the financial statements 

included in the annual report has issued an attestation report on management‘s assessment 

of the company‘s internal control over financial reporting.  

(b) Firewall: Organizations connected to the Internet and Intranet often implements an electronic 

firewall to insulate their network from intrude. A firewall is a system that enforces access control 

between two networks. To accomplish this, all traffic between the external network and the 

organization’s Intranet must pass through the firewall. Only authorized traffic between the 

organization and the outside can pass through the firewall. The firewall must be immune to 

penetrate from both outside and inside the organization. In addition to insulating the 

organization’s network from external networks, firewalls can be used to insulate portions of the 

organization’s Intranet from internal access also.  

(c)  Operation Manuals: It is typical user’s guide, also commonly known as Operations Manual. 

Moreover, it may be a technical communication document intended to give assistance to people 

using a particular system. It is usually written by technical writers, although user guides are 

written by programmers, product or project managers, or other technical staff, particularly in 
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smaller companies. These are most commonly associated with electronic goods, computer 

hardware and software. The section of an operation manual will include the following:  

 A cover page, a title page and copyright page; 

 A preface, containing details of related documents and information on how to navigate the 

user guide; 

 A contents page; 

 A guide on how to use at least the main functions of the system; 

 A troubleshooting section detailing possible errors or problems that may occur, along with 

how to fix them; 

 A FAQ (Frequently Asked Questions); 

 Where to find further help, and contact details; 

 A glossary and, for larger documents, an index. 

(d) Role of Auditor in ensuring Quality Assurance Management Controls are as follows: 

 Auditors might use interviews, observations and reviews of documentation to evaluate how 

well Quality Assurance (QA) personnel perform their monitoring role.  

 Auditors might evaluate how well QA personnel make recommendations for improved 

standards or processes through interviews, observations, and reviews of documentation.  

 Auditors can evaluate how well QA personnel undertake the reporting function and training 

through interviews, observations, and reviews of documentation.  

(e) The services provided by SaaS are as follows: 

 Business Services: SaaS providers provide a variety of business services to startup 

companies that includes ERP, CRM, billing, sales, and human resources.  

 Social Networks: Since the number of users of the social networking sites is increasing 

exponentially, loud computing is the perfect match for handling the variable load.  

 Document Management: Most of the SaaS providers provide services to create, manage, 

and track electronic documents as most of the enterprises extensively use electronic 

documents. 

 Mail Services: To handle the unpredictable number of users and the load on e-mail 

services, most of the email providers offer their services as SaaS services.  
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