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Test Series: October, 2017 

MOCK TEST PAPER - 2 

FINAL COURSE GROUP-II 

PAPER-6: INFORMATION SYSTEMS CONTROL AND AUDIT 

SUGGESTED ANSWERS/HINTS 

1. (i)  The skill-set that is generally expected by a company who is in the lookout of an IS auditor, 

include the following: 

 Sound knowledge of business operations, practices and compliance requirements;  

 Should possess the requisite professional technical qualification and certifications;  

 A good understanding of information Risks and Controls; 

 Knowledge of IT strategies, policy and procedural controls; 

 Ability to understand technical and manual controls relating to business continuity; and  

 Good knowledge of Professional Standards and Best Practices of IT controls and 

security.  

(ii) The steps that can be followed by an IS Auditor for a risk-based approach to make an audit 

plan are as follows: 

 Inventory the information systems in use in the organization and categorize them.  

 Determine which of the systems impact critical functions or assets, such as money, 

materials, customers, decision making, and how close to real time they operate.  

 Assess what risks affect these systems and the severity of the impact on the business.  

 Based on the above assessment, decide the audit priority, resources, schedule and 

frequency. 

(iii)  Various norms that are mandated by SEBI for the ‘Selection of Auditors’ are as follows: 

 Auditor must have minimum 3 years of experience in IT audit of Securities Industry 

participants e.g. stock exchanges, clearing houses, depositories etc. The audit 

experience should have covered all the Major Areas mentioned under SEBI’s Audit 

Terms of Reference (TOR).  

 The Auditor must have experience in/direct access to experienced resources in the 

areas covered under TOR. It is recommended that resources employed shall have 

relevant industry recognized certifications e.g. CISA from ISACA, CISM from ISACA, 

GSNA, CISSP from International Information Systems Security Certification 

Consortium, commonly known as (ISC)².  

 The Auditor should have IT audit/governance frameworks and processes conforming to 

industry leading practices like CoBIT.  

 The Auditor must not have any conflict of interest in conducting fair, objective and 

independent audit of the Exchange/Depository. It should not have been engaged over 

the last three years in any consulting engagement with any departments/units of the 

entity being audited.  

 The Auditor may not have any cases pending against its previous auditees, which fall 

under SEBI’s jurisdiction, which point to its incompetence and/or unsuitability to 

perform the audit task. 
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(iv)  Strategic Level Systems implemented in the company are for strategic managers to track 

and deal with strategic issues, assisting long-range planning. These systems support the 

senior level management to tackle and address strategic issues and long term trends, both 

inside organization and the outside world. These answer questions like what products should 

be launched to increase the profit and capture the market. It helps in long term planning. A 

principle area is tracking changes in the external conditions (market sector, employment 

levels, share prices, etc.) and matching these with the internal conditions of the organization.  

 For example - Executive Information Systems (EIS) also referred to as an Executive Support 

System (ESS) is an example of Strategic Level Systems. It serves the strategic level i.e. top 

level managers of the organization. ESS creates a generalized computing and 

communications environment rather than providing any preset applications or specific 

competence. 

2. (a) Application areas of Data Mining are as follows: 

 Data Mining (DM) can be applied in database analysis and decision support i.e. market 

analysis and management by finding patterns that are helpful in target marketing, 

customer relation management, market basket analysis, cross selling, market 

segmentation, risk analysis, customer retention, improved underwriting, quality control, 

competitive analysis and fraud detection.  

 Other applications of DM are as follows:  

o text mining;  

o web analysis;  

o customer profiling that can list out what types of customers buy what products by 

using clustering or classification;  

o identifying customer requirements that can identify the most demanding and 

appropriate products for different customers, and can list the facto rs that will 

attract new customers by using prediction etc.;  

o provide summary information i.e. various multidimensional summary reports and 

statistical summary information;  

o finance planning and asset evaluation;  

o cross-sectional and time series analysis; and  

o resource planning that can summarize and compare the resources and spending . 

(b) Following are the major techniques to commit cyber frauds: 

 Hacking: It refers to unauthorized access and use of computer systems, usually by 

means of personal computer and a telecommunication network. Normally, hackers do 

not intend to cause any damage. 

 Cracking: Crackers are hackers with malicious intentions, which means, un-authorized 

entry.  

 Data Diddling: Changing data before, during, or after it is entered into the system in 

order to delete, alter, or add key system data is referred as data diddling.  

 Data Leakage: It refers to the unauthorized copying of company data such as 

computer files. 

 Denial of Service (DoS) Attack: It refers to an action or series of actions that prevents 

access to a software system by its intended/authorized users; causes the delay of its 

time-critical operations; or prevents any part of the system from functioning.  
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 Internet Terrorism: It refers to the using Internet to disrupt electronic commerce and to 

destroy company and individual communications. 

 Logic Time Bombs: These are the program that lies idle until some specified 

circumstances or a particular time triggers it. Once triggered, the bomb sabotages the 

system by destroying programs, data or both. 

 Masquerading or Impersonation: In this case, perpetrator gains access to the system 

by pretending to be an authorized user. 

 Password Cracking: Intruder penetrates a system’s defence, steals the file containing 

valid passwords, decrypts them and then uses them to gain access to system 

resources such as programs, files and data. 

 Piggybacking: It refers to the tapping into a telecommunication line and latching on to 

a legitimate user before s/he logs into the system. 

 Round Down: Computer rounds down all interest calculations to 2 decimal places. 

Remaining fraction is placed in account controlled by perpetrator.  

 Scavenging or Dumpster Diving: It refers to the gaining access to confidential 

information by searching corporate records. 

 Social Engineering Techniques: In this case, perpetrator tricks an employee into 

giving out the information needed to get into the system. 

 Super Zapping: It refers to the unauthorized use of special system programs to bypass 

regular system controls and performs illegal acts. 

 Trap Door: In this technique, perpetrator enters in the system using a back door that 

bypasses normal system controls and perpetrates fraud. 

(c) Some of the functions of Steering Committee under SDLC are as follows: 

 To provide overall directions and ensures appropriate representation of affected 

parties; 

 To be responsible for all cost and timetables; 

 To conduct a regular review of progress of the project  in the meetings of steering 

committee, which may involve co-ordination and advisory functions; and 

 To undertake corrective actions like rescheduling, re-staffing, change in the project 

objectives and need for redesigning. 

3. (a)  There are eight phases involved in a methodology for developing a Business Continuity Plan 

(BCP). These are as follows: 

 Phase 1 – Pre-Planning Activities (Project Initiation): This Phase is used to obtain an 

understanding of the existing and projected computing environment of the  organization. This 

enables the project team to refine the scope of the project and the associated work program; 

develop project schedules; and identify and address any issues that could have an impact 

on the delivery and the success of the project. During this phase, a Steering Committee 

should be established that has the overall responsibility for providing direction and guidance 

to the Project Team. 

 Phase 2 – Vulnerability Assessment and General Definition of Requirements: Security 

and controls within an organization are continuing concern. This phase addresses measures 

to reduce the probability of occurrence. A thorough Security Assessment of the computing 

and communications environment including personnel practices; physical security; operating 

procedures; backup and contingency planning; systems development and maintenance; 

database security; data and voice communications security; systems and access control 
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software security; insurance; security planning and administration; application controls; and 

personal computers. The phase further defines the scope of the planning effort analyze, 

recommend and purchase recovery planning and maintenance software required to support 

the development and maintenance of the plans. 

 Phase 3 – Business Impact Assessment (BIA): A Business Impact Assessment (BIA) of 

all business units that are part of the business environment enables the project team to 

identify critical systems, processes and functions; assess the economic impact of incidents 

and disasters that result in a denial of access to systems services and other services and 

facilities; and assess the “pain threshold,” that is, the length of time business units can 

survive without access to systems, services and facilities.  

 Phase 4 – Detailed Definition of Requirements: During this phase, a profile of recovery 

requirements is developed that is used as a basis for analyzing alternative recovery 

strategies. This profile should include hardware, software, documentation, outside support, 

facilities and personnel for each business unit. Another key deliverable of this phase is 

definition of the plan scope, objectives and assumptions.  

 Phase 5 – Plan Development: During this phase, recovery plan components are defined 

and plans are documented. This phase also includes the implementation of changes to user 

procedures, upgrading of existing data processing operating procedures required to support 

selected recovery strategies and alternatives, vendor contract negotiations and the definition 

of Recovery Teams, their roles and responsibilities. 

 Phase 6 – Testing/Exercising Program: Testing/exercising goals are established and 

alternative testing strategies are evaluated. Testing strategies tailored to the environment 

should be selected and an on-going testing program should be established.  

 Phase 7 – Maintenance Program: Maintenance of the plans must reflect changes to the 

environments that are supported by the plans. It is critical that existing change management 

processes are revised to take recovery plan maintenance into account. In areas, where 

change management does not exist, change management procedures will be recommended 

and implemented. 

 Phase 8 – Initial Plan Testing and Implementation: Once plans are developed, initial tests 

of the plans are conducted and any necessary modifications to the plans are made based on 

an analysis of the test results. Specific activities of this phase include Defining the test 

purpose/approach; Identifying test teams; Structuring the test; Conducting the test; 

Analyzing test results; and Modifying the plans as appropriate.  

(b)  Some major System Development Tools used during System Requirements Analysis phase 

of the SDLC are as follows:  

(i) Structured English: Structured English is the use of the English language with the 

syntax of structured programming. Thus, Structured English aims at getting the benefits 

of both the programming logic and natural language. Program logic that helps to attain 

precision and natural language that helps in getting the convenience of spoken 

languages. A better structured, universal and precise tool is referred to as pseudo 

code. 

(ii) Flowcharts: Flowcharting is a pictorial representation technique that can be used by 

analysts to represent the inputs, outputs and processes of a business process. It is a 

common type of chart that represents an algorithm or process showing the steps as 

boxes of various kinds, and their order by connecting these with arrows. Flowcharts are 

used in analyzing, designing, documenting or managing a process or program in 

various fields. 
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(iii) Data Flow Diagrams: A Data Flow Diagram (DFD) uses few simple symbols to 

illustrate the flow of data among external entities (such as people or organizations, 

etc.), processing activities and data storage elements. A DFD is composed of four basic 

elements - Data Sources and Destinations, Data Flows, Transformation processes, and 

Data stores and have specified symbols. 

(iv) Decision Tree: A Decision Tree is a support tool that uses a tree-like graph or model of 

decisions and their possible consequences, including chance event outcomes, resource 

costs, and utility. Decision tree is commonly used in operations research, specifically in 

decision analysis, to help identify a strategy most likely to reach a goal and to calculate 

conditional probabilities. 

(v) Decision Table: A Decision Table is a table, which may accompany a flowchart, 

defining the possible contingencies that may be considered within the program and the 

appropriate course of action for each contingency.  

(vi) CASE (Computer-Aided-Software Engineering) Tools: CASE refers to the 

automation of anything that humans do to develop systems and support virtually all 

phases of traditional system development process. For example, these packages can 

be used to create complete and internally consistent requirements specifications w ith 

graphic generators and specifications languages.  

(vii) System Components Matrix: A System Component Matrix provides a matrix 

framework to document the resources used, the activities performed and the 

information produced by an information system. It can be used as an information 

system framework for both systems analysis and system design and views the 

information system as a matrix of components. 

(viii) Data Dictionary: A Data Dictionary contains descriptive information about the data 

items in the files of a business information system. Thus, a data dictionary is a 

computer file about data. Each computer record of a data dictionary contains 

information about a single data item used in a business information system.  

(ix) User Interface Layout and Forms: Several type layout forms for both soft and hard 

copy are used to model input/output components of an automated information system. 

Some of the prominent and inevitable ones are Layout form and Screen Generator; 

Menu Generator; Report Generator and Code Generator.  

(c)  Emerging threats under “Bring Your Own Device (BYOD)” can be classified into four areas 

as outlined below:  

 Network Risks: It is normally exemplified and hidden in ‘Lack of Device Visibility’. 

When company-owned devices are used by all employees within an organization, the 

organization’s Information Technology practice has complete visibility of the devices 

connected to the network. This helps to analyze traffic and data exchanged over the 

Internet.  

 Device Risks: It is normally exemplified and hidden in ‘Loss of Devices’. A lost or 

stolen device can result in an enormous financial and reputational embarrassment to an 

organization as the device may hold sensitive corporate information. Data lost from 

stolen or lost devices ranks as the top security threats as per the rankings released by 

Cloud Security Alliance. With easy access to company emails as well as corporate 

intranet, company trade secrets can be easily retrieved from a misplaced device.  

 Application Risks: It is normally exemplified and hidden in ‘Application Viruses and 

Malware’. With an increase in mobile usage, mobile vulnerabilities have increased 

concurrently. Organizations are not clear in deciding that ‘who is responsible for device 

security – the organization or the user’. 
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 Implementation Risks: It is normally exemplified and hidden in ‘Weak BYOD Policy’. 

The effective implementation of the BYOD program should not only cover the technical 

issues mentioned above but also mandate the development of a robust implementation 

policy.  

4. (a)  Information Technology General Controls (ITGC): These are the basic policies and 

procedures that ensure that an organization’s information systems are properly safeguarded, 

that application programs and data are secure, and that computerized operations can be 

recovered in case of unexpected interruptions.  

 The objectives of general controls are to ensure the proper development and im plementation 

of applications, the integrity of program and data files and of computer operations. Examples 

of general controls include the development and implementation of an IS strategy and an IS 

security policy, the organization of IS staff to separate conflicting duties and planning for 

disaster prevention and recovery. 

 Examples of primary objectives for general controls are to safeguard data, protect 

application programs, and ensure continued computer operations in case of unexpected 

interruptions. General controls are applied at the entity-wide, system, and business process 

application levels. The effectiveness of general controls at the entity -wide and system levels 

is a significant factor in determining the effectiveness of business process controls  at the 

application level. Without effective general controls at the entity-wide and system levels, 

business process controls generally can be rendered ineffective by circumvention or 

modification. The most common ITGCs are as follows: 

 Logical access controls over infrastructure, applications, and data. 

 System development life cycle controls. 

 Program change management controls. 

 Data center physical security controls. 

 System and data backup and recovery controls. 

 Computer operation controls. 

(b)  The key benefits of COBIT 5 framework are as follows: 

 A comprehensive framework such as COBIT 5 enables enterprises in achieving their 

objectives for the governance and management of enterprise IT.  

 The best practices of COBIT 5 help enterprises to create optimal value from IT by 

maintaining a balance between realizing benefits and optimizing risk levels and resource 

use.  

 Further, COBIT 5 enables IT to be governed and managed in a holistic manner for the 

entire enterprise, taking in the full end-to-end business and IT functional areas of 

responsibility, considering the IT related interests of internal and external stakeholders.  

 COBIT 5 helps enterprises to manage IT related risk and ensures compliance, 

continuity, security and privacy.  

 COBIT 5 enables clear policy development and good practice for IT management 

including increased business user satisfaction.  

 The key advantage in using a generic framework such as COBIT 5 is that it is useful for 

enterprises of all sizes, whether commercial, not-for-profit or in the public sector. 

 COBIT 5 supports compliance with relevant laws, regulations, contractual agreements and 

policies. 
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(c)  Application and Monitoring System Access Control” under Logical Access Controls are as 

follows: 

 Information access restriction: The access to information is prevented by application 

specific menu interfaces, which limit access to system function. A user is allowed to 

access only to those items, s/he is authorized to access. Controls are implemented on 

the access rights of users, For example, read, write, delete, and execute. And ensure 

that sensitive output is sent only to authorized terminals and locations.  

 Sensitive system isolation: Based on the critical constitution of a system in an 

enterprise, it may even be necessary to run the system in an isolated environment. 

Monitoring system access and use is a detective control, to check if preventive controls 

discussed so far are working. If not, this control will detect and report any unauthorized 

activities. 

 Event logging: In Computer systems, it is easy and viable to maintain extensive logs 

for all types of events. It is necessary to review if logging is enabled and the logs are 

archived properly. An intruder may penetrate the system by trying different passwords 

and user ID combinations. All incoming and outgoing requests along with attempted 

access should be recorded in a transaction log. The log should record the user ID, the 

time of the access and the terminal location from where the request has been 

originated. 

 Monitor system use: Based on the risk assessment, a constant monitoring of some 

critical systems is essential. Define the details of types of accesses, operations, events 

and alerts that will be monitored. The extent of detail and the frequency of the review 

would be based on criticality of operation and risk factors. The log files are to be 

reviewed periodically and attention should be given to any gaps in these logs.  

 Clock synchronization: Event logs maintained across an enterprise network plays a 

significant role in correlating an event and generating report on it. Hence, the need for 

synchronizing clock time across the network as per a standard time is mandatory.  

5. (a)  Governance of Enterprise IT (GEIT) is a sub-set of corporate governance and facilitates 

implementation of a framework of IS controls within an enterprise as relevant and 

encompassing all key areas. The primary objectives of GEIT are to analyze and articulate 

the requirements for the governance of enterprise IT, and to put in place and maintain 

effective enabling structures, principles, processes and practices, with clarity of 

responsibilities and authority to achieve the enterprise's mission, goals and objectives.  

 Benefits of GEIT are as follows: 

 It provides a consistent approach integrated and aligned with the en terprise 

governance approach.  

 It ensures that IT-related decisions are made in line with the enterprise's strategies and 

objectives.  

 It ensures that IT-related processes are overseen effectively and transparently.  

 It confirms compliance with legal and regulatory requirements. 

 It ensures that the governance requirements for board members are met.  

(b)  Information: Technically, Information means processed data. Information relates to 

description, definition, or perspective (what, who, when, where). Informa tion is essential 

because it adds knowledge, helps in decision making, analyzing the future and taking action 

in time. Information products produced by an information system can be represented by 
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number of ways e.g. paper reports, visual displays, multimedia documents, electronic 

messages, graphics images, and audio responses. 

 Some of the important attributes of useful and effective information are as follows:  

 Availability - Information is useless if it is not available at the time of need. Database 

is a collection of files which is collection of records and data from where the required 

information is derived for useful purpose. 

 Purpose/Objective - Information must have purpose/objective at the time it is 

transmitted to a person or machine, otherwise it is simple data. The basic objective of 

information is to inform, evaluate, persuade, and organize.  

 Mode and format - The mode of communicating information to humans should be in 

such a way that it is easily understandable by the people. The mode may be in the form 

of voice, text and combination of these two. Format should also be designed in such a 

way that it assists in decision making, solving problems, initiating planning, controlling 

and searching.  

 Current/Updated - The information should be refreshed from time to time as it usually 

rots with time and usage. For example, the running score sheet of a cricket match 

available in Internet sites should be refreshed at fixed interval of time so that the 

current score will be available.  

 Rate - The rate of transmission/reception of information may be represented by the 

time required to understand a situation. Useful information is the one which is 

transmitted at a rate which matches with the rate at which the recipient wants to 

receive. For example - the information available from internet site should be available 

at a click of mouse.  

 Frequency - The frequency with which information is transmitted or received affects its 

value. For example - the weekly report of sales shows little change as compared to the 

quarterly and contribute less for accessing salesman capability.  

 Completeness and Adequacy - The information provided should be complete and 

adequate as only complete information can be used in policy making.  

 Reliability - It is a measure of failure or success of using information for decision-

making. If information leads to correct decision on many occasions, we say the 

information is reliable. 

 Validity - It measures how close the information is to the purpose for which it asserts to 

serve. For example, the experience of employee supports in evaluating his 

performance. 

 Quality - It means the correctness of information. For example, an over-optimistic 

manager may give too high estimates of the profit of product which may create problem 

in inventory and marketing. 

 Transparency - It is essential in decision and policy making. For example, total amount 

of advance does not give true picture of utilization of fund for decision about future 

course of action; rather deposit-advance ratio is perhaps more transparent information 

in this matter. 

 Value of Information - It is defined as difference between the value of the change in 

decision behavior caused by the information and the cost of the information. In other 

words, given a set of possible decisions, a decision-maker may select one on basis of 

the information at hand. If new information causes a different decision to be made, the 
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value of the new information is the difference in value between the outcome of the old 

decision and that of the new decision, less the cost of obtaining the information.  

(c)  The following are some of the disadvantages of the use of the continuous audit techniques:  

 Auditors should be able to obtain resources required from the organization to support 

development, implementation, operation, and maintenance of continuous audit 

techniques. 

 Continuous audit techniques are more likely to be used if auditors are involved in the 

development work associated with a new application system. 

 Auditors need the knowledge and experience of working with computer systems to be 

able to use continuous audit techniques effectively and efficiently.  

 Continuous auditing techniques are more likely to be used where the audit trail is less 

visible and the costs of errors and irregularities are high. 

 Continuous audit techniques are unlikely to be effective unless they are implemented in 

an application system that is relatively stable. 

6. (a)  Preliminary Investigation: It is predominantly aimed to determine and analyze the strategic 

benefits in implementing the system through evaluation and quantification of - productivity 

gains; future cost avoidance; cost savings, and Intangible benefits like improvement in 

morale of employees. The deliverable of the preliminary investigation includes a report 

including feasibility study observations.   

 A preliminary investigation is normally initiated by some sort of system request. The steps 

involved in the preliminary investigation phase are as follows: 

(i) Identification of Problem: The first step in an application development is to define the 

problem clearly and precisely, which is done only after the critical study of the existing 

system and several rounds of discussions with the user group.  

(ii) Identification of Objectives: After the identification of the problem, it is easy to work 

out and precisely specify the objectives of the proposed solution. For instance, inability 

to provide a convenient reservation system, for a large number of intending passengers 

was the problem of the Railways.  

(iii) Delineation of Scope: The scope of a solution defines its typical boundaries. It should 

be clear and comprehensible to the user management stating the extent and 'what will 

be addressed by the solution and what will not'.  

(iv) Feasibility Study: After possible solution options are identified, project feasibility i.e. 

the likelihood that these systems will be useful for the organization is determined. The 

Feasibility Study of a system is evaluated under several dimensions like Technical, 

Financial, Economic, Schedule/Time, Resources, Operational, Behavioral and Legal.  

(v) Reporting Results to Management: After the analyst articulates the problem and 

defines the same along with its scope; s/he provides one or more solution alternatives 

and estimates the cost and benefits of each alternative and reports these results to the 

management. From the analyst's report, management should determine what to do 

next.  

(vi) Internal Control Aspects: Management implements proper internal control to ensure 

business objectives. In terms of system development, controls need to be well in place 

during the development of system. In systems, it is not possible to put in place controls 

post development. A better understanding of controls during planning and effective 

implementation of those controls shall help to achieve the above stated objectives.  
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(b)  Audit Trails: Audit trails are logs that can be designed to record activity at the system, 

application, and user level. When properly implemented, audit trails provide an important 

detective control to help accomplish security policy objectives. Audit trail controls att empt to 

ensure that a chronological record of all events that have occurred in a system is 

maintained.  

 Objectives of Audit Trail: Audit trails can be used to support security objectives in three 

ways:  

 Detecting Unauthorized Access: Detecting unauthorized access can occur in real 

time or after the fact. The primary objective of real-time detection is to protect the 

system from outsiders who are attempting to breach system controls.  

 Reconstructing Events: Audit analysis can be used to reconstruct the steps that led to 

events such as system failures, security violations by individuals, or application 

processing errors. Audit trail analysis also plays an important role in accounting control. 

For example, by maintaining a record of all changes to account balances, the audit trail 

can be used to reconstruct accounting data files that were corrupted by a system 

failure. 

 Personal Accountability: Audit trails can be used to monitor user activity at the lowest 

level of detail. This capability is a preventive control that can be used to influence 

behavior. Individuals are likely to violate an organization’s security policy if they know 

that their actions are not recorded in an audit log. 

 Implementing an Audit Trail: The information contained in audit logs is useful to 

accountants in measuring the potential damage and financial loss associated with 

application errors, abuse of authority, or unauthorized access by outside intruders. Logs also 

provide valuable evidence or assessing both the adequacies of controls in place and the 

need for additional controls. Audit logs, however, can generate data in overwhelming detail. 

Important information can easily get lost among the superfluous detail of daily operation. 

Thus, poorly designed logs can actually be dysfunctional. 

(c)  Business Continuity Management (BCM) Strategy Process:   Much preparation is needed 

to implement the strategies for protecting critical functions and their supporting resources. 

Some of them are as follows: 

 One common preparation is to establish procedures for backing up files and 

applications.  

 Another is to establish contracts and agreements, if the contingency strategy calls for 

them. Existing service contracts may need to be renegotiated to add contingency 

services. 

 Another preparation may be to purchase equipment, especially to support a redundant 

capability. The enterprise develops and documents a series of plans, which enable 

them to effectively manage an incident with impacts on the site operations and 

subsequently recover its critical activities and their supporting resources, within the 

timescales agreed with the customer.  

 While some activities have been defined as non-critical, the actions required to recover 

these are also included in the business continuity plans as they assist in allowing the critical 

activities to operate in a more efficient and effective manner. The enterprise may adopt any 

strategy but it should consider the implementation of appropriate measures to reduce the 

likelihood of incidents and/ or reduce the potential impact of those incidents and resilience 

and mitigation measures for both critical and non-critical activities. 
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7. (a)  Incremental Backup: An Incremental Backup captures files that were created or changed 

since the last backup, regardless of backup type. The last backup can be a full back up or 

simply the last incremental backup. With incremental backups, one full backup is done first 

and subsequent backup runs are just the changed files and new files added since the last 

backup. For example - Suppose an Incremental backup job or task is to be done every night 

from Monday to Friday. This first backup on Monday will be a full back up since no backups 

have been taken prior to this. However, on Tuesday, the incremental backup will only 

backup the files that have changed since Monday and the backup on Wednesday will include 

only the changes and new files since Tuesday’s backup. The cycle continues this way.  

(b)  Some of the applications of Web 2.0 are as follows: 

 Social Media: Social Media/Social Network is an important application of web 2.0 as it 

provides a fundamental shift in the way people communicate and share information. 

The social web offers a number of online tools and platforms that could be used by the 

users to share their data, perspectives, and opinions among other user communities.  

 Marketing: Web 2.0 offers excellent opportunities for marketing by engaging customers 

in various stages of the product development cycle. It allows the marketers to 

collaborate with consumers on various aspects such as product development, service 

enhancement, and promotion. Collaboration with the business partners and consumers 

can be improved by the companies by utilizing the tools provided by Web 2.0 paradigm. 

Consumer-oriented companies use networks such as Twitter and Facebook as common 

elements of multichannel promotion of their products,  

 Education: Web 2.0 technologies can help the education scenario by providing 

students and faculty with more opportunities to interact and collaborate with their peers. 

By utilizing the tools of Web 2.0, the students get the opportunity to share what they 

learn with other peers by collaborating with them. 

(c)  The key benefits of ISO 27001 are as follows: 

 It can act as the extension of the current quality system to include security.  

 It provides an opportunity to identify and manage risks to key information and systems 

assets. 

 Provides confidence and assurance to trading partners and clients; acts as a marketing 

tool. 

 Allows an independent review and assurance to you on information securi ty practices. 

(d)  Accounting Audit Trail of Communication Controls are as follows: 

 Unique identifier of the source/sink node; 

 Unique identifier of each node in the network that traverses the message; Unique 

identifier of the person or process authorizing dispatch of the message; Time and date at 

which the message was dispatched; 

 Time and date at which the message was received by the sink node; 

 Time and date at which node in the network was traversed by the message; and 

 Message sequence number; and the image of the message received at each node 

traversed in the network. 

(e)  Role of IT in Enterprises: In an increasingly digitized world, enterprises are using IT not 

merely for data processing but more for strategic and competitive advantage too. IT 

deployment has progressed from data processing to MIS to decision support systems to 

online transactions/services. IT has not only automated the business processes but also 
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transformed the way business processes are performed. The way in which business 

processes are performed/services rendered and how an organization is structured could be 

transformed through right deployment of IT. It is needless to emphasize that IT is used to 

perform business processes, activities and tasks and it is important to ensure that I T 

deployment is oriented towards achievement of business objectives.  

 The extent of technology deployment also impacts the way internal controls are implemented 

in an enterprise. Further, extensive organization restructuring or business process re -

engineering may be facilitated through IT deployments. Implementing IT has to consider not 

only implementation of IT controls from conformance perspective but also IT could be a key 

enabler for providing strategic and competitive advantage. This requires that sen ior 

management considers IT not only as an information processing tool but more from a 

strategic perspective to provide better and innovative services. This makes it imperative to 

develop an IT strategy, which is aligned with business strategy and ensures value creation 

and facilitates benefit realization from the IT investments.  
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