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Test Series: October, 2015 

MOCK TEST PAPER – 2 

FINAL COURSE: GROUP – II 

PAPER – 6: INFORMATION SYSTEMS CONTROL & AUDIT 

SUGGESTED ANSWERS/HINTS 

1. (a)  Unit Testing: Unit testing is a software verification and validation method in which a 
programmer tests if individual units of source code are fit for use. The goal of unit 
testing is to isolate each component of the program and show that they are correct. 
There are five categories of tests that a programmer typically performs on a 
program unit that are described as follows:  
• Functional Tests: Functional Tests check ‘whether programs do, what they 

are supposed to do or not’. The test plan specifies operating conditions, input 
values, and expected results, and as per this plan, programmer checks by 
inputting the values to see whether the actual result and expected result 
match.  

• Performance Tests: Performance Tests should be designed to verify the 
response time, the execution time, throughput, primary and secondary memory 
utilization and the traffic rates on data channels and communication links. 

• Stress Tests: Stress testing is a form of testing that is used to determine the 
stability of a given system or entity. It involves testing beyond normal 
operational capacity, often to a breaking point, in order to observe the results. 
The purpose of a stress test is to determine the limitations of the program.  

• Structural Tests: Structural Tests are concerned with examining the internal 
processing logic of a software system. For example, if a function is responsible 
for tax calculation, the verification of the logic is a structural test. 

• Parallel Tests: In Parallel Tests, the same test data is used in the new and old 
system and the output results are then compared. 

 (b)  Some of the IT tools crucial for business growth are as follows: 
• Business Website: By having a website, enterprise/business becomes 

reachable to large amount of customers, can be used in an advertisement, 
which is cost effective and in Customer Relationship Management.  

• Internet and Intranet – It is the best source of communication wherein time 
and space is no more obstacles. Intranet is system that permits the electronic 
exchange of business data within an organization, mostly between managers 
and senior staff. E-commerce among partners (suppliers, wholesalers, 
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retailers, distributors) using intranets, e-mail etc. provides new platform to the 
business world for conducting business in a faster and easier way.  

• Software and Packages – DBMS, data warehousing, data mining tools, 
knowledge discovery can be used for getting information that plays important 
role in decision making that can boost the business in the competitive world. 
ERP is one of the latest high-end solutions that seek to streamline and 
integrate operation processes and information flows in the company to 
synergize the five major resources of an organization namely men, money, 
machine, materials and market. It is a multi module software system that 
integrates all business process and functions of the entire Enterprise into a 
single software system, using a single integrated database. 

• Business Intelligence (BI) - This refers to applications and technologies that 
are used  to collect and provide access and analyze data and information 
about companies operations. Some BI applications are used to analyze 
performance or internal operations e.g. EIS (Executive Information System), 
business planning, finance and budgeting tools. Some BI applications are also 
used to analyze or manage the human resources e.g. customer relationship 
and marketing tools. A complete Business Intelligence provides consistent and 
standard information essential in enterprise operations. 

• Computer Systems, Scanners, Laptop, Printer, Webcam, Smart Phone 
etc.- Webcam, microphone etc. are used in conducting long distance meeting. 
Use of computer systems, printer; scanner increases accuracy; reduce 
processing times; enable decisions to be made more quickly and speed up 
customer service. For example, one can charge accurate prices and eliminates 
the need to apply price labels to individual items by the use of scanning 
system. 

 (c)  Information System Security Policy: An Information System Security Policy is 
the statement of intent by the management about how to protect a company’s 
information assets. It is a formal statement of the rules, which give access to people 
to an organization's technology and information assets, and which they must abide. 
In its basic form, an Information System Security Policy is a document that 
describes an organization’s information security controls and  activities. The policy 
does not specify technologies or specific solutions; it defines a specific set of 
intentions and conditions that help protect a company’s information assets and its 
ability to conduct business.  

  An Information System Security Policy is the essential foundation for an effective 
and comprehensive information security program. It is the primary way in which 
management’s information security concerns are translated into specific measurable 
and testable goals and objectives. It provides guidance to the people, who build, 
install, and maintain information systems. Information Security policy invariably 
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includes rules intended to: 
• Preserve and protect information from any unauthorized modification, access 

or disclosure; 
• Limit or eliminate potential legal liability from employees or third parties; and 
• Prevent waste or inappropriate use of the resources of an organization. 

  An Information System Security Policy should be in written form. It provides 
instructions to employees about ‘what kinds of behavior or resource usage are 
required and acceptable’, and about ‘what is unacceptable’. An Information System 
Security Policy also provides direction to all employees about how to protect 
organization’s information assets, and instructions regarding acceptable (and 
unacceptable) practices and behavior. 

 (d) Disaster Recovery Procedural Plan Document: The disaster recovery and 
planning document may include the following areas: 
• The conditions for activating the plans, which describe the process to be 

followed before each plan, is activated. 
• Emergency procedures, which describe the actions to be taken following an 

incident which jeopardizes business operations and/or human life. This should 
include arrangements for public relations management and for effective 
liaisoning with appropriate public authorities e.g. police, fire, services and local 
government. 

• Fallback procedures, which describe the actions to be taken to move essential 
business activities or support services to alternate temporary locations, to 
bring business process back into operation in the required time-scale. 

• Resumption procedures, which describe the actions to be taken to return to 
normal business operations. 

• A maintenance schedule, which specifies the process for maintaining the plan. 
• Awareness and education activities, which are designed to create an 

understanding of the disaster recovery process. 
• The responsibilities of individuals describing who is responsible for executing 

which component of the plan. Alternatives should be nominated as required. 
• Contingency plan document distribution list. 
• Detailed description of the purpose and scope of the plan. 
• Contingency plan testing and recovery procedure. 
• List of vendors doing business with the organization, their contact numbers 

and address for emergency purposes. 
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• Checklist for inventory taking and updating the contingency plan on a regular 
basis. 

• List of phone numbers of employees in the event of an emergency. 
• Emergency phone list for fire, police, hardware, software, suppliers, 

customers, back-up location, etc. 
• Medical procedure to be followed in case of injury. 
• Back-up location contractual agreement, correspondences. 
• Insurance papers and claim forms. 
• Primary computer center hardware, software, peripheral equipment and 

software configuration. 
• Location of data and program files, data dictionary, documentation manuals, 

source and object codes and back-up media. 
• Alternate manual procedures to be followed during the period of disruption 

such as manual preparation of invoices. 
• Names of employees trained for emergency situation, first aid and life saving 

techniques. 
• Details of airlines, hotels, supplies and transport arrangements. 

2. (a) The Plan-Do-Check-Act (PDCA) Cycle for Information Security Management 
System (ISMS): ISO27001 prescribes ‘How to manage information security through 
a system of information security management’. Such a management system 
consists of four phases that should be continuously implemented in order to 
minimize risks to the Confidentiality, Integrity and Availability (CIA) of information. 
The PDCA cyclic process for Information Security Management System (ISMS) is 
explained below: 
• The Plan Phase (Establishing the ISMS) – This phase serves to plan the 

basic organization of information security, set objectives for information 
security and choose the appropriate security controls (the standard contains a 
catalogue of 133 possible controls). 

• The Do Phase (Implementing and Working of ISMS) – This phase includes 
carrying out everything that was planned during the previous phase.   

• The Check Phase (Monitoring and Review of the ISMS) – The purpose of 
this phase is to monitor the functioning of the ISMS through various 
“channels”, and check whether the results meet the set objectives. 

• The Act Phase (Update and Improvement of the ISMS) – The purpose of 
this phase is to improve everything that was identified as non-compliant in the 
previous phase. 
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  The cycle of these four phases never ends, and all the activities must be 
implemented cyclically in order to keep the ISMS effective. ISO/IEC 27001:2005 
applies this to all the processes in ISMS. 

 (b) Section 69A of Information Technology Amendment) Act, 2008 is as follows: 
  [Section 69A] Power to issue directions for blocking for public access of any 

information through any computer resource 
(1)  Where the Central Government or any of its officers specially authorized  by it 

in this behalf is satisfied that it is necessary or expedient so to do, in the 
interest of sovereignty and integrity of India, defense of India, security of the 
State, friendly relations with foreign states or public order or for preventing 
incitement to the commission of any cognizable offence relating to above, it 
may subject to the provisions of sub-section (2), for reasons to be recorded in 
writing, by order, direct any agency of the Government or intermediary to block 
access by the public or cause to be blocked for access by public any 
information generated, transmitted, received, stored or hosted in any computer 
resource.  

(2)  The procedure and safeguards subject to which such blocking for access by 
the public may be carried out, shall be such as may be prescribed.  

(3)  The intermediary who fails to comply with the direction issued under sub-
section (1) shall be punished with an imprisonment for a term which may 
extend to seven years and shall also be liable to fine.  

 (c) Major disadvantages and limitations of Continuous Audit Techniques are as follows: 
• Auditors should be able to obtain resources required from the organization to 

support development, implementation, operation, and maintenance of 
continuous audit techniques. 

• Continuous audit techniques are more likely to be used if auditors are involved 
in the development work associated with a new application system. 

• Auditors need the knowledge and experience of working with computer 
systems to be able to use continuous audit techniques effectively and 
efficiently. 

• Continuous auditing techniques are more likely to be used where the audit trail 
is less visible and the costs of errors and irregularities are high. 

• Continuous audit techniques are unlikely to be effective unless they are 
implemented in an application system that is relatively stable. 

3. (a) Threshold Policy: In order to test if the program works, develops, or improves and 
implements; a threshold policy is of immense importance in a pilot study before 
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moving the program to the production environment. Checking how the policy 
enables to detect sudden increases in the demand and results in the creation of 
additional instances to fill in the demand. Moreover, to determine how unused 
resources are to be de-allocated and turned over to other work needs to work out in 
the context. That is working out thresholds is really a matter of concern and would 
go a long way to assure the effectiveness. For example - Suppose we had a 
program that did credit card validation in the cloud, and we hit the crunch for the 
buying season. Higher demand would be detected and more instances would be 
created to fill that demand. As we moved out of the buying crunch, the need would 
be diminished and the instances of those resources would be de-allocated and put 
to other use. 

  Interoperability: If a company outsources or creates applications with one cloud 
computing vendor, the company may find it difficult to change to another computing 
vendor that has proprietary Application Programming Interface (APIs) and different 
formats for importing and exporting data. This creates problems of achieving 
interoperability of applications between two cloud computing vendors. We may need 
to reformat/reorganize data or change the logic in applications.  

 (b)  Access Control Mechanism: An Access Control Mechanism is associated with 
identification, authentication and authorization of the users so that the resources are 
allowed to be accessed on the basis of the action privileges. The mechanism 
processes the users request for Real time Memory and Virtual Memory resources in 
three steps: 
• Identification: First and foremost, the users have to identify themselves. 
• Authentication: Secondly, the users must authenticate themselves and the 

mechanism must authenticate itself. The mechanism accesses previously 
stored information about users, the resources they can access, and the action 
privileges they have with respect to these resources; it then permits or denies 
the request. Users may provide four factor of authentication information as 
described below: 
o Remembered information: Name, Account number, passwords; 
o Objects Possessed by the user: Badge, plastic card, key; 
o Personal characteristics: Finger print, voice print, signature; and 
o Dialog: Through/around computer. 

• Authorization: Third, the users request for specific resources, their need for 
those resources and their areas of usage of these resources. There are two 
approaches to implementing the authorization module in an access control 
mechanism: a “Ticket Oriented Approach”, and a “List Oriented Approach”. 
In a ticket-oriented approach to authorization, the access control mechanism 
assigns users, a ticket for each resource they are permitted to access, 
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whereas in a list-oriented approach, the mechanism associates with each 
resource a list of users who can access the resource and the action privileges 
that each user has with respect to the resource.  

 (c)  Major strengths of Prototyping Model are given as follows:  
• It improves both user participation in system development and communication 

among project stakeholders. 
• It is especially useful for resolving unclear objectives; developing and 

validating user requirements; experimenting with or comparing various design 
solutions, or investigating both performance and the human computer 
interface. 

• Potential exists for exploiting knowledge gained in an early iteration as later 
iterations are developed.  

• It helps to easily identify, confusing or difficult functions and missing 
functionality.  

• It enables to generate specifications for a production application. 
• It encourages innovation and flexible designs.  
• It provides for quick implementation of an incomplete, but functional, 

application. 
• It typically results in a better definition of users’ needs and requirements than 

traditional systems development approach. 
• A very short time period is normally required to develop and start 

experimenting with a prototype. This short time period allows system users to 
immediately evaluate proposed system changes. 

• Since system users experiment with each version of the prototype through an 
interactive process, errors are hopefully detected and eliminated early in the 
developmental process. As a result, the information system ultimately 
implemented should be more reliable and less costly to develop than when 
traditional systems development approach is employed. 

4.  (a)  The Internetworking Devices are as follows: 
Device Functions 
Bridge A bridge connects similar local area networks (e.g. one token ring 

network to another token ring network). 
Router A router performs all the functions of a bridge. In addition, it can 

connect heterogeneous local area networks (e.g. a bus network to a 
token ring network) and direct network traffic over the fastest 
channel between two nodes that reside in different sub-networks 
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(e.g. by examining traffic patterns within a network and between 
different networks to determine channel availability.) 

Gateway Gateways are the most complex of the three network connection 
devices.  Their primary function is to perform protocol conversion 
to allow different types of communication architectures to 
communicate with one another. The gateway maps the functions 
performed in an application on one computer to the functions 
performed by a different application with similar functions on 
another computer. 

 (b) Corporate Governance or Conformance: Corporate Governance is defined as 
the system by which a company or enterprise is directed and controlled to achieve 
the objective of increasing shareholder value by enhancing economic performance. 
Corporate governance refers to the structures and processes for the direction and 
control of companies. Corporate governance concerns the relationships among the 
management, Board of Directors, the controlling shareholders and other 
stakeholders. The corporate governance provides a historic view and focuses on 
regulatory requirements. This covers corporate governance issues such as: Roles 
of the chairman and CEO, Role and composition of the board of directors, Board 
committees, Controls assurance and Risk management for compliance.  

  Good corporate governance requires sound internal control practices such as 
segregation of incompatible functions, elimination of conflict of interest, 
establishment of Audit Committee, risk management and compliance with the 
relevant laws and standards including corporate disclosure requirements.  

  Business Governance: The Business Governance is pro-active in its approach. It 
is business oriented and takes a forward looking view. This dimension focuses on 
strategy and value creation with the objective of helping the board to make strategic 
decisions, understand its risk appetite and its key performance drivers. This 
dimension does not lend itself easily to a regime of standards and assurance as this 
is specific to enterprise goals and varies based on the mechanism to achieve them. 
It is advisable to develop appropriate best practices, tools and techniques such as 
balanced scorecards and strategic enterprise systems that can be applied 
intelligently for different types of enterprises as required.  

  The conformance dimension is monitored by the audit committee. However, the 
performance dimension in terms of the overall strategy is the responsibility of the 
full board but there is no dedicated oversight mechanism as comparable to the audit 
committee.  
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 (c) Major tangible benefits of Mobile Computing are given as follows: 
• It provides mobile workforce with remote access to work order details, such as 

work order location, contact information, required completion date, asset 
history relevant warranties/service contracts. 

• It enables mobile sales personnel to update work order status in real-time, 
facilitating excellent communication. 

• It facilitates access to corporate services and information at any time, from 
anywhere. 

• It provides remote access to the corporate Knowledgebase at the job location. 
• It enables us to improve management effectiveness by enhancing information 

quality, information flow, and ability to control a mobile workforce. 
5. (a)  Major areas, which should be reviewed by internal auditors as a part of the review 

of Governance, Risk and Compliance (GRC), are given as follows: 
• Scope: The internal audit activity must evaluate and contribute to the 

improvement of governance, risk management, and control processes using a 
systematic and disciplined approach. 

• Governance: The internal audit activity must assess and make appropriate 
recommendations for improving the governance process in its accomplishment 
of the following objectives:  
o Promoting appropriate ethics and values within the organization;  
o Ensuring effective organizational performance management and 

accountability;  
o Communicating risk and control information to appropriate areas of the 

organization; and  
o Coordinating the activities of and communicating information among the 

board, external and internal auditors, and management.  
• Evaluate Enterprise Ethics: The internal audit activity must evaluate the 

design, implementation and effectiveness of the organization’s ethics related 
objectives, programs and activities. The internal audit activity must assess 
whether the information technology governance of the organization supports 
the organization’s strategies and objectives.  

• Risk Management: The internal audit activity must evaluate the effectiveness 
and contribute to the improvement of risk management processes.  

• Interpretation: Determining whether risk management processes are effective 
in a judgment resulting from the internal auditor’s assessment that:  
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o Organizational objectives support and align with the organization’s 
mission;  

o Significant risks are identified and assessed;  
o Appropriate risk responses are selected that align risks with the 

organization’s risk appetite; and  
o Relevant risk information is captured and communicated in a timely 

manner across the organization, enabling staff, management, and the 
board to carry out their responsibilities.  

• Risk Management Process: The internal audit activity may gather the 
information to support this assessment during multiple engagements. The 
results of these engagements, when viewed together, provide an 
understanding of the organization’s risk management processes and their 
effectiveness. Risk management processes are monitored through on-going 
management activities, separate evaluations, or both.  

• Evaluate Risk Exposures: The internal audit activity must evaluate risk 
exposures relating to the organization’s governance, operations, and 
information systems regarding the achievement of the organization’s strategic 
objectives; reliability and integrity of financial and operational information; 
effectiveness and efficiency of operations and programs; safeguarding of 
assets; and compliance with laws, regulations, policies, procedures, and 
contracts.  

• Evaluate Fraud and Fraud Risk: The internal audit activity must evaluate the 
potential for the occurrence of fraud and how the organization manages fraud 
risk.  

• Address Adequacy of Risk Management Process: During consulting 
engagements; internal auditors must address risk consistent with the 
engagement’s objectives and be alert to the existence of other significant risks. 
Internal auditors must incorporate knowledge of risks gained from consulting 
engagements into their evaluation of the organization’s risk management 
processes. When assisting management in establishing or improving risk 
management processes, internal auditors must refrain from assuming any 
management responsibility by actually managing risks.  

 (b) Input Controls: This maintains the chronology of events from the time data and 
instructions are captured and entered into an application system until the time they 
are deemed valid and passed onto other subsystems within the application system. 

  Accounting Audit Trail 
• The identity of the person(organization) who was the source of the data; 
• The identity of the person(organization) who entered the data into the system; 
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• The time and date when the data was captured; 
• The identifier of the physical device used to enter the data into the system; 
• The account or record to be updated by the transaction; 
• The standing data to be updated by the transaction; 
• The details of the transaction; and 
• The number of the physical or logical batch to which the transaction belongs. 

  Operations Audit Trail 
• Time to key in a source document or an instrument at a terminal; 
• Number of read errors made by an optical scanning device; 
• Number of keying errors identified during verification; 
• Frequency with which an instruction in a command language is used; and 
• Time taken to invoke an instruction using a light pen versus a mouse. 

 (c)  Corrective Maintenance: Corrective maintenance deals with fixing bugs in the 
code or defects found during execution. A defect can result from design errors, logic 
errors coding errors, data processing and system performance errors. The need for 
corrective maintenance is usually initiated by bug reports drawn up by end users. 
Examples of corrective maintenance include correcting a failure to test for all 
possible conditions or correcting a failure to process the last record in a file. 

  Adaptive Maintenance: Adaptive maintenance consists of adapting software to 
changes in the environment, such as the hardware or the operating system. The 
term environment in this context refers to the totality of all conditions and influences, 
which act from outside upon the system, for example, business rule, government 
policies, work patterns, software and hardware operating platforms. The need for 
adaptive maintenance can only be recognized by monitoring the environment. 

6. (a)  All documents that are part of the Business Continuity Management BCM are 
subject to document control and record control processes. The following are the 
major documents, which should be the part of the Business Continuity Management 
System: 
• The business continuity policy; 
• The business impact analysis report; 
• The risk assessment report; 
• The aims and objectives of each function; 
• The activities undertaken by each function; 
• The business continuity strategies; 
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• The overall and specific incident management plans; 
• The business continuity plans; 
• Change control, preventative action, corrective action, document control and 

record control processes; 
• Local Authority Risk Register; 
• Exercise schedule and results; 
• Incident log; and 
• Training program. 

 (b) Audit trails can be used to support security objectives in the following three ways:  
• Detecting Unauthorized Access: Detecting unauthorized access can occur in 

real time or after the fact. The primary objective of real-time detection is to 
protect the system from outsiders who are attempting to breach system 
controls. A real-time audit trail can also be used to report on changes in 
system performance that may indicate infestation by a virus or worm. 
Depending upon how much activity is being logged and reviewed; real-time 
detection can impose a significant overhead on the operating system, which 
can degrade operational performance. After-the-fact, detection logs can be 
stored electronically and reviewed periodically or as needed. When properly 
designed, they can be used to determine if unauthorized access was 
accomplished, or attempted and failed. 

• Reconstructing Events: Audit analysis can be used to reconstruct the steps 
that led to events such as system failures, security violations by individuals, or 
application processing errors. Knowledge of the conditions that existed at the 
time of a system failure can be used to assign responsibility and to avoid 
similar situations in future. Audit trail analysis also plays an important role in 
accounting control. For example, by maintaining a record of all changes to 
account balances, the audit trail can be used to reconstruct accounting data 
files that were corrupted by a system failure. 

• Personal Accountability: Audit trails can be used to monitor user activity at 
the lowest level of detail. This capability is a preventive control that can be 
used to influence behavior. Individuals are likely to violate an organization’s 
security policy if they know that their actions are not recorded in an audit log. 

 (c) Integrating COBIT 5 with Other Frameworks 
  COBIT 5 builds and expands on COBIT 4.1 by integrating other major frameworks, 

standards and resources, including ISACA’s Val IT and Risk IT, Information 
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Technology Infrastructure Library (ITIL®) and related standards from the 
International Organization for Standardization (ISO). COBIT 5 is based on an 
enterprise view and is aligned with enterprise governance best practices enabling 
GEIT to be implemented as an integral part of wider enterprise governance. COBIT5 
also provides a basis to integrate effectively other frameworks, standards and 
practices used such as Information Technology Infrastructure Library (ITIL), 
The Open Group Architecture Framework (TOGAF) and ISO 27001. It is also 
aligned with The GEIT standard ISO/IEC 38500:2008, which sets out high-level 
principles for the governance of IT, covering responsibility, strategy, acquisition, 
performance, compliance and human behaviour that the governing body (e.g., 
board) should evaluate, direct and monitor.  Thus, COBIT 5 acts as the single 
overarching framework, which serves as a consistent and integrated source of 
guidance in a non-technical, technology-agnostic common language. The framework 
and resulting enablers should be aligned with and in harmony with (amongst others) 
the: 
• Enterprise policies, strategies, governance and business plans, and audit 

approaches; 
• Enterprise risk management framework; and 
• Existing enterprise governance organization, structures and processes. 

7. (a) Following are the major misconceptions about Management Information System 
(MIS): 
• Any computer based information system is a MIS. 
• Any reporting system is MIS. 
• MIS is a management technique. 
• MIS is a bunch of technologies. 
• MIS is an implementation of organizational systems and procedures. It is a file 

structure. 
• The study of MIS is about use of computers. 
• More data in reports generated results in more information to managers. 
• Accuracy plays vital role in reporting. 

 (b) Integrated Test Facility (ITF): The ITF technique involves the creation of a dummy 
entity in the application system files and the processing of audit test data against 
the entity as a means of verifying processing authenticity, accuracy, and 
completeness. This test data would be included with the normal production data 
used as input to the application system.  
• Methods of Entering Test Data: The transactions to be tested have to be 

tagged. The application system has to be programmed to recognize the tagged 
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transactions and have them invoke two updates, one to the application system 
master file record and one to the ITF dummy entity. Auditors can also embed 
audit software modules in the application system programs to recognize 
transactions having certain characteristics as ITF transactions.  

• Methods of Removing the Effects of ITF Transactions: The presence of ITF 
transactions within an application system affects the output results obtained 
that needs to be removed. The application system may be programmed to 
recognize ITF transactions and to ignore them in terms of any processing that 
might affect users. Another method would be the removal of effects of ITF 
transactions by submitting additional inputs that reverse the effects of the ITF 
transactions. Another less used approach is to submit trivial entries so that the 
effects of the ITF transactions on the output are minimal.  

 (c) Capital Budgeting System: Companies require new tools to evaluate high-
technology investment decisions. Decision makers need to supplement analytical 
techniques, such as net present value and internal rate of return, with decision 
support tools that consider some benefits of new technology not captured in strict 
financial analysis. One Decision Support System designed to support decisions 
about investments in automated manufacturing technology is Auto Man, which 
allows decision makers to consider financial, nonfinancial, quantitative, and 
qualitative factors in their decision-making processes. Using this decision support 
system, accountants, managers, and engineers identify and prioritize these factors. 
They can then evaluate up to seven investment alternatives at once. 

 (d) Green IT Best Practices: From the experience of practicing professionals, there 
are a range of well identified best-practices that are listed as below: 
• Involving stakeholders on campus yields policies and green IT initiatives more 

likely to be embraced by the campus community. 
• Partnering takes advantage of existing efforts and ensures wider reach and 

more effective use of limited resources. 

• Guidelines for using the best practices simplify adaption of green IT by campus 
users and encourage them to consider green computing practices the norm.  

• On-going communication about and campus commitment to green IT best 
practices to produce notable results. 

 (e) Electronic Document Management System: The key points relating to these 
systems are given as follows: 
• The computer based document management systems capture the information 

contained in documents, stored for future reference and make them available 
to the users, as and when required. These systems are linked to the office 
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automation systems such as text processors, electronic message 
communication systems etc. 

• These systems are very useful in remote access of documents that is almost 
impossible with manual document management systems. For example, a 
customer may have a complaint concerning delivery of goods not being in 
accordance with the delivery instructions in the order. The computer based 
document management system would enable the executive to access the 
document through his notebook computer connected to any telephone line and 
show it to the customer, his order document in the office. 

• In the case of internal communication, document management systems can 
prove to be very useful. For example, the loan application form filed in a 
branch of a bank can be accessed by the sanctioning officer for scrutiny at the 
head office or any office for scrutiny of loan proposals. 

• With computer based document management systems, location of the 
executive becomes irrelevant for access to documents. Thus, these systems 
can be very useful in an office environment where traveling executives share 
work space in the office. 
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