
Recruit, Capture & Distill Health Data

The Bowhead Pilot

Traditional health data platforms for 
conducting patient research follow a 
centralized architecture approach. Centralized 
architecture creates inherent security and 
privacy risks. Failing to provide patients with 
true ownership and control of their health data 
also exposes life science organizations to 
unforeseen risk. 

Patients have ownership of their data via 
private encryption keys and manage their 
private keys and transactions using smart 

contracts on a distributed ledger.

DATA PROTECTION
Patients control data sharing by clearly 

consenting to its use for research, and hold 
the power to cancel sharing at any time. 

USER CONSENT
The Better by Bowhead mobile application is 
intuitive and user friendly, making it easier to 
participate in a digital campaign on a serious 

topic. 

EASE OF USE

The success of the pilot was driven by three key differentiators: data protection, user consent and ease of 
use.

The pilot ran from July to December 2019. Following the success of the first pilot in three countries, the pilot 
was rolled out in 5 more countries in July 2020. Pilot objectives:

Optimize how Eli Lilly collected data 
for research, with a focus on 
security, transparency and privacy. 1

Gain real world evidence on migraine 
symptoms, triggers and reliefs from a 
diverse and global audience.2
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In 2018, Eli Lilly saw an opportunity to innovate in 
this area and collaborate with Bowhead to 
design a Privacy-First Real World Evidence pilot 
for people suffering from migraines. Privacy is 
enforced by using Bowhead’s blockchain and 
smart contracts. The mobile app “Better by 
Bowhead” makes people true owners of their 
health data.



Collecting insights while
benefiting patients

By leveraging the Bowhead Health Platform and the Better by Bowhead (iOS and Android) mobile apps, 
we were able to design and deploy a custom privacy-first migraine experience and campaign within 90 
days, significantly reducing the average development time compared to industry standards. 

A major innovation introduced by Bowhead lies in its data security architecture. User data is encrypted 
with a powerful AES-256 algorithm, for which only the user possesses a private key. During the onboarding 
process, users gain an understanding of the importance of data privacy, and are guided to follow simple 
procedures to keep their data safe.

Bowhead's cryptography-based accounts remove the need for email and phone number based 
accounts.

Users are also presented with an informed choice to share their anonymous data to benefit research. Only 
once consent is granted is that user data stored in a de-identified manner on Bowhead’s GDPR and HIPAA 
compliant platform.

Bowhead’s system architects, developers and 
designers worked alongside Lilly researchers in 
order to prototype and implement a novel data 
insights dashboard with built-in visualization 
features. The advantage is an end-to-end 
solution for Eli Lilly with data insights and near 
real-time analysis. 
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The Bowhead Health Platform is built upon one of 
the most relevant technological breakthroughs of 
our time: smart contracts. In essence, smart 
contracts are autonomous pieces of software that 
ensure a set of rules are enforced and executed in 
a secure and transparent manner. Bowhead 
leverages the power of the most widely used 
blockchain, Ethereum, to protect the data 
exchanged between users and researchers.

The Bowhead Advantage:
Smart Contracts

Source: Better by Bowhead Health Apps, Data from Jun 1, 2020 - Aug 31, 2020

“Using Bowhead’s platform, we were able to recruit 
diverse subjects, ethically obtain consent, and 
retrieve near real-time data insights, all while 
protecting user privacy. The Bowhead team 
delivered beyond expectations.”

Paul Henry Huibers, Senior Director Digital, Eli Lilly

Driving Adoption at Scale
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1,436 Migraineurs responded to

Do you trust Blockchain?

3>

The migraine survey within the Better by Bowhead app 
was made available for Android and iOS through the 
official app stores.

Bowhead’s implementation of privacy-by-design 
principles ensures compliance with current legislation 
(eg. CE, GDPR, HIPAA ) and future developments.

Bowhead’s secure apps provide users with tracking 
tools for managing the day-to-day of their chronic 
illness.

Bowhead uses badges, levels and points to incentivize 
users to adhere to the app.

Over 5,000 subjects met the Real World Evidence 
criteria for the pilot, which exceeded our goal by 200%.

Aligned Target Recruitment

A third of the users screened provided de-identified data 
sharing consent for research purposes.

Informed Data Sharing

Health Empowerment 

Gamification

Privacy by design 



Results speak for themselves

Real World Evidence has the ability to drive 
innovation within life science organizations. Within 4 
months, Bowhead Health was able to deliver an 
end-to-end solution for recruiting, capturing and 
distilling unique insights on migraine sufferers in 5 
countries, including Italy, Spain, United Arab Emirates, 
Denmark and South Korea. 

The mobile apps successfully launched in these 
countries in native languages and user recruitment 
goals were 100% achieved.

Over 5,000 subjects successfully signed up, 
completed the migraine survey to report on migraine 
symptoms, and employed the app on their mobile 
phones to track symptoms and other health 
behaviors. 

In the first phase of the pilot, the insights collected  
were successfully validated against hospital 
datasets, with no statistical deviation from the 
expected clinical results.

Thank you for reading and learning about Bowhead Health’s Platform to empower people to own and control 
their health data while driving innovation for life science organizations. 

If you are interested in a demo or more information please contact sales@bowheadhealth.com.

Bob stores his health records
with web software. 

Traditional health data collection system 
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Owners of the software have 
access to the unencrypted 
health data. They are the 

middlemen who are trusted 
to verify the transaction.

Researchers contact software 
owners to access data. 

Software owners run queries 
against the exposed data. 

Software owners transfer 
Bob’s health data to the 

researchers. This process is 
often lengthy, complicated 

and unencrypted. 

Researchers receive the 
health data but without any 

guarantee that Bob’s 
information is secure. 

Bob doesn’t know how his data 
was managed or if his private 

information was shared. There is 
no clear audit log on Bob’s data. 
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Collecting health data
securely with Bowhead

User consents to de-identi�ed
health data sharing
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Access to health data is controlled
by a smart contract.

2

Researchers access only
de-identi�ed data.
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