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Chapter | Product Introduction and

Preparation

1. Introduction

1.1 Overview

The VT300 series vehicle tracking gateway is an asset tracking product that
features cost-effectiveness, rich interfaces and strong performance. It is
suitable for industries such as logistics and transportation, engineering vehicle
monitoring and so on. It offers precise positioning with GNSS, tracking and
monitoring the status, history track, geofencing, abnormity alarm and other
functions of vehicles and drivers, combined with the vehicle network cloud
platform, can realize remote vehicle management, asset tracking, preventive
maintenance, helping fleet operators save costs and improve efficiency. The
device provides sub-models that support wireless network access of various
speeds such as LTE CatM1, Catl, Cat4, etc.
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1.2 Packing List

1.2.1 Standard Packing List

(=73 \O\&

1 mian unit 4 mounting bolts

Image 1-2-1

1.2.2 Optional Accessories
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Optional accessories are not included in the default equipment package and

need to be selected according to the actual situation.
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1 26-PIN all-in—1 cable 1 0BD-lI 7-PIN all-in—1 cable 1 OBD-Il 26-PIN all-in—1 cable
Image 1-2-2

Communication Cable Order Number

26PIN all-in-one test

SCABO000229
cable
OBD-I117 PIN all-in-one

SCAB000231
cable
OBD-Il 26 PIN all-in-one

SCABO000232

cable

Specifications

The cable has P1 and P2 ends: P1is
26PIN female, connected to VT310;
P2 is open end, which requires a 9-
48V adaptor. Suitable for engineering

environments and indoor tests.

The cable has P1, P2 and P3 ends:
P1is 26PIN female connected to
VT310; P2 is OBD-II male connected
to the vehicle; P3 is ignition signal
terminal connected to the ignition
on/off. Suitable for heavy trucks with
OBD-II vehicle diagnostic interfaces,
and powers VT310 through

interfaces.

This cable has P1, P2, P3 and P4
ends: P1 is 26PIN female connected
to VT310; P2 is OBD-Il male
connected to the vehicle; P3 is open
end that includes 1/0, RS232-1 and
1-Wire; P4 is ignition signal terminal

connected to the ignition on/off.



Suitable for heavy trucks with OBD-II
vehicle diagnostic interfaces, and
powers VT310 through interfaces.
Recommended for customers who
need DI, DO, Al, 1-Wire devices or

vehicle-mounted controllers.

1.3 Product Appearance

1.3.1 Product Appearance Introduction

Mounting holes

Indicator
Nameplate 26 PIN Vehicle
interface
Mounting holes
Image 1-3-1
26 PIN Vehicle—
interface \
[
I

1.3.2 Product Dimensions
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VT310 Dimension (Unit mm)

2. SIM and Cable Installation

For general cases, the device can be used after mounted onto the vehicle,

with SIM card inserted and cable installed.

2.1 Install SIM Card

In the case of dial-up Internet access, a SIM card is needed. The VT310 will
dial automatically once it is powered and started. Open the waterproof baffle
on the downside of the VT310 and insert the SIM card into the slot in the

direction shown in the picture.



SIM Card o——-

* Please notice the direction of the breach
is aligned correctly

2.2 Mount the Tracker

Customers can fix the VT310 onto the vehicle with installation bolts. It is
recommended that the tracker be installed under the front windshield of the
vehicle, where GPS signal is better received and connection to the OBD-II

diagnostic interface is easier.

VT310

Recommended installation spot

o (LI

2.3 Introduction and Use of Cables

We offer three types of cables for different application scenarios. Wiring

methods of them will be shown below respectively.
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2.3.1 26PIN All-in-one Test Cable Link

This cable is suitable for indoor testing and the tracker login. A 9-48V adapter
or 9-48V AC/DC power supply, a DB9-RS232 serial port female connector

and a USB to serial port line are required, as are shown below.

From left to right: Power supply module DB9-RS232 female connector, USB

to serial port line

P1 CONNeX=Va

» s i-b"-";.f‘("hﬂ-l-u‘.
P | = }_'ﬁ'f.fiﬁf'fif}f‘ffﬁffff7i:fff’ﬁff.'%" = P2

26 PIN Vehicle
interface

26-PIN all-in—1 cable



Steps:

1. Insert the 26PIN female head of P1 into the VT310;

. Connect P1 CONN-X-V- and P14 CONN-X-V+ to the negative and positive
poles of the power adapter respectively. P15 CONN-X-IGT and V + are both

connected to the positive side of the power supply;

. Connect the CONN-RS232-RX1, CONN-RS232-TX1 and GND (any) of the
cable to the TXD, RXD and GND holes of the DB9 connector. Then connect

the USB to DB9 cable to the computer, as is shown below.




2.3.2 OBD-II 7PIN All-in-one Test Cable

Suitable for heavy trucks with OBD-II diagnostic interfaces. The VT310 is

powered by the ODB diagnostic interface, so the vehicle needs to be started

to get the VT310 working.

13 1 Pt

] =
om——————o [1 5
26 PIN Vehicle P2
interface

OBD-Il 7-PIN all-in—1 cable

Steps:

[eeerezsa)
OBD-II
connector

1. Insert the 26PIN female head of cable P1 into the VT310;

. Connect P2 to the OBD-II diagnostic interface of the vehicle;

. If you need to judge whether the vehicle is ignited, you can connect P3 to the

ignition switch of the vehicle.
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2.3.3 OBD-Il 26PIN All-in-one Test Cable

Suitable for heavy trucks with OBD-II diagnostic interfaces. The VT310 is
powered by the diagnostic interface, so the vehicle needs to be started to get
the VT310 working.

Compared with the OBD-II 7-pin all-in-one test cable, a 19-pin I/O bare wire
end is added. This is recommended for customers with demand for 1/0 or 1-

Wire hardware access.
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Steps:

. Insert the 26PIN female head of cable P1 into the VT310 interface;

. Connect P2 to the OBD-II diagnostic interface of the vehicle;

. If you need to judge whether the vehicle is ignited, you can connect P3 to the
ignition switch of the vehicle;
. For P3 bare wire, you can connect your I/0O devices according to your needs,

which will be described later.

2.4 Connect to the I/O Interface

The 1/O interface is integrated into the 26PIN vehicle interface, providing 3
digital outputs (max. current 300mA), 4 digital inputs, 1 analog input, 1 1-Wire,
an RS232 serial port and an ignition signal. Following is an example of how to

use the I/O interface.
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2.4.1 Definition of 26PIN Interface

PIN Name PIN Name PIN Name PIN Name

1 V- 8 1-Wire 14 V+ 21 GND

2 GND 9 RS232_RX15 IGT 22 RS232_TX
3 DI2 10 GND 16 DI1 23 GND

4 Dl4 11 CAN_1L 17 DI3 24 CAN_1H

5 GND 12 CAN_2L 18 GND 25 CAN_2H

6 DO2 13 J1708_B 19 DO1 26 J1708_A

7 Al 20 DO3

2.4.2 RS232 Serial Port

The RS232 serial port is used for debugging. Connect the RS232_RX,
RS232_TX, and GND of the VT310 to TXD, RXD, and GND of the DB-9 serial
port welding-free interface. Use RS232 to USB cable to connect with DB-9

serial port surface welding port.

2.4.3 Digital Input (DI)

The DI can detect the switching value, such as whether the button is pressed
or bounced, and whether the switch is on or off. The VT310 provides

configurable pull-up. The DI has a default 10kQ resistor pulled down to GND.
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When the Dl is configured to pull up, there is a 20kQ resistor pull up to the
power supply voltage. When using DI, it is necessary to distinguish between
pull-up and no pull-up.

When the DI has no pull-up power supply, the external circuit is connected as

follows:
+V
(12vDe)
Swiich
oo
DI J\ LED
v
DI (12VDC)
_<}$ 2 Wi SR o

When the DI has a pull-up power supply, the external circuit is connected as

follows:

+V
(12voe)

_<}$ DI

o - -

+V
LED 12VDC
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2.4.4. Digital Output (DO)

The DO can output DC voltage. The DO is an open-leakage output that
supports a current of 300mA and usually works with relays.

RH|'-I"I

Relay
i Contacts

a7

Motor

2.4.5. Analog Input (Al)

The Al can detect DC voltage, and customers can directly access the analog
guantity of voltage. External circuit is connected as follows:

Al

Resistor

|
Ul

2.4.6. 1-Wire
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The 1-Wire is usually used for small communication equipment, such as
digital thermometers and iButton devices. Before use, the customer needs to
connect the DQ pin (signal line) of the 1-Wire device to the VT310 PIN8, and
connect the VDD and GND pins of the 1-Wire device to the GND of the
VT310. The sensor is the less02b type. The following picture shows the water

temperature detection wires of the 32 digital temperature sensor probe.

7

2.4.7 Ignition Sense

IGT(Ignition sense): IGT is used to connect to the Ignition switch of the
vehicle. The VT310 can detect whether the connected vehicle is ignited.
When using the 20PIN cable for testing, connect the IGT cable and V+ cables

to DC power supply.

3. Start the VT300

After the customer completes the installation according to the above steps,

the device can be started for debugging. The condition of the device can be
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told through the status indicator. To avoid consumption of battery power

during transportation, the device is under transportation mode in the factory

state. The VT310 needs to be activated by external power supply or the

vehicle diagnostic interface.

3.1 GNSS Status Light

Indicator Status

Long annihilation

Flash (frequency: 0.5Hz)

Slow flash (frequency: 1Hz)

Solid

3.2 Cellular Status Light

Indicator status
Long annihilation

Flash (frequency: 0.5Hz)

Slow flash (frequency: 1Hz)

Function status

The device is not started or the GNSS

function is disabled.

GNSS I i)
GNSS delivery successful

GNSS function enabled

Location success &7 {1

Function status

The device is disabled or the dialing

function is disabled.

Dialed successfully

Dialing enabled

Chapter Il Login and Device Configuration
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1. Install the Configuration Tool

The tool software supports the installation OS environment: Windows 10 ;

/\ Not support Windosw 7.

1.1 Download Configuration Tools

Enter the Download Center of InHand's Website, and download the tool from
the Vehicle Gateway Part >>InVehicle T310 Tracker. Download the
configuration tool installation package in the product documentation. Select

the default path to complete the installation, as is shown below.

s VT310ConfigurationTool V1.2.7 Setup —

Completing VI310ConfigurationTool
V1.2.7 Setup

VT3 10ConfigurationToal ¥1.2.7 has been installed on your
computer,

Click Finish to dose Setup,

Run VT310ConfigurationTool ¥1.2.7

R 291 368 X 4%
TR RS

« If the following error occurs after installation, choose "Run as administrator" to

open the software, as is shown below.
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cx_Freeze: Python error in main script >

'8' Traceback (most recent call last):
L File "D:\Program Files
(xB6)\python3Tlib\site-packages\cx_Freeze\initscripts\__startup__.py”",
line 40, in run
File "D:\Program Files
(x86)\python3T\lib\site-packages\cx_Freeze\initscripts\Conscle.py”,
ling 23, in run
File "wT310ConfigurationTool.py", line 1283, in <module>
File "wT310ConfigurationTool.py”, line 1272, in create_save_path
FileMatFoundErrar: [WinError 3] 2FERCTEHSEREEE, 'C\\Program
Files (x86)\\InHand\\VT310ConfigurationTool\\log'

WE

1.2 Search for the COM Port Number

Power the VT310 with an external adapter through the 26PIN all-in-one test
cable. The VT310 is connected to the computer through a USB to serial port
cable. If the GNSS or cellular light flickers, the device is started successfully.
Enter the device management page of the computer and observe the COM

slogan in the "device manager"> "ports (COM and LPT)" of the computer, as

is shown below.
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& Computer Management - o
File Action View Help

e 2n B B B EXGE

& Computer Management Lo@l)} v & s1F0 Actions
¥ §i System Tools & Audio inputs and outputs
‘:‘ Task Scheduler ‘e Batteries DedoMamsget
B Event viewer O siuetooth More Actions
%! Shared Folders ® Comeras
& Local Users and Groups | B computer
N) Performance wa Drsk drives
A Device Manager B8l Display adapters
v £ Storage == DVD/CD-ROM drives
& Disk Management A Human Interface Devices
::; Services and Applications = IDE ATA/ATAPI controllers

— Keyboards
@ Mice and other pointing devices
@ HID-compliant mouse
@ rcarallels Mouse Synchronization Device
' Parallels USB Mouse Synchronization Device
B Monitors
& Network adapters
W Ports (COM & LPT)
) USB Serial Port (COM3)
i Print queues
= Printers
D Processors
=3 Sensors
B software devices
& Sound, video and game controllers
S Storage controllers
3 System devices
' Universal Serial Bus controllers

<

<

1.3 Login to the Device

g,
o g

innand

s

Il rackery 12410
Open the VT310 configuration tool — ./ If an error message
appears, open it as an administrator.

Click "Connect device", enter the user name and password (default:
admin/123456), select the recorded serial port, baud rate (default: 115200),

and click "connect”, as is shown below.
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Vehicle Tracking Gateway Configuration Tool =X

Summary Cellular Network Location Information I'Q [nformation

3 Connect to VI310

Cellular
IBD settm,
Usernamsa Connect via s2nial port Connect via bluetooth
1d Platform
admin
Secuety Serial port COM3 hd Refresh Serial
w Password
Maintenanc
2 Bad rae | 115200 %
lingry Forget password”
Property B None v 1

You can also use computer Bluetooth (4.2 or above) to connect the device.

Click "Connect device", enter the user name and password (default:
admin/123456), select the Bluetooth device with the same name as the device
SN (SN can be found on the device nameplate), and click Connect ", as is

shown below.
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Vehicle Tracking Gateway Confignration Tool =X

Summary Cellular Network Location Information I'Q [nformation

Connect to VI310

Cellufar
DBD settnas
Usernamsa Connect via s2nal port Connect via bluetooth
Cloud Platform
admin
Secusity
Select Device | Pi2ds2 select a device hd Refrash Device List
< Password
Maintenance
Help
nyvg Forget password?

In the dialog box that pops up, you can view the device status and perform
operations on the device. Click OK to preview or modify the configuration, as

is shown below.
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Vehicle Tracking Gateway Ghgfiguration Tool =X

Summary Cellular Network Location Information I'0 [nformation

| ()

You can now view the device status and operate
on the device.

VI3l0

Firmw;

Device time:

Dhzconnect l:‘ Refrash evary 153 Reboot

Login succeeded

2. Inquire Status Information

2.1 Mobile Network Parameters

On this page are mobile network link parameters, which are used mainly to
check whether the wireless network link is normal. All parameters read when
the SIM is not inserted are default parameters. After the device is connected to
the Internet through the SIM card, it can obtain the IP address for data
transmission. For configuration of mobile network parameters, please refer to

Section 4 Configure the Cellular Network.

Parameter Description
_ Indicates the signal strength of the connected wireless
Signal value _
network. Valid values: 0 to 31.
MCC (mobile country code), MNC (mobile network code),
MCC/NMC

read from the SIM card
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SIM card status Normal/Unidentified

The International Mobile device identification code
IMEI (International Mobile Equipment Identity) is the built-in

dialing module code of the vehicle gateway.

Registration Registered/Not registered
LAC LAC(Location area code ) , obtain this parameter from the
base station after dialing successfully
VS| IMSI(International Mobile Subscriber Identity) this
parameter is read from the SIM card
This parameter is obtained from the base station after
CELL ID o
dialing successfully.
The ID of the integrated circuit card is the SIM card
ICCID number and ICCID (integrated circuit card identity). This
parameter is read from the SIM card.
After the dialing is successful, the carrier assigns the IP
IP ADDRESS
address of the network access.
Cellular status Connected/Not connected

Authentication
CHAP/PAP
method

23



Vehicle Tracking Gateway Configuration Tool =X

Summary Cellular Network Location Information I'0 [nfoermation

g Physical Layer Information:
OBD Settings Meodule status: Normal IMET: 352835102360018 CELL ID: 7iCF520

Signal Level: 10(61%) Registration starus: Registered{local) ICCID: BORA0118802380175315
Cloud Platform MCCAINC: 450/01 LAC: EADO

SIM status: Normal IMSI: 460010100114835

Network Information:

Wit

. Ip address: 10.1.126.130 Authentication: CHAP certification
VIFTIeTAnce
: Celinlar network sratus: Connected
Help
sz

Dizconnect l:‘ Refrash evary 153 Reboot

2.2 Location Information

The location information page shows the latest parameters obtained by the
GNSS module. It includes location information and related parameters of the

inertial sensor. As is shown below.
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Stams

Systom scttings

Cellufar

Summary

work

Vehicle Tracking Gateway Configuration Tool =X

Location Information:

Location Information

I'0 Information

DBD settngs Longitude: 104.053618 °E Latitude: 10588234 °N

Altitade: 307.300004 m Satellites: 10
Cloud Platform Speed: 0.000000 knot Course: 0.000000 =

HDOP: 0.200000 Status: Fix
Secusity

Dead Reckoning:
Maintenance
Hils Ace X Axis: -9.023000 mg Acc Y Axis: 7364000 mz Acc Z Axis: -093 080017 mg

e Gyro X Axis: <010 000000 mdps Gyro ¥ Axis: 0000000 mdps Gyro 7 Axis: -280 000000 mdps
ity
Dizconnect l:‘ Refrash evary 153 Reboot
2.3 1/0O Information
Vehicle Tracking Gateway Configuration Tool =X
Status
Summary Cellular Network Location Information T'0 Information

Cellufar

OBD settmgzs
Cloud Platform
Secusity
Maintenance
Help

it

Dizconnect

1/0 Information:

Ignirion Signal:
Digital Inpur 1:
Digital Inpur 2:
Digiral Inpur 3:
Digital Input 4:
Analog Input[mv]:

1-Wire:

1-Wire Type:
1-Wire ROM 1D:
1-Wire Data:

l:‘ Refrash evary 153

High

Low
Low
Low

Unknown
Unknown
Unknown

-




3. System Settings

3.1 Sleep Mode

The sleep mode ensures the battery life after flameout, providing continuous

guarantee for special environments. The state machine is as follows:

< Sleep

®

@

Temp run

Description of the state machine:

Run, Sleep, and Temp run represent normal running status, sleep status, and
temporary running status respectively.

(1) Corresponding to the state machine, the condition from Run to Temp run
is that the power supply voltage is less than sleep voltage (6V by default) or
IGT OFF (IGT needs to be enabled in the configuration), by default, the
device continues to run for 15Stemp (for reporting information) and then

enters Sleep.
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(2) Corresponding to the state machine, the condition of entering Sleep from
the Temp run is that after the device runs a wake-up runtime cycle in the
Temp run or after the device runs Temp Run for 15s from run.

(3) Corresponding to the state machine, the condition from Sleep to Run is
that the power supply voltage is greater than Sleep voltage or IGT ON (IGT

needs to be enabled in configuration).

(4) Corresponding to the state machine, the condition of entering the Temp

run from Sleep is that after the device runs a wake-up interval in Sleep.

(5) Corresponding to the state machine, the condition from Temp run to Run
is that the power supply voltage is greater than sleep voltage or IGT ON (IGT

needs to be enabled in configuration).

Configure the sleep mode:

After IGT is enabled, the device uses the IGT status as the
Enable IGT condition for entering or exiting Sleep. The IGT status is not
ticked by default.

Wake-up The interval between the device automatically wakes up in
interval Sleep, whose default value is 120 minutes.
The interval between the time when the device enters the

Wake-up time . _
next Sleep, whose default value is 5 minutes.

27



Vehicle Tracking Gateway Configuration Tool =X

Status

Sleep moda A ccount
‘System sottings

Enabls IGT ]
Cellufar
OBD settings ‘Wakeup mterval 0 Minues
Cloud Platform 5 . .

Wakeup runtime z Mirmtes

(ET

2hcy
Dizconnect LR Save configurations

3.2 Account Settings

This function allows the device administrator to modify the device
administrator login information. The default administrator account is admin,
password 123456. The device administrator can modify the configuration
options if necessary. After the modification, the device prompts a restart. Click
OK to restart the device and log in with the modified administrator account

and password. As is shown below.
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Vehicle Tracking Gateway Configuration Tool =X

Stams

- Sleep mod Account

Administrator acconnt
Administrator password

Confirm password

Maintznance

i}

Dizconnect Read again

4. Configure the Cellular Network

Click "Cellular" to enter the configuration page. Generally, customers only
need to configure "Network Access Point Name (APN)", "Network dialing user
name", "Network dialing password" and "Authentication mode" and click
"Save configuration”. The device takes effect after restarting.

If the customer has special trial scenarios, click "Show Advanced Options" to
see hidden configuration items. Configure the network dial number, PIN, and

default host APN as needed. As is shown below.
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Vehicle Tracking Gateway Configuration Tool =X

APN uninat

Metwork dial username Eprs

Network dial password wae

Authentication mode Ao x

dvanced Option

Network diafing mumber sl i b

HT PIN
Deafault bearsr APN unimnet
Dizconnect Read again
Parameter Description
This parameter is required when the APN private
APN network is connected to the mobile network. Most public

network service SIM cards do not authenticate APN

when dialing.

o The default parameter is "gprs". When the private
Network dialing _ N .
network is AAA certified, the mobile network operator
username _ _
needs to provide this parameter.

o The default parameter is “gprs”. This is required by the
Network dialing _ . L .
carrier during the AAA certification for the private

password
network.

Automatic/CHAP/PAP. This parameter is required when
the private network is AAA certified. Automatic: take
o turns to use PAP and CHAP authentication to dial (pap
Authentication mode o _ o
authentication is used for the first power-on, if dialing
fails, chap authentication is used for dialing again, and

pap authentication is used for the next dialing, and so
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on. If the authentication mode is not automatic, but PAP

or CHAP, use only PAP or CHAP authentication to dial.
_ The default parameter is * 99 *** 1#, which is required

Network dial number _

by mobile network operators.

PIN (Personal Identification Number) refers to the

Personal Identification password of the SIM card. When
PIN the SIM card is enabled for PIN verification, does it fill in

the corresponding PIN of the SIM card. This parameter

Is required for mobile network operators.
Default carrier APN This parameter is provided by the carrier.

/\ The default host setting is a function for special data transmission required
by some carriers, which generally does not need configuration. If configuration

is required, please inquire from your carrier.

5. Configuration of Vehicle Diagnostic

Interface

The on-board diagnostic interface is the South interface of the tracker and the

configuration option of the protocol.

5.1 Configure ODB Interface

In the configuration tool, select OBD as the diagnostic protocol. The ODB

protocol is the CAN2 interface and J1708 interface of the vehicle tracker.
Parameter Description Others

ODB CANZ2 interface protocol,

corresponding to physical layer PIN _ _
J1939/J1979 OBD default configuration

CAN_2L(PIN 12) and CAN_2H(PIN

25)
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J1939

J1939

J1708

Auto

Disable

ODB CANZ2 interface protocol,
corresponding to physical layer PIN
CAN_2L(PIN 12) and CAN_2H(PIN
25)

ODB CANZ2 interface protocol,
corresponding to physical layer PIN
CAN_2L(PIN 12) and CAN_2H(PIN
25)

J1708 interface protocol,

corresponding to physical layer PIN

J1708_ B(PIN13) and J1708_A (PIN

26)

When set to Auto mode, the vehicle
tracker will poll the link and
automatically poll and send the
protocol data of the above four
options for link testing. When
receiving data packets of the
corresponding protocol, the vehicle
tracker will choose this protocol for

communication.

Disable ODB CAN2 and J1708

32

When Auto mode is used, the
CAN1 and J1708 interfaces are

enabled at the same time.



Vehicle Tracking Gateway Configuration Tool =X

OBD

Protocol type J1030/71079 >

JLO30/71070
Auro

J1639

T1479
JL708
Dizable

i}

Dizconnect Read again

5.2 Configure CANL1 Interface

In the configuration tool, select CAN1 as the diagnostic protocol and the

CANL1 interface of the vehicle tracker.
Parameter Description Others

CANL interface protocol,

corresponding to physical layer PIN _ _
J1939/J1979 CANL1 default configuration

CAN_1L(PIN 11) and CAN_1H(PIN

24)

CANL1 interface protocol,

corresponding to physical layer PIN

J1939
CAN_1L(PIN 11) and CAN_1H(PIN
24)
CANL1 interface protocol,
corresponding to physical layer PIN
11939 p g to pny y

CAN_1L(PIN 11) and CAN_1H(PIN
24)
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Disable Disable CAN1

Vehicle Tracking Gateway Configuration Tool =X

CAN1

Protocol type J1030/71079 >

© J1030/71070
71939
71979

[Chsable

i}

Dizconnect Read again

The function of CAN1 and OBD can be enabled at the same time.

6. Configuration of the Cloud Platform

The configuration of the cloud platform is the North-direction interface and
protocol configuration option of the vehicle tracker. The VT310 can only be
connected to one cloud platform at a time. The configuration of the platform
takes effect only after the device is restarted. Click "Platform" to enter the
configuration page. Click "Modify" to enter the configuration page. As is

shown below.
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Vehicle Tracking Gateway Configuration Tool =X
Enablad Disconnect Smartflaet che inhandiot com Modify
114

3D s 1

Cloud Platform
110

Help
3
Dizconnect Refresh Confizurations

6.1 SmartFleet Platform

The SmartFleet platform is a SaaS platform for the Internet of Vehicles market
launched by InHand Networks. It mainly includes vehicle profile, alarms,
driving behavior monitoring, statistical analysis of driving information,
electronic fence and other functions. Through the visual user interface and
simple operation, you can manage and monitor your hardware devices such
as the InVehicle Gateway with speed and ease. Deployment in the cloud
allows you to focus on your core business. Login address:

https://che.inhandiot.com. For more information about the platform, please

visit https://www.inhandnetworks.com and chat with us.

Cloud Platform >> Platform Type: SmartFleet,

Cloud Platform >> Enable

Cloud Platform >> Domain name: smartfleet.cloud

Cloud Platform >> Account (Enter the platform's registered account)

Cloud Platform >> License Plate Number
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Click "Show Advanced Options" to show hidden configuration items.
Configure the LBS reporting interval, traffic reporting interval, and heartbeat
reporting interval as needed. The reporting interval is measured in seconds,
as is shown below. Click "Save configuration” and restart the device. As is

shown below.

Vehicle Tracking Gateway Configuration Tool =X
Systom Scitings Enablad Connected Smartfleet smartflest cload Modify

occuaty

Dizconnect Refresh Confizurations

On the Cloud Platfrom homepage, view the link status of the platform. The link

status is "linked". As is shown below.

Log in the platform and choose Gateways >> Gateway List. You can see if the

vehicle tracker is online. As is shown below.
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Name Signal  Battery Voltage SN inAs1 Current Version OCperation
A3L731 alll RW9111201 701181 Analog data 1731951254 =
aill =B \VF3102102000207 4E0010100114835 VTINVI026 2

2 records in total; page 1of 1

6.2 Wialon Platform

Wialon has more than 18 years of best practice in software engineering in the area of
GPS vehicle tracking and a team of talented specialists committed to the common goal.
The community is united by continuous advancement of the proprietary products and five
offices around the world — the headquarters and development center in Minsk and sales
offices in Moscow, Boston, Dubai and Buenos Aires. Nowadays solutions by Gurtam take
up about 36% of the CIS commercial carrier market and are actively expanding to
Europe, the Middle East, the USA, South America, Africa and Australia, with even New

Zealand market tapped. For more information, visit https://qurtam.com/en/wialon.

To test the Wialon platform, you can contact manager Sun
sunzd@inhand.com.cn for more support.

Cloud Platform >> Platform Type: Wialon,

Cloud Platform >> Enable

Cloud Platform >> Domain name: nlgpsgsm.rog

Cloud Platform >> Port : 21000

Cloud Platform >> Account (Enter the platform's registered account)

Cloud Platform >> License Plate Number

To adjust the reporting frequency, click "Show Advanced Options" to show
hidden configuration items. Set the reporting interval reporting interval in

seconds. As is shown in the following.
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Vehicle Tracking Gateway Confignration Tool =X

Stams

Platform Tvpe Wialon hd
Systom Scttings
Cellutas Enablad EI
OBD Seftngs .

Domain nl gpsgsm.org i
Cloud Platform

Port 21000

Show Advanced Option

Dizconnect Back Read again

If you have obtained an independent domain name provided by Wialon, enter

the custom domain name and port number. As is shown below.

Vehicle Tracking Gateway Confignration Tool =X

Stams

Platform Tvpe Wialon hd
System Settings
Cellufar Enablad EI
OBD Seftngs g

Domain nl gpsgsm.org *
Cloud Platform
T— Port 21000

Wite
Show Advanced Option

Matntenance Upload Interval 3
Help
sz
Dizconnect Back Read again
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6.2.1 Configuration on Wialon Platform

Platform website: https://hosting.wialon.com

New devices:

rex ¥ Toa B wes wspons T Geolonces 10 Onvers
[ L VT e et e DI
o
B [rewr | D ¢
x e &y
Ay 1
> "
Q senamic o0t A8 x
8 200mm10 Aux 8 on e PO ATNTRE
8 Ashon A mox i
+
ICELAND. PN
e Evan_device A & x — Lowrs s
Yo % HORWAY
8 AN sty
@ Fusauves 4 R ox Norih Sew
Lodwmrer Seo
8 Fossviono A B X OIEQY, 1) dicficSen
B FsiEvats 4y x IRELAND

The device configuration information is as follows:

Name: Custom

Device Type: Select "Wialon Combine"

Special ID: Enter the device-specific serial number. View the serial number of the device
or the serial number on the status page of the configuration tool. The information shown

in the following figure is for example only.

Unit Properties — us-FS31-Ming-0263

General Access lcon Advanced Sensors Custom Fields Unit Groups Commands Eco Driving

Profile Trip Detector Service Intervals

Unified library of vehicle types!

Now vehicle types in the library are the same for all users. To be able to search for units by vehicle type on
the "Monitoring” tab and to display vehicle types in reports, specify the vehicle type on the "Profile” tab of

the unit properties. :
The values specified previously are saved in the "Comment” field.

Name: * | us-FS31-Mind D

Unit type: |

Device type: * | Wialon Combine . Wialon Combine WiaTag InHand VT310

Server address: i nl.gpsgsm.org:21000

Unigue ID: | VF3102104000. .

Phone number: |

Fassword: |

Creator: | inhand_free

Account: | inhand_free

Restore Properties | | Export to File Cancel |
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6.2.2 View Data Uploaded by Devices
(1) Select "Message"

(2) Select the name of the target device to be viewed

(3) Select the time range of interest

(») Select the data type. Currently the colelcted I/0 data is viewed through
Raw Data

(5) Click the "Execute" button to view the information of the target device at

the position of (6), as is shown below.

racxs (S} musna) |G Repo lI B3 caoteny 8y mmm: @ v G Mrsery o Pussid [T) Jone | I3 Mo, 4 2
——

[ tegl A2
L] VT310_FS531 _ey2
- E :
-
Show -
parsmatars a3
(TH0_FSTI_Dev_nevw
g
G‘%nﬁlmt ramtrbitar N304 15,3647 5 § 1643 01, 1900°
|
Statistics Bl
Tetal messages . < Teme Pucameiers Lo
Totat b — -
1 06402 11 D082 pREmE=0, paarO=1346 pararmd=0, parami=4 SXEATS 1560 4e- 38 MO=1
Distanca 200k )
Asseage speed = 20200402 105851 param@=0 patard=3362 sararnd=0 param1=4 CRTETSIE594e-20 MO=(
Vammum gpese
Export aad impert Uessages s~ Pags of4 Displaying 11 2 fom 2 messages Y

Note: The information display of the target device can be selected by clicking

the configuration method, as is shown below.

E
# = Time Parameters Media (|
1 2020-04-02 11:00:02 param2=0, param3=3346, param4=0, param1=4.92687515694e-38, 1/0=C
2 2020-04-02 10:59:51 param2=0. param3=3352, param4=0, param1=4.92687515694e-38, /0=C L
‘ AT 50 - & Page 1| of 1 > Displaying 1to 2 from 2 messages V X B

6.3 Azure loT Hub

Azure loT builds loT applications that offer highly secure and reliable two-way
communication between loT applications and their managed devices. Azure

loT Center provides the back end of cloud hosting solutions, which can
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connect to almost any device. The solution is extended from the cloud to the
edge through authentication, built-in device management, and extended
configuration of each device. For more information, visit

https://azure.microsoft.com/zh-cn/services/iot-hub

Cloud Platform >> Platform Type: Azure IoT

Cloud Platform >> Enable

Cloud Platform >> Connect String

The Connect String is created from Microsoft 10T platform. See in the next
section.

To see invalid data, click "Show Advanced Options" to view hidden

configuration items. Tick "Show Invalid Data", as is shown below.

Vehicle Tracking Gateway Configuration Tool =X

St

Platform Tvpe Aznre ToT -
Cellufar Tkl :

) Sefting

Comnect String HostName=VT13 1 0 azurs-devices. cn;Deviceld=; SharedAccessK

Cloud Platform
Show Advanced Option
Publish Invaid Data vl
e

A
Dizconnect Back LR Save configurations

6.3.1 Configure Azure |oT Platform
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1. Before configuring the Connect String, log in the Azure 0T platform to create
a device. In the left-side navigation pane of the IoT Center, choose "loT

devices", and then select "New". As is shown below.

Home » Al resources  wot-hub-contoso-one - leT devices
iot-hub-contoso-one - 10T devices =
& |.- 5
+ New [T Refrest
SN Cuerview
v 1, delete, and update devi i
E Activity log
s Access control (IAN) Fiekd Operator Value
@ Tag LR
TN -+ Add 3 new clause
tfr Switch to query editor
Settings
Shared access poboes
DEVICE D STATUS LAST ACTIVITY TIME (T} LAST STATUS UPDATE (UTCY AUTHENTICATION T, CLOUD ...

& Pricing and scale
=~ |P Fidtwr
B Certficates
Buitt-in endpaints
# Manual fadover [preview)
I= Properties
& Locks
5 Export template
Explorers

B Query explorer

W 1oT devices

Automatic Device Maragement

2. On the "Create a device" page, provide the name of the new device, such as
myDeviceld, and then select "Save". This creates a device identifier for 10T

Center. As is shown below.
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Home > All resources » iot-hub-contoso-one - loT devices > Create a device

._:.;‘ Create a device 0o X
[

o Find Certified for Azure |oT devices in the Device Catalog
* Device ID @
| myDeviceld v

Authentication type @
(TR 500 Self-Signed  X.509 CA Signed )

* Prima y key @
| Enter your primary key |

* Secondary key @
| Enter your secondary key |

Auto-generate keys @

Connect this device to an loT hub @

EEE——
f. Disable J

Parent device @

No parent device
Set a parent device

3. After creating the device, open the device in the "loT devices" pane. Copy the
"Primary Connection String" and later paste to the "Connection String" of the

configuration tool ". As is shown below.

Home + it hub-contosa-ona - 19T devices » myDeviceld

myDeviceld & ™

™1 Message to Dence. 3¢ DimctMsthod |- Add Moduleidentity 5= Device Twin =4 Manage keys ~ () fetrsh

Y myDesiead
e HEhaw! PHIsuleShai QL USE I % N
Koy G781 ErzcoayWFzeTiomadbElG Vati= b 0 3 |
Hutr e et D ¥ YOV SeRKOVEIGF SJdptrmyhd ¥y iSdi= <
e T S e e LT L T T 3l n
Enable comnection o T Hitt @) ® traok ) Disable
@ | o pazmrs azaca
&
Module Identities  Configurations
MODILEID COMMECTION STATE CONMECTICN STATELAST UPDATED [l LAST ACTIVITY TIVE (UTC)

Theere are no module sdentites for thes devce.

6.4 AWS IloT Platform
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With the AWS loT Core, you can connect your IoT devices to the AWS cloud
without configuring or managing the server. The AWS IoT Core supports
billions of devices and trillions of messages, and can process those messages
before routing them to AWS terminal nodes and other devices with security
and reliability. With the AWS IoT Core, your applications can track all devices
and communicate with them anytime, even if those devices are not
connected. Build your 10T applications with AWS services, so that you can
collect, process and analyze data generated by connected devices and take
action without managing any infrastructure. For more information, please visit

https://aws.amazon.com/iot-core/.

6.4.1 Configure AWS IloT Platform

Method 1: Creat A Thing for link

. Go to the Amazon IoT console >> Things page, and click "Create", as is

shown below.

Amazon loT >> Things >> Create a single thing
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Amazon loT

Maonitor

Bctivity

4

Onboard

Get started

Fliowt provisioning tamplates

¥ Manage
Overview
Things
Types
Thing groups
Billing groups
Jobs
Johb templates

Tunnels

Greengrass

Secure

Detend

Software
Settings

Le.

Documentation (4

(@ Mew conzole axperionce

Amazon T Things Crezte things

Creating Amazon loT things

An BoT thing is @ representation and record of your physical device In the cloud. Any physical
device needs a thing recard In erder to work with Amazeon loT. Leam more.

Register a single Amazon ol thing
Create a thing in your registry Craato a single thing

Bulk register many Amazon loT things
Create things in your registry for a large number of devices already using Amazon loT, or Craate many things
register davices so they are ready to connect to Amazon IoT

Cancal Create a single thing

Amazon loT >> Things >> Create a single thing >> Add your device to the thing

registry >> Add certificate On this page, create a certificate for the thing just

created, as is shown below.

Amazon loT b

Muoritor
Activity
¥ Onboard
Get startea
Fleat provisloning templates
¥ Mansge

Overview

Things

Job tomplates

Tunnels

b Greengrass

» Securs

¥ Defend

» Act

One-click certificate creation (recommended)

Thiswill generate a certificate. public key, and private key using Amazon JoT's cerificate
mutharity,

Create with CSR

Upload yeur awn caroficate sighng request {C5F) based on 2 private key you own

Use my certificate
Register your Cf certificate and use your own certificatss for one of many devices.

Skip certificate and create thing

o will need 1o add a certificate 1o your thirg Later befoss your device can connect 1o Creatw thing without cortificata
Amazon loT.

Amagon 6T 5 Things 3 Ciestethings 5 Add your device to the thing registry 3 Add certificate

Add a certificate for your thing

A certficate Is ussd to suthenticate your device's cormection to Amazmn loT,

L Create with CSR

£

2. Download certificate file
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« Download certificate >> A certificate for the things >> Download the file format
is as follows: ***.cert.pem,;
e Download private >> A private key >> Download. The file format is:

*** private.key;

e« AWS CA files have been download in the vehicle tracker, so you do not need
to Download CA files. If you need to update, click "A root CA for Amazon loT
Download";

o Click "Activate" to activate the certificate of the thing;

« Click the "Attache a policy", enter additional policy page. As shown in the

following illustration.

Amazon loT * © Success
Successfully cested thing.

© Success
Activity Successfully generated certificate. Please download certificate files.

Fleet provisioning templates Certificate created!

A public key

A private key

You also need to download a root CA for Amazon joT:
A root CA for Amazon loTDownlosd

« On the "Attach a policy" page, config additional policy for the certificate and

click "Register Thing" to register the item, as is shown below.
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Add a policy for your thing

* Onboard

B VISIUFULILY

WET 1 0sample View

(W New eonsale epationce

. Use the configuration tool to import the certificate file to the tracker

Security >> Import digital certificate >> Select a certificate (select the
downloaded digital certificate ***.cert.pem in the displayed dialog box); click
"Import certificate”

Security>> Import private key certificate >> Select a file (select the
downloaded digital certificate ***. private.key in the dialog box that appears);

click "Import file";

As the AWS CA files have been built into the vehicle tracker, there is no need
to download them. If you need to update them, go to Security >> Import CA
certificate >> Select a file (select the downloaded digital certificate ***.
private.key in the dialog box that appears); click import certificate, as is shown

below.
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Vehicle Tracking Gateway Configuration Tool =-X

Stams

System Settings

Cellular
0OBD Seitmngs Import private key Select fliel. Salect fils
Cloud Platform N .

Import CA Select file., Select certificats
| -Wite

Mamtenance
Help

FRL

Dizconnect

4. Enable AWS Platform

Cloud Platform >> Platform Type: AWS loT
Cloud Platform >> Enable

Cloud Platform >> Domain name

Cloud Platform >> Port: 8883
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Vehicle Tracking Gateway Configuration Tool =X
Status
Platform Tvpe AWS Tot -
tinla Tkl Z
) Sefting:
Domain
Port RRRI
Enabls Device Provision :
g} 1 Ivanced Op
L
Dizconnect Back LELELC  Save confizurations

“Cloud Platform >> Domain name” AWS loT >> Things >> “Select the created

things” >> Interact Copy this domain name paste to “Cloud Platform >> Domain

name”

Amazon loT X

This thing siresdy oppears to be connected Connect 3 device

Inturact

MOTT

Ui topics to enatie applications and things to get, updats, or delsts the state Fformation for 3 Thing {Thing Shaow)

Learm mora

Save the configuration and restart the device. On the Cloud Plateform Cloud

Platform page, check the connection status:
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Vehicle Tracking Gateway Configuration Tool -

o __-_-

System setfings Enabled Coanected AWS IoT alcotnny 7sene.ats.iot.co-north-1 amazonaws.com.cn Modify
Celtular

OBD seftings

Security
Maintenance
Help

e

Disconnzct Refresh Configurations

By default, invalid data is not reported. To report invalid data, tick "Report invalid
data" in the advanced options. After that, the reported data value that does not
exist is NULL, as is shown below.

Method 2: Create a provisioning template connection for AWS

Create a prefabricated templet: Amazon loT >> Fleet provisioning

templates >> Create, as is shown below.
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Amazen loT x

Fleet provisioning templates E

Creat Certificate: Amazon loT >> Certificates

Amazon 1oT TN 11 F
Mo Certificates m
Onboerd
..... Sanie
......
......
Get

Amazon IoT >> Things >> Create a single things >> Add your device to the
thing registry >> Add certificate

On this page, create a certificate for the thing just created, as is shown below.
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Amazon laT *x Amacon foT Certificates Creste o certdicate

oty Create a certificate

B cetificate is usid Lo suthenticale your device’s tonmection to Amigzen ke

One-click certificate creation (recommended)

authurity
Upiean your own certificars signing request (TSR} basad on 3 privata Key you own
Reglster your CA certificate and use your own certificates for one or many devices
» Greangrass
¥ Secu
Palici
.
» Dafend
» A

Download a certificate file

Download a public key file >> A certificate for the things >> Download. The file
format is ***.cert.pem;
Download the private key file >> A private key >> Download. The file format is

*** private.key;

As the AWS CA files have been built into the tracker, there is no need to
download them. If you need to update, click“A root CA for Amazon loT
Download”;

Click Activate to activate the certificate;

Click the "Attach a policy”, enter additional policy page, as is shown below.
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Amazon loT b

* Onbooed Certificate created!

v Maigs

On the previous window, click "Activate” to enter the certificate list. Click

"Done" and complete certification.

Amazan laT bl Add authorization to certificate
L 1 !
ol "

= VTE10_Prow

On the previous window, click "Attach a policy" to enter the Amazon loT >>

Policy list to add a policy, as is shown below.
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Amaromint % VT310_Provision_test
Actions ~

I Overview Policy ARN

. Use the configuration tool to import the certificate file to the vehicle tracker

Security >> Import digital certificate >> Select a certificate (select the
downloaded digital certificate ***.cert.pem in the displayed dialog box), click
"Import certificate”

Security >> Import private key certificate >> Select a file (select the
downloaded digital certificate \\. private.key in the dialog box that appears);

click "Import file";

As the tracker already has a built-in AWS CA file, the CA file is not required. If
you need to update the CA file, go to Security >> Import CA certificate >>
Select a file (select the downloaded digital certificate ***.cert in the pop-up

dialog box), click "Import certificate";
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Vehicle Tracking Gateway Configuration Tool =-X

Stams

System Settings

Import DC Setect file EEONEL LRl Tmport cerfificate
Cellular
0OBD Seitmngs Import private key Select fliel. Salect file Import file
Cloud Platform

L-Wite

Import CA Select file., BRIl  Tmport cerfificate

Mamtenance
Help

FRL

Dizconnect

4. Enable AWS

Cloud Platform >> Platform Type: AWS IoT
Cloud Platform >> Enable

Cloud Platform >> Domain name

Cloud Platform >> Port : 8883
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Vehicle Tracking Gateway Configuration Tool =X

Stams

Platform Tvpe AWS Tot A
ngs
Callular Enabiled Z
) Sefting

Domain

Cloud Platform
Port £BR3

Enabls Device Provision

Mamtenance

Stiow Advanced Option
Helg Publish Tnvali¢ Datz ]
A
Dizconnect Back LR Save configurations

A\ If you create a preset template on AWS, you need to enable device preset
in the configuration tool. Tick to enable it, and enter the preset template

name. The template name can be found in AWS loT >>Fleet provisioning

templates.

Copy the address in the AWS loT >> Things >> “Select created things”>>

Interact option. Enter the domain name on the AWS |loT page.
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Amazon loT X Amazon 1T

This thing siready eppears 1o be connected Connect 3 device

* Manag

HTTPS

Bil Interact

o

MQTT

Jab

Tunnels Use topics 1o enabile applications and things to get, updats, or delste the state formation for 3 Thing {Thing Shadow)
» J Learn mere
[
» Oefend
» Act

Save the configuration and restart the device. On the Cloud Platform Cloud

Platform page, check the connection status:

Vehicle Tracking Gateway Configuration Tool -
System setfings Enabled Coanected AWS IoT al cotnny 7senie ats iot co-north-1 amazonaws. com.cn Modify

OBD seftings

Cloud Platform

Disconnzct Refresh Configurations

6.4.2 Subscription and Publishing of AWS
1. Subscribe to messages reported and published by VT310
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Amazon loT >> Test

amaztn laT

MOTT client w. e

Amazon IoT >> Test >> enter the published topic in the Subscription topic text
box, as is shown below.
For example: v1/VT310 SN/motion/info

Fr—

MQTT client

By default, the VT310 reports messages from the retention groups of GNSS,
Sysinfo, Motion, Cellularl, 10, and OBD. You only need to subscribe to topics

to receive messages, as is shown below.
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For more information, see APl documentation.
{FlexAPl_over MQTT_Reference for 3rd_party platform VT310.pdf)

6.5 Aliyun lIoT

The Alibaba Cloud Enterprise 10T platform provides fully-hosted instance
services. It allows you to easily access and manage devices without building
loT infrastructure by yourself. It features low costs, high reliability, high
performance, and easy operation and maintenance. With powerful data
processing capabilities, it can better analyze and visualize device data. Real-
time security threat detection ensures that each instance is secure and
reliable. It is the first choice for each enterprise device to migrate to the cloud.
For more information, visit the Alibaba Cloud product page.

https://www.aliyun.com/product/iot.

Method 1: One machine and one key

For more information: https://help.aliyun.com/document detail/74006.html

. Go to the Alibaba Cloud Console loT Platfrom >> Device >> Devices >>

Device Details. Create a Device and view the Device Secret, as is shown

below.
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The Device Certificate of the replication Device includes three parameters:

Product Key, Device Name, and Device Secret, as is shown below.

Device Certificata

Device Certificate coey

TP =0 GRS Camy

Certificase Inwallation Modes

W ATOLCTIN 10 M AR VST AN (81 R IS i n M e

2. Config Aliyun loT

Cloud Platform >> Platform Type: Aliyun IoT
Cloud Platform >> Enable

Cloud Platform >> Device Name:

Cloud Platform >> Product Key

Cloud Platform >> Authentication Mode: Unique Certificate Per Device
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Cloud Platform >> Device Secert

Tick to enable Secure Certification Mode: Unique Certificate Per
Device/Unique Certificate Per Model

The three parameters from Alibaba Cloud ProductKey, DeviceName, and
DeviceSecret. Enter the corresponding parameters in the configuration tool. In
the upper-left corner of the 10T platform console, view the region where your
service is located. For more information about the Region ID values, see

Region and zone.

Vehicle Tracking Gateway Configuration Tool =X
Platform Tvpe Atiyun Tot -
Enabled V]
OBD Settings
Device Nama
Region ID
Product Key
Authentication Mode Unique Certificatz Per Device v
(zeh=g
o Device Secret
Publish Tavalid Data ]
Dizconnect Back Read again

6.6 Configuration of MQTT Platform Link
MQ Telemetry Transport (MQTT) is a lightweight proxy-based message

transmission protocol for Publishing/Subscribing. It is designed to be open,
simple, lightweight, and easy to implement. These features make it suitable
for restricted network environments, including but not limited to high-costs,
low-bandwidth and unreliable networks. CPU and memory resources are
limited for embedded devices. This protocol provides one-to-many message
publishing and discoupling applications using the publish/subscribe message

mode. It supports transmission of messages blocked by load content with
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TCP/IP. Open-source software that supports MQTT, such as ThingsBoard

and EMQ, allows customers to develop their own loT platforms.

6.6.1 MQTT Broker
Cloud Platform >> Platform Type >> Mqtt Broker: Enable, configure domain
name, port, username, and password ". Click "Save configuration" and restart,

as is shown below.

Vehicle Tracking Gateway Configuration Tool =X
St
Platform Tvpe Matt Broker A
ngs
Cellular Enabiled 2
) Sefting
Domain
Port 1883
username
—_
password e
Show Advanced Option
L
Dizconnect Back LR Save configurations

If you want to view invalid data, click "Show Advanced Options" to see hidden

configuration items. Select "Show invalid data", as is shown below.
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Vehicle Tracking Gateway Configuration Tool =X
Stams
Platform Tvpe Matt Broker A
Cellular Enabiled 2
) Set
Domain
Port 1883
username
password e
) Show Advanced Option
258
Publish Invaiid Data |+
Dizconnect Back LR Save configurations

6.6.2 Configure ThingBoard Open-source |0T Platform

ThingsBoard is an open-source loT platform where you can quickly develop,
manage, and expand loT projects. It is an open-source loT platform for data
collection, processing, visualization, and device management. It connects
devices through the industry-standard 10T protocols - MQTT, CoAP, and
HTTP, and supports cloud and local deployment. For more information, go to

https://thingsboard.io.
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¥ ThingsBaard Ul 2| External Systems ”

LT AP WnbSatkets
ThingsBeard
Transports f A T
= - Queus o ## TningsBoard Core I | = S0L Database
| S AATTTICHAR % b
Wndbuy L QU‘E\JE
| —— AT
& Devices | l,-—o ™ Gateways [y, . =
— I b - / 7 ) .
£} Devices ||,_J 1 - Queus | —— i = MNoSQLDataBase
F | Ctrerprerels I
£ Devices lL_,J . : )
' 2 External Systems l
Legend:

i] - ThingsBoard Componants: horizontally scalable and fault tolerant

- Message Queue: Kafka, RabbitMQ, AWS 5Q5, Azure Service Bus, Google Pub/Sub

= - Databases: PosigreSOL and Timescale/Cassandra (NoSOL)

= - Gateways: support of Modbus, OPC-UA, BLE, CAN, MQTT, HTTP, and other protocals

ThingsBoard Architecture

Register an account and add a device. After adding a device, use the open
Device Device Credentials >> MQTT Basic to enter the Client ID, User Name,
and Password parameters. For more information, visit

https://thingsboard.io/docs/getting-started-quides.

R
MOTT Basic

VTIOXI02000207

Platform Device Parameters
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2. In the configuration tool, enter the thingsboard.cloud, port number 1883,
username User Name, Password, Password of the device parameters added

by the platform.

Vehicle Tracking Gateway Configuration Tool =X
atus
Platform Tvpe Matt Broker b
Enabled [~
OBD Settings
Domain thingsbeard.cloud
Port 1883
username v
password [T
Show Advanced Option
L
Publish Invaiid Data v
Dizconnect Back Read again

7. Maintenance

You can upgrade the firmware with the local upgrade configuration tool,
xshell, or through OTA. OTA upgrading includes Alibaba Cloud standard OTA
upgrading, SmartFleet platform OTA upgrading and FlexAPI upgrading. Now
we will only introduce how to upgrade with local configuration tools. For more
information about upgrading, please contact technical support of InHand
Networks.

7.1 Firmware Upgrade

Step 1: Go to Maintenance >> Upgrade firmware, as is shown below:
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Vehicle Tracking Gateway Configuration Tool =-X

Stams

System Settings
Chck ttams hefow to mainfam InTracker
Cellular

DBD Seftings Upgrade finmware

U Use THD file supported by Inhand to update the InTracker softwars version
Cloud Platform

Secusity AH flexAPI restore factory settings

| -Wite

=
(0) import/export config file
4

Help

FRL

Dizconnect

Step 2: Click "Browse file" to select the firmware. Click "Upgrade™ and wait for

firmware installation, as is shown below:

Vehicle Tracking Gateway Configuration Tool -

Stams

semsems Upgrade firmware

Celiular Firmware of InTracker  Browse fila
OBD Semrings W Select Upgrade File £ X,
Clood Platform 5 |

Logk in: |___3C:\ 10 QO BEE|
AR = My COmpl; Perflogs .
| Wite & sunzhandc Program Files

Praogram Files (x86)
. Windows
[7 vi3.v108IHD

m \'i

File nane:  [V13.¥1.0.8 T ]

Files of type: |Upgrade File(* IHD) - | Cancel |

Disconnect Back [
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When a prompt box says "Will switch to the new version after restarting
VT310", new firmware has been imported successfully. Click "Restart" to

upgrade the firmware.

Vehicle Tracking Gateway Configuration Tool =X

st Upgrade firmware

Firmware of InTracker:| ¢ VT3 .V1.08.IHD

-Wite ) Will switch to the new version after restarting
Y VT310
25
Dizconnect Back

Note: After the device is upgraded, restart the device and then configure it.

7.2 Restore Factory Settings of FlexAPI

Go to Maintenance >> FlexAPI restore factory settings to reset FlexAPI

settings.
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Stams

System Settings
Cellufar

OBD Seftings

Cloud Platform

Mamfenance

Help

FRL

Vehicle Tracking Gateway Confignration Tool

Upgrade finnware

Chck ttams hefow to mainfam InTracker

Use THD file supported by Inhand to npdate the InTracksr softwars version

import/export config file

A‘ flexAPI restore factory settings
@

7.3 Import/Export Configuration

To back up and import configuration, go to Maintenance >> Import/export

congifuration file, as is shown below. Click "Export configuration" to back up

configuration, and click "Import configuration” to load the configuration file.
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Vehicle Tracking Gateway Configuration Tool =X

ssmsemes IMpoOrt/export config file

Cellutag Export confizuratons | Import configurations

occuaty

back Raad confignrations Save configurations

To back up configuration, click "Export configuration”. The configuration tool

can read device configuration and pop up file storage window. Enter the name

of the backup file, and click "Open".
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Vehicle Tracking Gateway Configuration Tool -X

swemseme: IMpoOrt/export config file

Celtular Export configurations  Import configurations

Look 1n: > SO\ o Q0 ] =

= My Comp PerfLogs

& sunzhandc Program Files
Program Files (x86)

Users
Windows
ek B back json
B backup.json

File name: backup. json | | Open |
Files of tvpe: |confisuration file(*. json) d Cancel

Disconnect

A\ In the exported configuration file, Username and Password are not
available. If you hope to import the modified username and password to the
new device, you can modify them in the exported file. Replace the admin
characters with a new admin account, and input in the password of the new
account. After the modified configuration file is saved, import it into the new
device and restart the device. Log in the new device with the new admin

account and password.

/A In the exported configuration file, Username and Password are not
available. If you hope to import the modified username and password to the

new device, you can add them in the exported configuration file. Enter your

admin account in " of "user:":"", and enter the password in " of "passwd":"".
After the modified configuration file is saved, import it into the new device and
restart the device. Log in the new device with the new admin account and

password.
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"aliyun_auth_type": "0",
"aliyun_deviceSec": "",
"aliyun_productSec": "",
“tcp_udp_enable': "1",
“tcp_udp_domain®: "118.122.120.22",
"tcp_udp_port": "44444"

}

“"admin": {
“"user": "admin",
“passwd": "123456"

8. Restoration of the Default Account and

Password for Hardware

Because configuration usually involves the device certificate file, when the
device is restored to the factory via hardware, only the username and
password are restored to admin/123456. As is shown in the following picture,
press the Reset button with a screwdriver or other tools for more than 8

seconds, and then loosen it.
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ps: By double-clicking "Reset", you can restart the device when it goes wrong.

9. How to Get the Device Log

Make sure that the computer is connected to the VT310 through USB to serial
port through configuration wire, and open a serial port connection tool such as
the serial port debugging software. The software can be downloaded in

Mircrosoft Store.
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Microsoft Store

&  Home Gaming Entertainment

09

= e This product is installed.

36

Serial Debug Assistant
lingguang * Developer toals > Utilities

=1 Lﬂ. Xk Kk k¥ 212 |12 Share

I Professional serial debugging software.
1. Receive the incoming data from the serial port and display it in
I I the window.

More

Wish list

+ Offers in-app purchases

You can buy on the Xbox One host.
I AR CEN ; ; .
(microsoft.com purchase is not available
In-App Purchases in your area.)

1. Open the serial port debugging software and select the link serial port. The
default baud rate of the serial port is 115200/8/n/1. Click "Open serial port".
Note that the Character encoding mode (Character encoding) is ASCII, and
the line break mode (Linet break) is \n(LF).
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COM3,115200,None, 8,0ne - Serial Debug Assistant

A B2 G

Serial Port - =
Baud Rate - B
Data Bits
.
Stop Bits : One i

Open serial port
Receiving settings.
D Receive and save to file
[ Hex display
D Pause receiving display
D Auto break frame

ﬂ

Character encoding ASCll

Language Default

Theme Default

II( II( II<

Keep the screen constant light  Off @

Press "ESC" to send On o

Show font size | A A A

JavaScript Script fold
D Receive scripts % | Add Timesta kAL

Default

Save data Empty data
Send settings.
D Send a file Extension cmd
[] Hex send
Dot ilos -
D Timing send 5cc
[Jomr []rrs
[l.ine break \n (LF) v B
] show Send string | -
Send: 0 Receive ; 0 Reset count

Enter +++ in the content sending serial port to activate the CLI mode, as is

shown below;




it

Serial Part : S| com3 o
Enter cli mode
) username
iy
Stop Bits One
Close serial port
Receiving settings.
D Receive and save to file
] Hex display
D Pause receiving display
D Auto break frame 7 | 20
D Receive scripts %,
Save data Empty data
Send settings.
[ send a file Extension cmd
[] Hex send
D Sending scripts %, | ADDS W
D Timing send 1.0 ce [
ok [Jrrs et
Line break \n (LF) - B
D Show Send string IEl
Send: 3 Receive : 31 Reset count

Enter the Username admin (press the enter key), click "Send", enter the

password 123456 (press the enter key), and click send to enter the command

line mode.
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A HE 2?0 B

Serial Port : S| com3 v
Enter cli mode
Data Bits
) username;
bty
Stop Bits . One b

Close serial port

Receiving settings.
D Receive and save to file

] Hex display

[[] Pause receiving display

D Auto break frame ? Izl

D Receive scripts %,
Save data Empty data

Send settings.

[[] send afile Extension cmd

[] Hex send

D Sending scripts %, | ADDS W

D Timing send 1.0 sec

o []rrs |admin
Line break \n (LF} ~ E

[[] showSendstring | pm—m

II

Send: 3 Receive : 31 Reset count
COM3,115200,Nene,8,0ne - Serial Debug Assistant = m] x
A B ? O s
Serial Port : S| com3 ~

Enter cli mode
Baud Rate : X | 115200 T
; username: admin

iy
Stop Bits ; One bt

password; ****=+

login success!

Receiving settings.
|:| Receive and save to file

D HEX display InTracker />
D Pause receiving display

D Auto break frame 7 E
D Receive scripts % @:

Save data Empty data
Send settings.
D Send a file Extension emd
[] Hex Send
I:l Sending scripts % | ADDS8 b
D Timing send 10 sec
[Jomr []rrs 123456

1 showsend sing

Send : 16 Receive : 92 Reset count
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3. Enable the log function. In the send text box, enter “log console enable”
(press the enter key) and click "Send". The following screenshot shows the

log information in the receive window.

COM3,115200,None,B,0ne - Serial Debug Assistant — O >
A H ? O s
Serial Port : S LYm| 34Mys-k4 ¥o:I55:1/ L/ UBU-LANZADP: UNCONNECcTed Venlicle or
diagnostic protocol is not based on CAN.
Baud Rate : X
oegen T [eém[32m@8-84 ©5:58:17 I/ CAN1lApp: CAN dev write data failed
with baudrate :258808
Parity
Stop Bits - one - [eém[32mB8-84 ©5:58:17 I/ CAN1lApp: Unconnected wvehicle or

diagnostic protocol is not based on CAN.

Close serial port

[emo§-©4 ©5:58:18 D/ Dial Manager: »>>>(14) AT+CGCONTRDP

Receiving settings.
D Receive and save to file

D e 08-04 ©5:58:19 D/ Dial Manager: <<<(117,117)
D Pause receiving display
+CGCONTRDP :
1,5,"uninet.mnc@@l.mccd6@.gprs”,"10.224.57.247.255.0.0.0","10.22
[[] Receive scripts % | Add Timesta ~ | | 4.57.248","119.7.7.7","6.0.0.0"

D Auto break frame ? 0

ITI

Save data Empty data

Send settings.

|:| Send a file Extension cmd OK

[] HEx Send

I:l Sending scripts % | ADDS h

D Timing send 1.0 sec

D DTR D RTS log console enable

| B

Send: 39 Receive : 1470 Reset count

Line break yn (LF) g
D Show Send string

II

4. Close log function, write “log console disable” (press the enter key) in the

send text box and click "Send". The receive window stops receiving logs.
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5.

COM3,115200,None,8,0ne - Serial Debug Assistant

AE? T

Serial Port: S
Baud Rate: X
Data Bits
Stop Bits : One A

Close serial port

Receiving settings.
D Receive and save to file

[] Hex display
D Pause receiving display

D Auto break frame ? 0
D Receive scripts %

Save data Em

ITI

Add Timesta

data

Send settings.

D Send a file

Extension cmd

[ém[32mB8-84 ©6:80:34 I/ MqttTp: Clear MQTT client...

[Bm[32mb8-B4 ©6:00:34 I/ MqttTp:
seconds to reconnect!

retry times:346, Waiting 20

[eém[32mB8-84 ©6:808:35
with baudrate :5680000

I/ OBD-CAN2App: CAM dev write data failed

[ém[32mB8-84 ©6:809:35
with baudrate :5680800

I/ CAN1App: CAM dev write data failed

[ém[32m@8-84 ©6:89:35 I/ OBD-CAN2App: CAM dev write data failed

with baudrate :2500800

[Bm[32mB8-84 ©6:88:35 I/ OBD-CANZ2App: Unconnected vehicle or
diagnostic protocol is not based on CAN.

[ém[32mB8-84 ©6:80:35 I/ CAN1lApp: CAN dev write data failed
with baudrate :250000

[eém[32m88-84 ©6:80:35 I/ CAN1lApp: Unconnected vehicle or
diagnostic protocol is not based on CAN.

[émlog console disable
InTracker />

[] Hex Send

D Sending scripts % | ADDS ~
D Timing send 1.0 sec
Oowr [Jrrs

Line break yn (LF) ~

II

D Show Send string

log console disable

B

Send: 59

Receive: 29367

Reset count

If you need to link the configuration tool after exiting the serial port, write “exit
(press the enter key) in the send text box, click "Send" (used to exit the CLI
mode), and then close the serial port. Or you wait for 180 seconds when the

device automatically exits the CLI mode.
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