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The Path to Manufacturing 4.0: 
An Unconventional Approach
The Industrial Revolution 4.0 is upon us and manufacturers who want to stay competitive 

need to adapt or they will inevitably fall behind. However, that’s easier said than done. 

Updating proprietary legacy systems can be expensive, complicated, and lead to 

unwanted downtime that can slow production on the plant floor. How do companies 

accomplish such a critical change without draining budgets and upending workflow? 

Surprisingly, the answer doesn't always involve completely rebuilding systems from 

scratch. Instead, removing antiquated equipment and streamlining connectivity without 

creating new security risks could successfully start organizations on their path to reaping 

the benefits of Manufacturing 4.0.
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The third Industrial Revolution, which dominated the second half of the 20th century, began to enable 
automation in production thanks to the invention of Programmable Logic Controllers (PLCs) and robots. 
These two game-changing solutions transformed the plant floor. The PLC enabled technicians to 
quickly adjust and expand manufacturing processes. They did a whole lot more, too, and are still critical 
components of any production facility. Robots helped perform tasks that were dangerous or repetitive, 
and contributed vastly to protecting workers and minimizing manufacturing errors. Robotics played a 
pivotal role in ushering in automation. 

As technology evolved, so did the plant floor. This change didn’t happen all at once. Instead, the move 
to an automated factory occurred at different intervals as companies added new machines and systems, 
often in pieces, and installed upgrades when required. While manufacturers did reap the rewards of 
automation, it came at a price that is just being realized today. 

Many of the systems driving, and certainly machines installed, are proprietary which makes upgrading 
or changing systems expensive, time consuming and often infeasible. Manufacturing 4.0 promises 
to provide actionable visibility to goods coming down the line. Fulfilling that promise isn’t easy to 
accomplish when a plant floor is made up of machines and parts from a variety of vintages and installed 
over the course of decades. Manufacturing 4.0 compliance means you have actionable visibility into 
your enterprise as well as your vendor’s enterprise. 

MANUFACTURING 4.0 
TAKING AUTOMATION TO A NEW LEVEL
Automation and scalability are the driving forces moving manufacturing forward. 
These concepts have served as pivotal change agents since the very first 
Industrial Revolution in the 18th century. With each evolution, manufacturing has 
benefited from the advances in automation. However, it’s often been difficult to 
foresee what lies ahead for the plant floor and how to plan for those innovations 
while investing in the current technology of the day. Often, these environments 
foster an ecosystem of proprietary equipment and systems that are challenging 
to upgrade. 
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Much of this data explosion can be attributed to IoT and the Industrial 
Internet of Things (IIoT), where computers, devices, and objects collect and 
share data during the manufacturing process. Plant floor managers and 
executives can use the real-time data to make critical business decisions 
that ultimately improve and expedite production. Artificial intelligence will 
play a large role in dissecting this data into useful information that will 
further automate the plant floor.

IIoT is big business because of all the advantages it can bring. According  
to GE, there will be a $60 trillion investment in IoT in the next 15 years.2 
If that is indeed the case, where should manufacturers expect to see 
the biggest return on investment (ROI)? A company’s investment should 
increase on-time production, and improve automation by eliminating 
unnecessary steps and equipment. Implementing these changes should 
ideally be done with minimal distribution. 

A 2015 Forrester Consulting Survey on behalf of Zebra Technologies  
found that 62 percent of manufacturers expect to see strategic  
outcomes in automation and control processes as a result of enabling  
IoT technologies.

While it’s easy to see the numerous benefits that transitioning to 
Manufacturing 4.0 can bring, the question of how still remains. For many 
companies, the “how” and the lack of communication between those 
who are responsible for production on the plant floor (IT department) and 
the purchasing agents (operations technology department) is still a huge 
impediment. The good news is that there is a most unexpected solution 
for “how” and the lines of communication between IT and operations are 
beginning to open.
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Industrial Revolution 4.0 
Shining a Light on IIoT
The beginning of the 21st century brought the wide-scale adoption of the Internet of Things (IoT), the 
creation of massive amounts of data, and artificial intelligence that can all be used to drastically change 
many processes. In fact, according to an IDC study, about 1.7 megabytes of new information  
will be created every second for every human being on the planet by the year 2020.1  

There will be a  

$60 trillion investment 
in IoT in the next 15 years2

62% of manufacturers  
expect to see strategic 
outcomes in automation and 
control processes as a result  
of enabling IoT technologies

1 IDC, 2 GE

62% 

http://www.whizpr.be/upload/medialab/21/company/Media_Presentation_2012_DigiUniverseFINAL1.pdf
https://www.ge.com/digital/press-releases/ge-announces-predix-cloud-worlds-first-cloud-service-built-industrial-data-analytics
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Creating a Roadmap 

 1 Has your manufacturing line stopped/slowed due to shortage or discrepancies?

 2 Do your suppliers perform up to expectations every time?

 3 How long does it take to replenish your line side stock and what does the process look like?

 4 How do you track Work In Progress (WIP) to plan and identify inefficiencies?

 5 How do you digitally manage new product introductions and plant information systems?

 6 What is the cost of manufacturing down time?

 7 Do you have a mobile worker strategy?

 8 How do you track and manage key assets of the maintenance function?

 9 Do you have a means to access data remotely?

 10 What facility management operations require the linking of sensing and location technologies?

 11 Does your quality team have mobile tools such as printing, scanning and handheld computers?

 12 What is your current cost of quality?

 13 How do you flag or identify a quality issue?

 14 Do your customers require a digital shipping manifest and scannable packages upon receipt?

 15 How are you measured by your customers in terms of shipped goods – on time, in full?

 16 Are your customers requesting RFID shipments?

 17 Do you need proof of delivery?

 18 Has your customer’s manufacturing line stopped due to shortages or discrepancies?

 19 Are you being asked for Just-in-Time shipments?

 20 Do you hold pre-manufacturing inventory on site, and if so, how much space does it consume?

Every operation is different and comes with its own set of challenges, so no one solution will fit every 
need. Removing antiquated equipment and processes is time consuming, expensive and disrupts 
production. In addition, to achieve just in time (JIT) production, visibility into all aspects of the supply 
chain is crucial. It’s imperative to be able to see a vendor’s goods out as it pertains to the product you 
receive from them. When making the transition to Manufacturing 4.0, how do you determine which are 
the right steps to take and when?

Ask these questions about the plant floor to guide your Manufacturing 4.0 investment and deployment strategies. The answers 
will help identify where making changes will benefit the process most and deliver the best ROI.
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IIoT Adoption Challenges
Many of today’s manufacturing plants are a combination of disparate technology that use proprietary 
solutions, making upgrades difficult and time-consuming. The thought of an upgrade can be so 
overwhelming that organizations may not know where to begin. While these may be the initial 
obstacles that come to mind after considering ways to adopt IIoT, there are quite a few challenges that 
must first be addressed. 

   SECURITY BREACH

Potential security threats exist across the entire plant floor. Conversion boxes present a unique 
challenge and may be susceptible to security breaches from intruders. Unfortunately, organizations 
don’t often realize there’s a problem until it’s too late. As more devices find a home on the plant floor, 
more vulnerabilities will arise. The need to keep the entire infrastructure secure remains of paramount 
importance when upgrading equipment to comply with Manufacturing 4.0. For manufacturers to 
reap the benefits of IIoT, devices need to “talk” to each other which will bring more equipment to 
the plant floor. This will increase the number of devices behind the network’s firewall and add to the 
complexities involved in keeping the entire system secure. 

Unlike the automation spurred in the third Industrial Revolution, today’s equipment was designed to 
work together using known protocols that are vulnerable if the proper security measures are not in 
place. A 2017 Tripwire report revealed that 96 percent of IT professionals surveyed said they expect 
to see an increase in security attacks on IIoT in the coming year.3 Companies must plan for how they 
will handle the addition of new equipment and secure the evolution of their networks.  

   MONEY SPENT ON CREATIVE SOLUTIONS

For Industrial IoT to be successful, it requires all the machines and parts on the factory floor to talk 
to each other over the same network. Unfortunately, manufacturing plants typically have proprietary 
networks, so adding or building out infrastructure isn’t just cost prohibitive, but also often unrealistic. 
To remedy this roadblock, companies will often deploy solutions that add parts to the network, which 
inevitably introduces another point of possible failure. All of this suggests, that perhaps the most 
creative and beneficial solution doesn’t require an investment in adding more parts.

   SYSTEM RELIABILITY

As new devices and equipment find their way onto the factory floor, one of the main concerns is 
maintaining reliability throughout the supply chain. It’s imperative to understand how changes made 
in one aspect of any production process will adversely or positively affect other steps. Integrating and 
supporting new functionality that can provide the benefits touted by the Industrial Internet of Things 
is a top concern for manufacturers. As such, organizations should look to developing mutually agreed 
upon standards throughout the chain to help ensure and maintain reliability. 

3 Tripwire

https://www.scmagazine.com/cybersecurity-pros-say-more-industrial-iot-cyberattacks-expected/article/643821/
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   IT/OPERATIONS TECHNOLOGY DILEMMA

For IIoT to be effective, the plant floor must bridge the gap between existing equipment and the 
new technology advancements which are disrupting the traditional roles and structure of IT and 
operations within an organization. Previously, these two departments could and often did work 
separately. As heavy equipment begins to generate data that IT systems will use to run reports 
and identify areas for automation and improvement, it’s imperative that these two departments 
communicate with each other. 

According to IDC, by 2019 approximately 35 percent of large global manufacturers with smart 
manufacturing initiatives will integrate IT and operations systems to achieve advantages in efficiency 
and response time.4 When making purchasing decisions, it is essential that manufacturers consider 
the requirements of both of these departments.

   COMPLEX LEGACY SYSTEMS

One of the goals of IIoT is to increase visibility so that organizations can identify areas for 
improvement. Many manufacturing floors are populated by third-party machinery, and legacy data 
management systems and software solutions that create data silos. According to Zebra’s 2017 
Manufacturing Plant Floor Study, currently, 27 percent of those surveyed are collecting data from 
production, the supply chain and workers, however the data is remaining in silos rendering much of 
the intelligence it can provide futile.

The creation of these silos is counterintuitive to the goal of the IIoT in which disparate systems share 
one network and the data created by each. The existence of these systems that don’t communicate 
with each other makes it practically impossible to turn the collected data into any kind of useful 
insight. While you can potentially use a gateway to bridge the gap, there’s no guarantee it will work 
between disparate systems and you’re adding another point-of-failure to your production line. 

   PRODUCTIVITY DRAIN

The goal of any manufacturer is to produce more products quickly and on-time. Establishing 
connectivity among devices is critical when implementing Manufacturing 4.0 solutions; a feat that 
could be quite challenging when dealing with legacy systems that run on proprietary networks. 
Upgrading systems to meet today’s connectivity standards can take a toll on production and often 
require new training that can set the plant back before it even gets a chance to become more 
productive. That’s why it’s crucial to look for a solution that’s simple to integrate and provides real-time 
connectivity and transparency making it easy to quickly identify and resolve problems as they arise. 

   BUDGETARY CONSTRAINTS

The expense of implementing an entirely new system is cost prohibitive. However, manufacturers 
who wish to stay competitive will need to begin to invest in solutions that can provide the necessary 
intelligence to improve operational decision-making and overall production. Unfortunately, calculating 
the ROI is still challenging as IIoT as an industry is still fairly young. Organizations should begin 
looking at the long-term benefits when trying to allocate budget for the necessary equipment and 
services. According to a study by Accenture, IIoT offers manufacturers the ability to use predictive 
asset maintenance which could help reduce machinery breakdowns by 70 percent and reduce overall 
maintenance costs by 30 percent.5   

4 IDC, 5 Accenture

https://consumergoods.com/idc-makes-it-predictions-manufacturers
https://www.accenture.com/t20160119T041002Z__w__/us-en/_acnmedia/PDF-5/Accenture-804893-Smart-Production-POV-Final.pdf#zoom=50
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PRINTERS
Engineered for years of performance 
in the toughest environments, Zebra’s 
Link-OS capable printers are extremely 
durable and designed to grow with users’ 
evolving business needs. The printers 
provide a direct connection to proprietary 
PLCs using Zebra Programming 
Language (ZPL) eradicating the converter 
box and external cables. Easy add on 
profiles specific to Ethernet/IP and  
Logix Studio 5000 make programming 
the printer easier and eliminates the 
need to write extensive code to handle 
frequent tasks.

SCANNERS
The Zebra 3600 Ultra-Rugged Series is 
a new class of handheld scanner built 
to deliver unstoppable performance 
under any working conditions. All models 
deliver superior scanning performance 
on virtually any barcode in practically 
any condition. All are built with a rugged 
design for unprecedented durability in 
ultra-challenging environments, and 
all feature complimentary industry-
best manageability tools that take the 
complexity out of end-to-end scanner 
management. 

NETWORK CONNECT
Combine these tools with Network 
Connect to increase visibility, improve 
on-time production, and reduce 
manufacturing line liabilities. With the 
introduction of Network Connect, Zebra 
has streamlined the connection between 
devices and the PLC by completely 
eliminating the need for converter boxes 
or third-party proprietary networking 
equipment. Making the transition to 
Manufacturing 4.0 has never been  
so easy. 

The Many Faces of Automation

What if your first step on the road to IIoT involved removing equipment and thereby completely eliminating a point-of-failure? 
A solution like this would not only need to expedite the process, but it would also need to provide unprecedented visibility. 
There is such a solution that not only improves the use of printers and handheld scanners on the plant floor, but also removes 
converter boxes and/or third-party proprietary networking equipment. Workers don’t need to learn a new system, since it’s 
enabling a line of existing scanners and printers that are already in use on the plant floor. Best of all removing antiquated 
equipment from the manufacturing process is a lot quicker to implement than installing a completely new system. 

Zebra's Network Connect seamlessly links printers and scanners directly to the Industrial Ethernet network with no additional 
conversion equipment required. By streamlining connections between devices and the PLC, organizations can save man-hours 
in setup, management, and troubleshooting; increase reliability and device response time, and eliminate security issues. 

Migrating to new automated solutions that will produce actionable data is a necessity, but the 
question of what is the best approach still remains. If a migration plan isn’t clearly defined, adding new 
equipment can potentially slow down productivity in the near term and pose interoperability issues 
in the long term. Trying to implement network operability that will connect disparate data silos can 
introduce new points-of-failure on the factory floor and can be extremely cost prohibitive.

ON THE FRONTLINES OF MANUFACTURING



For more information on how Zebra can help you make the move to 
Manufacturing 4.0 with Network Connect, visit www.zebra.com/networkconnect
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It’s clear to see the benefits of adopting Manufacturing 4.0 
and how it will once again revolutionize the plant floor. Many 

of the challenges such as departments working together 
and allocating budgets that currently serve as roadblocks to 
adoption will begin to dissipate. The emergence of scalable 
products and networking solutions will make connectivity 

infinitely easier. The decisions manufacturers make today with 
regard to upgrading and changing systems are vital. 

http://www.zebra.com/networkconnect
http://www.zebra.com/networkconnect

