
Data Protection Policy

The protection of your personal data is of paramount importance for Microtronics. Our Data Protection Policy explains in 
detail the care we take in handling your data. The current Data Protection Policy covers all our products, services and web-
sites. No spezial provisions have been made for individual products or services.
We are dedicated to complying with the strict provisions of the Austrian Telecommunications Act 2003 (Federal Law Gazette 
No. 70/2003) and the European Data Protection Directive 95/46/EC in general and the Directive on Privacy and Electronic 
Communications 2002/58/EC in particular.

If you have any questions about this, please contact our data protection representative at office@Microtronics.at or one of 
the addresses to be found in the legal notice at www.Microtronics.at.

Personal data
Personal data are data that can be used to unambiguously identify a person or to contact a particular person.

Collection
As and when necessary, we will record and store your personal data. Such cases include:

•	 When you place an order 
•	 When you create or edit your user account at www.Microtronics.at 
•	 When you sign up for our newsletter via www.Microtronics.at 
•	 When you use the blog at www.Microtronics.at  

Use  

Microtronics Engineering GmbH will use your data solely for its own purposes, such as the required administration of your 
user account and orders you place. This includes in particular messages about 

•	 purchases in the Online Shop and the order status 
•	 purchases of credits 
•	 changes to terms and conditions and policies  Since this involves important information about our business relati-

onship, you cannot cancel the sending of such messages.  Your data will also be stored, as far as required by law, for 
bookkeeping purposes and disclosed to the auditing authorities during the course of audits. 

Your user account involves the entry and storage of other personal data such as

•	 purchase and use of credits 
•	 purchase of services
•	 serial numbers of the devices you have purchased and/or registered  

We use these data primarily to inform you about recent activities. In addition, we reserve the right to use the data to genera-
te anonymous statistics on user behaviour, so that we can understand our users better and so improve our services.  If you 
checked the „I would like to receive further information from Microtronics“ option in the order form, we will also use your 
data to inform you about current price reductions, special terms, production innovations and suchlike. We can optimise this 
information to your personal user behaviour.  

Disclosure to our service providers  
Disclosure of personal data to our service providers is envisaged solely to the extent that this is absolutely necessary for 
carrying out the entrusted activities, such as 

•	 shipping orders (logistics provider) 
•	 support services (call centre) 
•	 migration of user accounts to new versions of the platform by external 
•	 programming service providers 
•	 payment-related data such as invoice address, shopping basket and grand total to your preferred payment platform 
•	 market research and opinion surveys  



Third parties are expressly prohibited from use above and beyond this, such as for their marketing purposes. These compa-
nies are also under an obligation to protect your personal data.  

Disclosure to other third parties  
Statutory provisions, legal proceedings, litigation and/or instructions by public and government authorities within or out-
side your country of residence may render disclosure of your personal data necessary. Furthermore, we can disclose data 
about you if we are convinced that this is necessary or appropriate for national security, law enforcement or other public 
interests. We can also disclose data about you if we are convinced that this is reasonably necessary for enforcing our terms 
and conditions or for protecting our operations or users. In addition, in the event of a reorganisation, merger or sale, we may 
send all the perso- nal data we collect to the relevant third party.  

Use of data from payment transactions, such as credit card information  
When you buy a product at www.Microtronics.at or the online shop, or load credits to your user account, this will lead to a 
payment transaction. 

Microtronics does not capture or store any security-critical data as used during such a payment transaction. This includes 
expressly: credit card information, account information (e.g. PayPal login data) and bank account numbers.

Capture, processing and, where appropriate, storing of these data take place entirely within the payment service provider‘s 
portal.

Use of access data to external user accounts
Some services such as messaging using third-party platforms (Facebook, Twitter,...), may require us to capture, store and 
use your access data for those platforms. These access data are visible solely within your user account. We shall not pass 
on these data or use them for purposes other than sending you the messages you have subscribed for.

Use of specific values and setting parameters
The services you select include individual values and settings. This information is stored in a protected area within your 
user account. These data can only be accessed when you log in. If you activate messaging via SMS, email or Social Net-
works, for example, some of these data will appear there.

Information and deletion
You can check your personal data at any time by going to www.Microtronics.at and logging in to your user account.
If you only want to unsubscribe from the Microtronics newsletter, then just let us know; remember to include the email 
address in question.

You can request deletion of all your personal data at support@Microtronics.at. We will comply with this request as quickly 
as possible and send you confirmation once it has been completed. Please heed the following important information:

•	 This will result in your user account being deleted and any balance of credits will be lost as a result 
•	 For legal reasons (e.g. accounting), your order data cannot be deleted 
•	 Data stored in Backup cannot be deleted.  

Protection and storage  
We undertake to protect your personal data to the best of our ability against loss, theft and misuse, as well as unauthorised 
access, disclosure, alteration and destruction.  We can use the industry standard Secure Sockets Layer (SSL) encryption 
on all web pages where personal information is collected. Therefore you will need an SSL-enabled browser such as Safari, 
Firefox, or Chrome. This will protect the confidentiality of your personal data during transmission via the Internet.  If you 
take part in the blog, a forum or a social network, some of your personal data may become visible for other users, who can 
then read, capture or use them. Such disclosure of your data is solely your personal responsibility. 

We will retain your personal information for the period necessary to fulfil the purposes outlined in this Data Protection Poli-
cy or to comply with the retention period required by law. The data are stored within the European Union (currently Austria) 
and are governed by the strict data protection directives of the EU.



Anonymous data
This is information without a reference to a particular person.

Collection and use
We reserve the right to collect non-personal data for any purpose and to use them solely for our own purpose.

Some examples:

We collect data, such as language, post code, dialling code, individual unique device identifier, location, and the time zone 
so that we can understand the behaviour of our customers better and so improve our products, services and advertising. We 
also collect anonymised data about user activities on our website and about our other products and service. These data are 
linked and used as a tool for providing our customers with more useful information and for understanding which parts of 
our website, products and services are of most interest to our customers.

As a rule, we store these anonymised data without any linking to personal data.

Disclosure of anonymous data
Disclosure of these data to third parties is envisaged only on the scale that is absolutely necessary for carrying out the 
entrusted activities. These third parties will also be expressly prohibited from further use of the data, especially for their 
own purposes, such as marketing.

Automated data capture cookies
The www.Microtronics.at website, servers connected to it and applications may use “Cookies” or similar technologies. The-
se technologies enable us to offer a better service and understand user behaviour better from the information generated on 
which parts of our website are visited. We always treat data collected by Cookies as personal data, but will use them as the 
basis for generating anonymised data.

You can deactivate the use of Cookies by making the appropriate settings in your web browser. Consult your browser help 
file or contact the browser manufacturer. Please note, that afterwards parts of our plat- form may not function at all or only 
to a limited extent.

Log files
As is the case at most websites, we collect certain data automatically and store them in log files. These data include Inter-
net Protocol (IP) addresses, browser type and language, Internet service provider (ISP), referring and exit pages, operating 
system, date/time stamp, and clickstream data. We use this information to optimise our offerings or where misuse is sus-
pected, to draw conclusions about the source of a possible attack.

Email
In some of our email messages, we use a “click-through URL” linked to content on www.Microtronics.at. We keep statistics 
about the URLs you click in order to find out what interest there is in particular topics and to measure the effectiveness of 
our customer communication. We strive to make these links as apparent as possible so that you can avoid clicking them. 
Our emails do not contain hidden links such as “pixel tags”. We do not register the opening of our emails.

Devices with GSM network
In the case of devices using a GSM network for communication (e.g. Microtronics) usage and movement data may be cap-
tured by the pertinent GSM provider. These are linked with the IMSI (unique number of the integrated SIM). However, the 
GSM provider will not have any link with your personal data. In the event of misuse, we reserve the right to link and evaluate 
these data.



Location-based data
To provide location-based services and application, Microtronics Engineering GmbH can capture and use location data, 
especially for end devices with a GSM network (e.g. Microtronics).

The location data are used as follows:

•	 exclusively within your user account with your end device on the basis of its serial number - the policy for personal data 
applies 

•	 anonymised (i.e. without reference to your user account) for statistical reports analysing the regional distribution and 
use of our products - the policy for anonymised data applies  

Closing provisions  
Microtronics Engineering GmbH is entitled to adapt and expand this Data Protection Policy, as and when required, to to the 
current circumstances. The latest version is published on our homepage www.Microtronics.at. In the event of major chan-
ges, we shall notify all users who have their own user account by email (as entered in the user account). 

Microtronics Engineering GmbH | Hauptstrasse 7 | 3244 Ruprechtshofen | Austria Tel. +43 2756 77180 | support@Microtro-
nics.at | www.Microtronics.at 


