Insert Company Logo

PCIl Security
% Awareness Training

‘. =
St e,

~.  Program Manual




[Company Name]

PCI Security Awareness Training Program

e The Importance of Security Awareness Training________ 3

o Data Security Breaches 3

Whatis Information Security? 4

* Roles and Responsibilites._ ...~~~ 5

e Information Security Solutons________ .~~~ 8

o Defense-in-Depth 8

e Layered Security 9

e Cyber Security 9

o Cloud ComMPULING 10
» 12 PCI DSS Requirements and their Relation to Security Awareness________ 10
e The Payment Card Industry Data Security Standards couneil ...~ 14
* The lmportance of PCI Compliance 15
- CardholderData__ 15
e FERPA 17
o FACTA 17
o Red Flags RUIE 17
e HIPAA 18
e HITECH. 19
e GLBA 20
o Other ReguIations 21
o SECUNtY AWAIENESS TOPICS . 21
o Account Security and ACCESS RIGN S 21
e Malware 21
o S CUNY UPOateS 22
o ClEaAN DESK POI Y 22
o Workstation SeCUNtY 23
o LaptOp SECUNY 24
o Software Licensing and USa0e 25
e Internal Threats 27
e Physical Security and Environmental Security 28
o INCIHENt RO S P ONS e 28
* Personally Identifiable Information (Pl 29
e Protecting Information (Hard-Copy) 31
e Protecting Information (Electronic Format) .~ 32
e Data Retenton_ 33
o ddentity Theft 34
e Online Security and Mobile Computing._________ 35
o Shopping ONliNe 36
e Securing Your Home Network 37
e Protecting your Children Online ...~ 38
e Security Tips for Travelling_____ . 49
» Other Important Security Awareness Considerations and Top Internet Scams_ . 41
e If you see something, say something - Immediatelty ... . 45
e Top 20 Security Considerations for I.T. Personnel ... . 45

« Security Awareness Resources 51




